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3jl^jj (^ill 3j'*^>^^' Cy^ c 5^^ ^ cjj-i^l 

^jVi u^!5^jU 6^^)juJ^^jud ^1 djj^Ljuj^ll 3-^^ ^ iS^J)'^ c^lLmli c~^\\.^ J 


u 





















^ ^^LjlUJ L^V 1 ^*1^1 1 Uul . 1 d^tjkLVi 

cJ*-^ (^) *O^V^ (J^"^ (J^-^ (^ C5^^ ^Uail 

(illi L_iiill]| (j^j SJ:^ c**irqjjWi\ ^ll<i (jSl ^gjj^^\l *o^) 

k^A dji^LuaVi 1 ^*1^ kk\ 

I ^ (j-<i ^Lc.^ “ 


Thin-ii c> j^' J c> l5j^ j Thick net • 

net. 

Thick net. -S' (> ^LoiJI ^j LdajI ^gjS ^^1 i:ia Thin net • 


Thick -S' ^ mbps^ ^ ^jjuJI jiLi ^ ^ ♦ ^Lai^l 

Thin -S' ^>^' '^ mbps^ ^ ^jjuJI jiLi V ^ ^ ^Lai^l 

jjV' ^ ^ ^ jj^ : Twisted Pair Cable 

jl uiMl (Jr^lsj <^lill]V' A^lll]| S^jA^allj ' (S * C5^ ^ 



: jj^udufl tJA 

Shielded Twisted Pair / STP ^j^' ^ 

C—fl^Uu ^ <iiIaJ ^ A dl^LujV' (3^ ^'jj' Cj^ *OW^ 

AJldll SjjA^U L<^ 












Unshielded Twisted Pair / UTP ^ 


l1jLc.LL^ 1 L**^Q*u^ J 

: ^ sdjUa 6 C5^) UTP -S' ^JJ^V' 



djUl^l Jill ^.iklLuaJ V J ^(Jill Aiall Cat 1 

4 C 3 ^) dUl^l (Jiil ^.lidLUj Ajill Cat2 

^duLa^ XQ ^1 (^}x^ ^yuij dUl^l Jill ^.iklLuaJ 4-lall Cat3 

15 C 3 ^) dUl^l (Jiil^.lidd dIa Cat4 

^duLa^ 100 C 5 ^) JJUIJ dUl^l (Jli] ^.iklLuaJ AAsII Cats 

bldic-l duLa^ 1000 C 5 ^) ^ A-c. jjudj dUl^l Jii] ^.lidLUj aAsII Cats 

J^lj> 

, j (.** 1 ^ 17 kjx> 1000 C 5 ^) jjudj dUl^l Jill ^.ilIluj Cat6 

Y * 

























j Category 6 ^uill (jl ci^ u^j 

: JUTP ^ STP J 

_ ^^^juL^LiiL^AjJa^)C. (Js) - 
_ AxjI djl^tjul^ ^jJalljuJj - 

. dLc- ^)juj ^ jfl C_fl- 

:2lJI:i] 1 dVUJI uTP ^>11^1 d:)bl£]| j - 

,<£jjudll ^ LddC' - 

_ C-J^ jlill ^ ^JaLudJ J <1 J:^cilliA (J I Uido J - 

: mF 3STF6i\^\ 

^ jjj^if^ JIa <alik^ *^j^' (J:^^j^ jA J (Straight cable) >^4^1 

Jld Sj^l ^. ^Vu ^ n jA J (Crossover cable) j 

; JiuajjJl ^ (> Rj-45 -J' dlu<vi '-yjjj Sj^ & jfcj 

































RJ-45 



; fiber optic cables (JUVl cj^sLls -T 

C^J ‘ djIjLujI J^JOI ^ djUl^l Jii ^ ^.iklLuaJ 

S^)3LJUd]| \ g ^Aik) (^.Ixln V 4x> J) 

djliLud^ ^dil jLujVI l)^ ^.ikjjLUjj c_bl3Vl 


1.1^ dAiXJ 



- AijLuiIl djjiA^lj La£ ^ ^j£jjj 

Jiijj c-^Wiui!)l3l j) ^ (iF' *OW^ C 5 ^J ■ Cor6 <a±L - ^ 

_ ^ jjJall 


(3<^J 4 -iilU sjLi ; Cladding ji - Y 

djlj^l ^ Jj 1£]| ^UaJ ^.ikiaij J : Buffer coating 

.j^t 


XX 

















til^LuiVt (j-a j ^_gjauJaL«-a(_J^I^I 


AjJa A n \\a - 


J J L-ul TkJ^ 100 S-^ 1^ ^Jtij^ jLuJjl ^ JJUJ - 


aA^\ 200000 <^) 


V ^1 J L>^ C**ll ^1 djUl^l ^ ^ - 

dljL^a±l]| AjJa LS djljLujj ^\ 

\jLkl^ 






vr 














‘LuLiUVI >1 

^^LS' ^ ^' ~ ‘ ‘’'a'' ^1 ( al^VI 

6 jUij L^!lk Jajjj single mode fiber isAlJl cj|j tiLJVl 

cJ^ Ja^ oA^lj 

(Jjtj£ j ^jjaii]t t-'K^'w. ^^.liJLuijj 

^1 (_5^) (J‘ cjlkll ‘- ‘»‘^‘' ‘'-'' (■ ^ 

jj^t <S!lk j j -'^jlU 0,001 (jj^ j^jj^ 1 micron 9 

JlffL ^ ^ ^ - ^ , V (J^jiaSt dllj p.l^)-aaJt 

^ Lgj J multi -mode fibers -IsaU) cjlj tiUVl 

1 “'i ^,Ti 1 j. ^^1 l.^^|.^aJljaj| |_J-^ Lo^ ^ ‘ dll^LkjuVI 

(J‘ 6^}Ja3 <_Lb^aj t _ ^^^LaJI 

.«.l^>-aaJI eiia-j(j-a Jaiij J micron 


JjUlUdA jL^J ^J ^ Cj/duLa^ 100 ) -i did 


• LiUSSfi (^\j^AA 

IjUI^I Jii ^ 1^ <3Ujjuj - ^ 

.d/djU^ 200,00 c> 

^1 A-1aS^I dUl^l ^jii 1-1^ dlx^all]| AjJa ^ jlui^ -Y 

dljLajj (^1 dl^VI ^ jjd dLjd 

^cilLuJl dulS \ A cJ^-d ^jJaidd dljLujVI -V 

^idl^tjujVi ^ dd ^J \A -£ 

Lg-Lkld d^dujVl dVl (^5^ c^ d!iljl£ Jdai dldVl 1^ ddj 

^ JJJJ (J) (JJ^ 

^c-j^jli]| <diC. (J^-JujJ d.lj (JjI^ cJ^d did) Sd. ddli 

^djUaJ^dl dujliVI cJrfJ^jdL^.lkjjuaJ Jjdl ^ u^l ^ ^LdU jjtd V 

; d^LuiSfl j) d^l£it dJA ^ <*1^1 d) 

Jjua£jj L<i IdljLa ddu J ^Llx^lj L_J^jdl Ajxjl^ L^l jA j]| C ^ 113? 11 

1 g \^\ ^Udluj^yb SljJ rUw ^ J u^x>\l dli Vj Sdddl dUUdVI dc. Sl^1 

cdld 6 ^jljujLuj dliLuuQ ^**^1 ^daJjuoJ V 


Black Box Explains... 


Fiber optic cable construction. 



Core Cladding Coating Strengthening Cable Jacket 
Fibers 


X£ 


















Protocols 


Lg ^ ^J ^ ^ ^j)Vlul 4LljL^Jjud]| ^Lc» 

. Jj^j^jj^ cJ^ 


^IIaII Port l1 cJ^ cj’ u’s-^ C 5 ^ 

6 jj 7 k"\ ^\l ^LlJI (J-^a3U . 1 ^ jJ <jj 1 k^\\ ^IxJ ^1 l^j j 4.liL<i 65535 c. 5 ^ 0 L>^ 

J^l ^jWu/i V Port 1024 C 5 ^ 0 c> j j t ^^ ' 1 ^j diV jJJ^)^t 

:DNS - Domain Name System 

dUl^ S^li ^ dliUaJ ^LuujU dL<iU 3 ^ ^UaJ jA dliLLaill ^Luuj) ^UaJ 

(dlilio^l ^LqjujIj lIjLq^^1x^ 1 JaJ^ ^Uaill ^sjujI ^djjUjVI 

^LlaJ ^ C 5 ^*^ 4 (jUai]| TP U 3 ^ C 5 ^ J (J^J 

^ JP _ll ^aJujLj C_b^)xJ dl ^K dlil l\l ^Lgjuj) 

:DHCP - Dynamic Host Configuration Protocol 

dLIa^^^i Hosts L-jjuj|^^^ J£jd JP jLLujV I^a w*iuij 

jjjLk^ ^ L^jUdill dVU. L-dad tdlijj 4 TCP/IP C 5 ^ Workstation lU^ 
jl^ (> j^V IP cjl>i^ o^ ^ldd.1ddd ^1 j (IP address conflict) 

^LkjjuUi ^.lklLaiA]| ^jLixJl dLoU^V ^Uaj JjJj^)^l 1 . 1 ^ 4A£jjai]| 

:SNMP - Simple Network Management Protocol 

Ljjjua^ djjjjVI dVjiij^ ( 3 :^^^ 3 ^ Cy^ ^ 3 ^ ^ iJaAuiJl dl£jjai]| Sjl3 3 jiij^ 
jl iAjuLuJl (dV jlij^) ( 3 :^^^ ibLix^aij 3 ^jaiJj IETF 

Adjudllj VI ^-^ 1 ^)^ dldjudll 6^13 ^l-ld 4^^d!Lui^l dLii3d]| 

^^Udll jJd ^ fildl ^1 ^lld ^^1 d 

:NTP - Network Time Protocol 


l-LujI j^\ dLc^Luj 4dl^ 3:^^>^ L)^ 3^aLdl ^^^dlxJl ddjllll ^jjlL ^jd 3j£jjjA 
( 3 ^ 123 diAll Addl dsj 3 ^dduj \ju^ A 3 VI 

UDP ^dddl djUd 3 

iFTP - File Transfer Protocol 


L^jjujd ^Ijjuj L^jjujLdl dliL^I 3^ ^ddjudl idliL^l 3^ 

^^^1 ( 3 ^ ^ C 5 ^) 


Yo 



















:POP - Post Office Protocol 

_ ^ (_JjLuij ‘- ‘ ''CJJ ^ °^ cJ-**:! ^liaj 


. POP c> 


:SMTP - Simple Mail Transfer Protocol 

4J jjjiaj (J-a*jjaU ^i-lijjAjyi <3-“jV (^gjbulxu V t jLrt-all jA 

Extended SMTP -S1 jL^' ESMTP 


:SSL - Secure Sockets Layer 
^ j3jud^ SSL Secure Socket Layer 

(JjaiLoLi ^UaJ ^ cJlc. 

:HTTPS - Secure HTTP 


Jij Jj£jjjjj ^ (HTTPS) 


LuUi 


a^^LxJI dj^LdljL^ Lq L^Lc* ^ ^ u*r^ 




jLq dj^Ldlx^^ 


:HTTP - Hyper Text Transfer Protocol 

4L^^I A£jjai]| dujIljVI -^1 ^ cJ^ ^UaJ jA 

jJ[a]^^)ia (jl^ AjUj ^ (^^^)l-JJj]| ^ djUl^l IjLiiiil 

. HTML JUiiualj 

:IP - Internet Protocol 


6osi (> (Network Layer) Ai^ail 

c_b^)Ja]| ^ 6 (packet)^3j ^13^’ C5^) 

.33'3 ^^' l)^ A^jjud]! 3W^ C5^) ^^3^^ 


:LDAP - Lightweight Directory Access Protocol 
j^' jjj Lightweight Directory Access Protocol 3 jL^iikl ja 

(^jc^ jLudijjuj^U L-j^^l^JI diL^jjuj 33^ ^ 

3^ LijL<i.iiJ j TCP/IP 3^LilxJI 3 !jVI djLi^ 


vn 
























ICMP - Internet Control Message Protocol 
Pii^ 

jj Vj dSi j£jj jjA\ ^ jAj Internet Groper 

Jjjj^l l^A 4-fl^jj Troubleshoot <. ^jUr- ^ 4ic. g.1 

Echo Packet 32 bit Packets ^J J^j) ^ Ping -5' 

(_]‘ ^‘'-a (Ja ^ ^ ^ \l dl£^l 6^ cJ-^^ ^ /s\l ^ ^ \1 


:ARP - Address Resolution Protocol 

aJI jLij U Ijj^j Address Resolution Protocol 

(JjlaJil ^.ikiiuiA]! A_j£iuj!iUlj A_j£iuJI ‘ - 'V' ‘ ' (Jj £jA (ARP) j' ‘ ^"'Ai < 

JLb^alil ‘A^La Aa^^ A.ajJa A^JjJ^I A.&]nj ^jj^ljc- 


:RARP - Reverse Address Resolution Protocol 


f (Reverse ARP : RARP) u^j^' -^4^) 

AJlx<aL^ ^ali'^\1 ARP ** A-ui£L».^l AA^^Ij 

. RARP j^l JLuijj (jjjia 


:PPTP - Point to Point Tunnelii^ Protocol 


Ajaii]! ^1 AJaiill Jj£jJjJJ Polut tO Polut PCOtOCOl jU^slkl ppp 

AbJa (J ^ .' J ‘ ^''V' -Imj ^ <n I in ^Ijl 3 aAjjoj^ 

. TCP/IP ^j^V' Jji (Data Layer) -lajji' 


:TCP - Transmission Control Protocol 

(jlixallj _jA cJ^-aJ dljjjjVt A-a^^ ^j-a (JaIILj c3^"4^® 

(3:^^J’ TP 

(TCP/IP) 


:UDP -User Datagram Protocol 


C5^J (JAjjuo^^I ^LjaC-VI (J^ -^3 

^.ikjjuaJ Lljl£jjal]| lIjV 


YV 
















OSI 

Open Systems Interconnection 

jW Source device -i' (> uj^ : OSI 

.Destination device <^1 cU 

4 V498 ^^1983 (ISO) ^ Aiixjjaj 

_A^jjujL^I Lljl£jjai]| jlij^)^ L3J^^ 

^Jjjj j] lui^ ^ ^ a\\ 

(Layers) 

_L_mjIl]l ^ ^ ^ j) ' ^ ^ 

; ^ 13 ^’ ^ (3^ iS^ (jjj) jl 

2uU^|^Ui: • 

4 jx>un\l • 

(Routing) jLi^V' • 

. J^3^^ C5^ 3:^^w 1994 

^iji jJVIj ^1 g ^Lc* 3^^^ C ^1 ciili <J) C-fljL^^ 

4** iljl 4jV<^MI (JjjL^Lil]| (j^ A-i£jjud]| Jaj^l ^ L^ 

3^^ ^ djLiLoxJI 3 ^ 3 ^^3g1uix>\l 

x>)^ 1 VI 3 ^ 


LiuSn 


VoIP> 


,<^<i3juJj <lxil Aij^)IaJ A£jjai]| djUl^l (Jii 3 ' ^ 

.C5^J^^ 4-^3^^ djLaij 3 

3jlij^ djjA^I 3^ 3^"-^’ 

,<£jjal]| ^JUJjJj S jl3 . t 


YA 
















: OSI 

Provides a standard for hardware development 

^^.iklLuaJ dulj jJ ^jJ l^j ^ \yt A\ 

Allows for modular software development 

\ ^ (jA3LJ.ua ^^5^1 J <ajia jjudil 0 aI^ ^^ 

^jQj^^ ^J^^^ qV*^^ ^ L**^1 C5^ (Ja3LJjl;j (J^ li) jl 

Speed development of new technology 

AjlJ^JjuJ djl^jjudilj ^^ 3 LJ^ ^ Ia (J£ A-iIaC* 

: OSI Layers Siili 

djU^l Troubleshooting lU j ^ 

. Encapsulations > Uj IjI:i]| (Jjj^ a^ ^j*a -Y 

(jl ^jWiun djUl^l (JJ^ c <lj^j OSI l)I CljU±Ia]| (jl .^lj -V 

^J^Iju 1 a]| (J^j Vi 

(Jaxj (jj) (J jJj) (j-niaJ ^^ 5 ^ j) jIa j) jLg-^ c_i^)3LJ I A^ u*Ml 

^Jj^jllll ^JaluaJ lA.lJ*iAi^^ (^1 ^J 
jLg-^ Ping ^ Ia^Hc* JI^aII ^^3?^ 4 ^^)jua) A-SJ^JaJ A Kua\I ^J^ 

^1 ^ A aaIajlII JjudSjs a-£jju1 SI 

(Jja A_1^ju1a1| ^ Cjljjual *b>l^ A_1^ju1a 1| ^ ^ ^ u at (Jjl^J ^^joaLual 

Jj£jjj JJ J 2i£^| CjJ^ j JjI£]1 

^jL^aL aIiL ^ u’ OSI I lA.ii*i Tcp/ip 

jjVi Ai^i (> Vji cJl^u 
. ( Tcp ) data link <L^\ a£^I cliJS ^ physical 
A^jia ^JJLA J OSI cJ^ (1 h^ A^ u*MI ^(^5 ^ cJ^ J ^JJLA -£ 

. J) J (^ A-LiluaAll J aJjujjaII djUl^l J JljSluaVI j 

(ila J Ij^I jjquil A jqj^ J A-Ia J-l^l ^1 J l1jI£jj^I ^AuujLuLaJl Jalij]| ^JJLAJ 


jLg-^ J JaLjjuJI j jj jI J^I j C jl g \l (JIa ci^<^ A ^1 ^JJLA -1 


Layer 

Name 

description - task 

7 

Application 

impiementation of the OS environment - user 

6 

Presentation 

Formatting and presentation of data - ASCii code, etc. 

5 

Session 

Harmonization opportunities of of various systems 

4 

\l^=\ Transport 

Controi over the transfer of data - correctness 

3 

cZ^ Network 

Controi the flow in the network and between networks 

2 

Data Link 

Ruies of exchange - packing and sending data 

1 


Eiectricai and physicai connections - wiring 


X'l 

























(uj^ 7 L>"] j*^ ^ cjlS^ 

^ a'li\l ^ la. .,1^ <j(jLai]l ^ a'l-i\l o^lc>l 


7- Application layer 
6- Presentation layer 
5- Session layer 
4- Transport layer 
3- Network layer 
2- Data link layer 
1- Physical layer 


7 

Application 

Network Process to Application 

6 

Presentation 

Data Representation & ErKrypbon 

5 

Session 

Inter-host Communication 

1 

Transport 

End to End connections & Retiahility 

3 

Network 

Path and Deteirnination (Routing) 

2 

DataLink 

Physical Addressing (MAC & LLC) 

1 

Physical 

Media. Signal & Binary Transmition 


The OSI Model (Open Systems Interconnection) 
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OSI Model 

APPLICATION! 

A Provides services/protocols to C 
(IP applications B 

'M FTP services 

presentation! 

B Data formatting, i.e. ANSI V 

Compression/Encryption K 

! ANSI 

SESSION 1 

_ Controls conversotions/Sesslons 1 

B (Dialog. Control) 

Integrity and Reliability K 

Descriptive naming | 


TRANSPORT f 

Fragmenlation/Sequenclng of data 
^ Reliable delivery 0 

J Error recovery E 

^ Flow Control ^ 

Muliplexing(PORTS) 

1 Ports 

^ Transparent 

data services 
r Some Firewalls 

NETWORK 1 

End to end delivery 

W Logical addressing 0 

Frogmentotion/Sequencing K 
^ for MTU ^ 

Routing 

9 Routers 

DATA-LINK 

LLC J 

Physical addressing 

W Error detection (FCS/CRC) ^ 

Bridges or 

MAC 

"Pocket/Frome heoder and trailer ^ 
bridging 

W NIC Drivers 

PHYSICAL ^ 

1 Medio Interface 1 

■ Transmition method ■ 

0 Signal strength H 

1 Topology n 

B Hubs 

U Network Cards 


TCP/IP Model 




r* 



















































: OSI Layer 

<aJa C5^ aJILaVI (jiajU (Jjjl^oSIiIIj A^iia ^^)judJ ^ 

. W%^j j 

7 - Application layer 

Mozilla J Google Chrome ^^tjj JL» djjjijVl 

0^1^ ^1 Iju^il c**iU\x^ (. ui j) ^j^LuJI ^1 0aj ^jj Lillie, j) Firefox 
0^1 j^ 0ll"*kj Jljijjujl jl l)^j) I Lji^iic. jl FTP Clfent l)^ 
cs-^ Application layer - c:jlinki]l j^' Outlook 

Application di^ ^ jdL aK cJ^jdj ^dklLuLAll ^ ^ 

^>>3? \ ^J 0^1^)^! J Inycr 

. Application layer - cjlii^l a 1 ^ ^ Ja*j cjVj^jjjj^I 

6^ Outlook - 1 ' jj J Mozilla Firefox - 5 ' *j^^l siA 

t"'' ^ °^ J A.«jLui 1I ^ a'l-i\l (jVI t ^ J 

. L?j^' (^'j Application layer 


HOME SEND/RECEIVE FOLDER VIEW 

s !^ H ' ' X 15^ f ^ !► I 

••5a 9^ 1^ Reply All ' .. -r IH Address Book 

New New New Delete [^. Quick Move Tags 

Email Items- Meeting Forward steps- 

New TeamViewer Delete Respond Quick Steps i» 

* r ,^^ 



= a e # ♦ ^ ☆ 


^ Filter Email - 


Ujjc Jji}/jl thiJ \ ^ 

mozilla 


^ Favorites 

Sent Items 
Deleted Items 

^ Outlook Data File 

Drafts 
Sent Items 
Deleted Items 
Outbox 
RSS Feeds 
Search Folders 


Customize OutlookToday... 


Inbox 

Drafts 

Outbox 



•T|l>l^'^SJ»' '■ 


uLs1.ii)L I 


« o 


A- 

CtiLe^l 


a m it 121 


© 

Ssjiai 

@ 


4r 

cX>ai 


(Application) 

: Application layer - a1^ ^ Jx«j 

SNMP , DNS , FTP , LDAP , LMP , NTP , HTTP , DHCP , 
Open VPN , SMTP , POP3 , IMAP , WAE , WAP , SSH, Telnet 
, SIP , PKI, SOAP , rlogin , TLS / SSL . 

































JIa djUl^l ^^ ^ ^ C5^ ^1.^1 cJ^ J C5^ ci-^l ^ <iila]| ^ j 

cils J ^)jiju^ ^ J <-lajir djLaL^I j j j 

^1 :uu J ^Vl <. lit ^Lailk^ Jl£jail ^1 djUl^l jjjirlj ^j2i J diUL^ jj^uiMl 

^jjj^jlSI j (Jiijjui^l (3^ (JtjujjVI J )> A-n^Iill A^iL^ 

^ (JILq lIjIjLi^ ^.^LLoII ^Jjl^I A^iia ^A^iia (J^-^ 

Application layer -^' j cjlii^l I^Jj^ 6^J) ^Vi k J>1 6^J) ^tjuJ^l^ 

a1^\ J jj^ j]i ^ J Presentation layer o^ j*^' <^j Jji' j 

pi^ ^ Jpgg AicJjb^all ^ 131 4^l!l1l AicJjb^l |XjJa^ j ‘ 4-iLiu(J ^^'°‘' ‘ “ 


WORD 


EXCEL 



power -t 

point 

TEXT 


PDF 

I 



Presentation ^- > 


p 

-I 

HTML 


\ 


\ 

V 

WEB 

SITE 




TIF 

PNG 

GIF 


Presentation layer 

: Presentation layer - o^j*^' ^ cjVjSjjjj^t 


JPEG , MPEG , ASCn , EBCDIC , HTML , AEP , PAD , NDR , 
RDP , PAD , AVI . 

L;JjujLL(^I L^I.^1 j ' ^**^*j^^ IjI^I j) djUl^l ^ ^\\acp. <aL^ 


rr 

























5- Session layer 

Lo j j J ^judi^ ^j^joiaII AidJall 

dlijliVi ^jA ^ IaAIc* cilHi (JUxi j ^j^.liJLudAll 

^jA j dlS^I (jJd^J L>^ C5^ J ^^jL^allAll (J^^Aj 

-aj^ 1 g /^j3^Vi j JL^Vi SjIaU ^jSj Session Ai^ ajI ^ Iaa j^ 

uVt ut Ju ^JJJLA Cljj^ A^JaJl fiAA Lja-jl 

aKjuoa ^1 A^jj V jil ^ M:JJ^J:J J ^(^) cJJ ^ 

^jj^ f Session “'-4^ u^ J£j Jj^-^ ^jaLu 

(jLudjVI cJ^ ^A^^LudAll (JljL^ajVI AA^aj AAjJall fiAA \ j fiA^^ l1^ 

jjaI^I (Jlxi A^lj 6^ cJ^j:} (^ cJLudjVi (^5-^ Iaa (single) (^ 

(JljSlLudVt J (jLudjVt IjAaj) A^ J A-lic- A^l ^jJajudJ Vj ^ajujJ j 

u^J dijll ^ JLlL^Vt J JLuijVl tjiA (half duplex) j^' 

SjLudVt (JljSiud) Aic- J (JljilLudVt SjLudVi AjC- (Jaa ^JaSllA 

J L^^)A (J^J (JjUd^)All ^1 (JjSjjUdAll ^^JA ^j3^*Uxn LgJ^^ J 

(jLudjVI (J^ J 9 (J^Iaj (JjA 

J^j) J JliiudI Sjj^Ua cJ^jaj (Jj^ JL^VI (Full duplex) 

^jA J Jai. (jjd^j (Jjud^ J (JjVuj>n ^^^JJLAJ jLlalijI (jjA J 

aJo^ L^LgJl Ajla j ^liAjL^Vi A^l C5^ ^ ^ 

aJo^I fiAA (Jj^ \^\ J ^-^K*n AJi^l (jJd^J J Ajla c**uW\I j AitJaiA ^iJajudJ 

(Full duplex) 0 ^ J (jjjtjkLaij JaiJl ^1 ejiA 


Session Tabte 
■ Peer : User B 
■Service : Video Chat 
□Device : Camera 1 
□ From : 133.11.236.33:49192 
□To : 133.11.236.34:36781 


6 -a 

User A 




o 


Association 


Session Table 
■ Peer : User A 
■Service : Video Chat 

□ Device : Disptayl 

□ From : l33TIl.S634:36781 
□To : 133.11.23633:49192 


V 


Control Server 


Control Server 


Control Terminal 
Network Service Device 


< 91 ^ 




Control Terminal 
Network Service Device 


(j^a 

User B 


Application Data 




□ From : 133.11.23633:49192 
□To: 133.11.236.34:36781 


□ From: 133.11.2363436781 
□To : 133.11.236.33:49192 


: Session layer - 

SAP, RTP, NFS, SQL, RPC, NETBIOS NAM, NCP, SOCKETS, 
SMB, NETBEUI, 9P. 


rr 




























j ^j djUl^l Sjbl j Jii ^jjjud^l 4-^0]! 

JIa djUl^l J JLujjl a-iL^ ^ lIjUL^ l_lujLia]| j^^ ^ jSi 


TCP Connection oriented protocol 

djUl^l (Jij .bu Jjlij^>Jl 4 djUl^l Jii ^ ^ ^.ikjjudJ Jj£jJj^>Jl 1^ 

Sj^cJ^-^ ^ J jj L>^ 

^J)i.^ a a\\ 6.*^^ J ^ i\^c> ^ AiLui^j 

jj^ ^ UDP Connectionless -S' Jj^j^jj^ ^1 cijUI^I UI ^ 


djjj^^l (ji (j^* L^l^juJI LddlC' (JiLd J djcJ^ 

^dj djljL^I 6^ S^j) K^W ^ dj^^jL^Il ^ K^W 

J£jdj djUl^l Jjj^Jj ^ V JJjJ J^' J UDP -S' Jj^j^J cSr^^Sa ^JC. LgJij 

L_ijjud]| V j' cJ^ddj ^d^^djujl ^ (Ja djljL^I ^J Sd^lj Jdj Jioid 

TCP -S' c.5^ (J^Sad J c L^ j' JJ 

(J£jujj djljL^I cJ^ " (j^ ^Ijj 


TCP 


(connection oriented) 





Error! 

Data is corrupted, please resend 


UDP (connectionless) 



Not all data is present 
Do not resend. 


Transport layer - ^'-iW^'»j'-^' j J^ c>- Jj>^l ^iJall j^jjjj^' 

TCP: Transmission Communication Protocol 
UDP: User Datagram Protocol 
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: Transport layer J^' 

djUl^l (Jij a^Aj^ ^ ^jj 

Error correction <^Uai.Vl j , flow control ^ 

Sequencii^ ^ '^'■^' 5 ^^ flow control 

^^^IILujVLj ^lUll j (JljuJjyi ^ 

. (Jh j) Acknowledgments 


Host A 



•®eg-a.^- 

■—.. =o‘”“ « 

- S::;:; 


Host B 


m 


Timeout- 


vack=100 

ack=100 

ack=100 

^ack=100 








e® 


Of 




Time 


Time 


TCP 


Flow-control 

."^J. W*i ^JJ ^ 


jUUII 








-Y 


. or UDP 

(jrifLaj ^UjujLL<JI lIjIjjj^I jL^I ^Vnui -T 
"! L>^ (J^ ^ 

J c**il^>>3? \\ 6lIjIjj^^I 

V l1jVj^jJj^)^I J ( 0 to 1024 ) L>^ j l1jVj^jJj^>JI 

C5^ L^l.lkILuj| 


^Uaill ^ C1 jU±iLIi]| djljjj^l ^.ikluLi J lIjIjjj^I 

j) (Jdj0><ilj^ j) l^ISjuJI 0><ilj^ j) ^^jL^alLill 0^1 j^ JL<i 0^1^)^! JL<i 

A£jjal]| ^1 JJOlC. cJ^jdj djljj^ dkU ^ j2i djlk±l]all]| J .bu 

^ C L>^ jW^ C5^j 


ro 
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Port Numbers 

Transport 

Layer 



TCP UDP 


OSI Model 
Layers 


Application 

Layer 
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TCP/IP 

Protocol 

Architecture 

Layers 


Application 

Layer 


Host-to-Host 

Transport 

Layer 
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Layer 

Network 

Interface 

Layer 


■TCP/IP Protocol Suite 

I --1 


Telnet 

FTP 

SMTP 

DNS 

RIP 

SNMP 

TCP 

UDP 


IGMP 

ICMP 

ARP 

IK 



Ethernet 

Token 

Ring 

Frame 

Relay 


ATM 
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: UDP-Si 

TCP: Transmission Communication Protocol 

Three Way handshake cr^ j ^^UJI cijUI^I JLaij) 

(J J g Lg <JUdi^ 4 j\^3g \l J ^ 

(JjjL^j L>^ Cj^ L>^ L?"^) l)^j) I L<i.lic. 

^Ijj ^^5^ i (JLujjLj ^ J ^ L^jjujL^I ^1 

J J J L>^ J A^l^l J J Lg-il 

Connection Based cr^ C 5 ^ '^'-4 ^ 


l^ljuojj^ c_bJJUJ c.5^ (jliill ^1 

Lg I^A j (^^>^1 C5^ (jliliVI ^ J (jLijujU^I ^ JjuJ I^Uj lilli J ^1J lIjS j]| ^ 

(^J.AxJl ^.JUdl^^ 

^Uj 4 jqj^ J c jjuil(j^ L<i djUl^l JUilual J JLujjl 4 jqj^ • 

. TCP J ^ ^ U JL^VI 


Sender 




Receiver 




SYN 

x=rand() 




28 ms 


u Mi:> 




SYN ACK 
x+1 y=rand() 



C^ rYtc 

ACK 

y+/ x+7 

◄--- 


84 ms 


DO ins 


Application Data 



ACK... 

rwnd=8192 




):i^ ):i^ 


1^ 1^ ^Jaki (. jTkj UDP cJj^J^(^) cJ^ 


C 5 ^ Connectionless C 5 ^ UDP -S' Jj^j^jj^ 
^Lujj Jjuj^ <jj TCP -S' l 5^ ^Jiilui^l J Lg 

_ll A-iL^*J ^^5^' J (J^ '-^ 4 ui\^ ^LiJ (J^ l5^-^ 

.Three Way handshake 
f ‘^l Ls^ Connection-Oriented ij^ TCP -i' Jj^j^jj^ 

^** J cJljujjV' A-jIaC- i (JjVuj>i^S' j (Jjuj^)^' L<a (jL^^aj' 

^(^JjilLalAli J (JjuJ^)^i Lg S^)JuiL^ J AAaI^ (JljL^aj' A-iIaC- 


rv 








































UDP: User Datagram Protocol 

J ‘ ^LuJ^I ^13^’ (3^ ^3^ (Jiiiuj^l ^j\j^ ^ jy^-uo^ii ^) 

c-^Uun V ^l3^Vl ^3^ ^3^ 3*^ ^ 3<i^ lIujIIjVI ^Iju^ ^ 

^ Um\I (JJJ^ 

l^A c_i^ 3^^ j’ 3^-^ 3 jjl^^ ^Lcijja (^\ V u) 

JLl^jI c-j^I 3^-'^ 

.TCP 31 3*^ ^^3ljudj ^IjII j ‘ ^ 

^1 ^ °' ‘ '< ■" (^^aC. 4_ui 1^ U^*^ O^ ^)jujl.^ (_]^ju1j diljL^I ^ ^jbJa^ • 

'J'(yP _ll J^ ^ °' ‘ '< ■■' (JLl^IiI 4_iLaC. f-ljj 



Sending 


Receiving in any 
order with no error 
checking 


: TCP jUDPL«ftl>Jl 

L>* (j '^^u UDP -i' TCP -i' L>^ ^ UDP -J' Jj^jJjjJ 

^j-a cJ^ 'i-a^Lui j c>» (j '^^u TCP -i' fjj^' Jj^j 


(J*^ c_ajjui La^i t_a^)*j V tiijli UDP JJ^J^ l3:J^>^ O^ oi^j^ cliluijl til 
^la TCP ‘ L ahA. ^ Laj^^ ^j-a s.i^tj (J£ Vjt 

^ ^ cJ' ^ ^ diLuj^l ^Lui^^La 1^ ^ ^ u ^^ ^ ^ 


jV>JJJJ la ^jilali djiL^i UDP J TCP -5' ij lUj tPil 


FTP = Port 21, Telnet = Port 23, SMTP = Port 25, DNS = Port 53, 
TFTP = Port 69, SNMP = Port 161, RIP = Port 520. 


VA 























k layer 

Packet -ijc- j 4.£jju 1]| ^ a'1-.U 

^Jc. Ul^l Jjjj ^ Transport layer J^' c> '^'■^' JjJj Packet <^) 
c> 44 )^ Network layer 4^j^j ^ j segment 

el* ^ j JjfliuuJt jl^ j Jui ja\\ jl^ IP ^Liaj ^ 6^ j Packet c?^) segment 
^_g-ajuiJ J 'CLa djUl^l Packet jLuuj <aj]all 6^ ^kjlaJiil 

Jj j£Jjjjj jLuuJl <1^j-all ejlA routing J' 

RIP , EIGRP , OSPF jJj'^ Li ^.iklaLJl 

BGP 



Nit#:r1c la]i^r pnM)a«>t9li>fv/Brd BncspaulBlEd TfBr^[H>rt Lav'EC RDUe belj^n hccta 



HOBt 


7. Application 


fl. PreBentation 


ti. SBBBIOn 


4. TTanBport 


3. Netvjofk 


2 . Data Link 


1. PhyBical 




r - 7* 

'} 

hiDSt 


7. Application 


fl. PreBentation 


ti. SeBBion 


,4. TranBport 


3. Neivjofk 


2. Data Link 



1. PhyBical 




: Network layer - (J^ lUl 

IPv4, IPv6 , IPx, ICMP , IPsec , IGMP,CLNP,EGP,EIGRP,IGRP,IPx 


SCCP, GRE, OSPF, ARP, RIP, Routed-SMLT 

A AS^ djUl^l 4.^ jJ A-jIaC. ^ S JJoiL^ A£jjai]| 

J) Ia JaJ^I A-iIaC* \ ^jjjuia]| j A_aJa4A A ^ uVi 

^l)^ ^ ^ ^ J 45^^ djLliJa]! j diLg-^ 

A Kui a\I A-xAui]| A i^j A^ u*Ml aJ^juIa 

^J^JUdJ A aII 










































































2-data link layer 

^ ^ ^ -^J ^ °'^ j1 dlUl^l -lajj ^ 

jLLVt ^LiJI diJI (^\ <Sjjudll \ g x>j\un i}^\ (j^ djUl^l 


^L_a^jl ^tiJsu^ jAj (FRAME) jLia) (Packet) ^j^' *• ^ j 

c^Lou^lj ^^ ^Ludj AiAia]| ^ lIjV ^jjA\ (binary data) 

(Jj^ Jij ^Li1a*j ^(JjSILuoJ^ (Jjuj^)lLuj lIjIjL^I ^Ua^l 

^jj <iljJa^l 4-llJuj|,((^^L<JI) ^Uj^l Jajl^l djUl^l 

cjVL^VI (Interface Message Processor IMP) cjUJU^ 

\\ Q ' U-v \\ IAj Jo^ ^Jjl^ djljl^l ^ ^Lc* (J^JUdJ 

^<jjJa|jjaVI Sjl^U ^ 1^J 

Sjjli (JJ^J ^U-kaiki^l LljUAia]| ^JiuaVl ^) djUl^l diV 

^1 ^\l ^1 ^LjaVLj \ gig yj dljL^j ^Luj^l dulS lit 

^1 J dUl^l A A kkl\\ d^)*jL<i IIa j (jSjai]| dUl^l 

Vj V ^jiL<i]l dUl^l 


: JajjlU 


Bits J' JtJj^ hA Logical Link Control LLC AjakLall J 

J1 41^ Frame J' -^-^j Frames <^) ^ Bytes <^) 

^jiijLuu Ja 6 j^Vi t-JaUj ^jL Logical Network Topology 

‘-ai^ Frame J' <x^\JA\ ^j]a]l ^ j !>ll« star J' ^ Token ring J' 

<afL Frame == l)I Jj£jjj^l ^^ <. j ^ 

sjiA ^ Media Access Control MAC : JajLuj^l 
jj^ J ^^UJI Mac Address u' 

Aij^)Iaj (JjI^I (^5^ J Ljaj)J Frame l)I 

^dS j\\ ^ cJ^^I (^5^ jW^ J ^ 


; dUl^l -lajj AifL A-^ljj (J^LdJl 

^LdjjJa]! ljuij Jnjl^l ^Uo^l ^ ^ 

ill (^5^ JaiJi dljl^l Jii 

.(IlVrP) C**i1 3 ? x> dLg_^lJJ dda^l SJj.Wx> jjg Jjuj 

C5^ Ja^ ^^lialljudJ i fiJjJa^Ls 

(^^1 jjautSl (JjjL^jil S RA]V[ ) C5^ dSj^l S j£li]| ^ 


1 * 
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Presentation 


Session 


Transport 


Network 


Frame 


Node 


Media 


Data Link Layer Terms 

PDU 

1^' ’'couoQxnri.wu^^ 


L 


Data Link 


j 


Physical 


Network 





A PDU at the Data 
Link layer is called 
a frame. 

A node is a device on 
a network. 


The media are the 
physical means used 
to carry data signals. 


A network Is two or 
more devices 
connected to a 
common medium. 


Data link layer 

1-Physical layer 

(j£judJ cr* J 6^ 

.lie. jl ^ ^ J ^ 

J Frame ftJj^ uj^ 

.isij J J ^ f J BITS djljLiil Frame 

‘ . C5^) l)J. 1^4.£jjJa]| ^Ic- dlUl^l 


From data link layer 


Physical 
layer 


To data link layer 

A 



iz 

1 


1 


no 

10101000000010111 


1 










1 

1 

1 


110 

10101000000010111 



1 



Tsr 



Transmission medium 





L. 

n ] 



/ 


Physical 

layer 


Physical layer 



















































































Data link layer - Physical layer 


Data Link Layer Implenrentationa 



\ AjujuJI diLaJa]! IjI^I J^joj (jVl • 


Application layer 

Data 

Presentation layer 

Data 

Session layer 

Data 

Transport layer 

Segment 

Network layer 

Packet 

Data link layer 

Frame 

Physical layer 

Bites 


AjUjuJI dLa^Ja]! C5^ L-fl^3rTl\ (jVI 

: .^1 


Application layer 

PC 

Presentation layer 

PC 

Session layer 

PC 

Transport layer 

Switch Core 

Network layer 

Router 

Data link layer 

Switch , HUB 

Physical layer 

NIC, Cable 


lY 























































uV' 

<9jaaJl eUaJt ^ O^J J^J J:J '^J OSI LayCrS ^-*-jLuJt ^Liail j ^ Jj^ 
6 ^j-a t"') «'!-■ _j TCP/IP ^_g^uiJ La 

. TCP/IP -5' 6 jjjutfall 


OSI Model TCP/IP 


Application 



Presentation 


Application 

Session 



Transport 


Transport 

Network 


Internetwork 

Data Link 


Link and 

Physical 


Physical 


cJ^-uU (jVI ^ S'Li ^null _j-ajll _jA j _j-ajll ^jt 


.TCP/IP —51 jA j (^1-^1 ><l 11 ^ 


TCP/IP 


Transmission Control Protocol / Internet Protocol 

f ji^ Cj1\Sj ^1970 ^ ^ 

(j\Sj ^ jjj c>^ ^calik^ ^1 ji\ i}ij ^jiil duli 4 DARPA 

4 1 g L Q;b^*n cillUj 4^^AjLlll cJ^^I (J^ LdLc* <jaUuJ^^^I 0 ^ 

a1 Lg-^l^iklLujU ( 3 ^^ ^Lc. V 4L<iLc. l£X<i j 

0 ^'j^j Hardware (> uj^ TCP/IP u'^ (> j^'j 

(iljLiijj dujiiVU !>L^ai<i uj^ u’ ^ ui ^1 ^li tdli]J 4 <Siiui^ Software 

, JJ 

L ^ O^ *OW^ C5^ AJjuuIIj jj£jJJ^)^I 

^L^-llc- A^Jjul]| ^^^3? l\l 1 g ;>Jo3g J ^lijj ^1 

Cj’ C 5 ^ 1 g ;>Jo3r J J^' J’ 1 x>^ ^ 13?*1 ^ 

^ J cillj ill' ^I ^ djLdcil^Lu^D 

Ia>^>4Iu J cJ^Ljuj^I tilli Ig ^ LjJ% C 5 ^J (IH^ ^ LgJjL^ 

ir 






































JIjSiLujIj (JLujjLa ^1 jj> C5^ o\^ 

<j ^j^i L<i ^JlLi) ^ J:^ j jLt^lj djliLJI (Jijj ^jjj£JVI 

j5jj ^lili Aij^)Ja ^ ^l^liJlualj Lljl£jjai]| jfl jj 

dLlL^juJ) Lg \ g \ ^A 


^Luo^l L^ ^^5-lc. (. J-NJ jJ ^JJjJ^>JI (jj 

,cijL<i JiliiJ 

^li (JHcJl cJrifuj J 4 <Sjjai]| 1 g ^.Vq 1 ^ jl c^!illi.lj c cJJjJ^>^l 

XCP/rP s^lJ^lc. UJ^ (JjuujIj ^ dujliVI 


^Uaj L<^^-i£Jj ^j-iilii^ ij^[^ xcp/rp 

J ^Uij L<^1£ J L<^Ij LL^ jJ (J^ J-^ 1 ^ u^I L<^l3 c_Uui]| 1.^ J idujliVI 

AjIj dujliVI ci-^l ^ Uil ^Jx>-N XCP/rP l)( j) 

(J^l^ ^JjLc- Ch^ lIJjuijujIj ^JJdJUJ) 

; C-jVj^jJjj^I ^\ (j^j 4 XCP/IP 


JUix^lJ JLojj) ^ (SMXP) Simple Mail Xransfer Protocol 

. j^j:^f^' djULlI Jiil cillij File Xransfer Protocol (FTP) 

clL^L^ ^ cIa jkJI JLujj) jl (iilij Hypertext Xransfer Protocol 

World Wide Web (www) 4£±d]| 


jfljiij(i^\ JiLi ^a qVi-^ A\ (ja^^ ^^lalLuaj lIjV^1 

^ ^ j]| I g ^lili jl ^ U j^j PC 

A-iLoc- (^JaxILluj lIjV ja(J’ 4-i±ui]|J 4 L^li!illi.l 

.1^1 JaijaiJ jfl CJ^ *OW^ ^ ^ 

(php) jiiLi!l 4-yjil djllifLj ^ k^\A^ ^.ikiLuaj J Linux c.5^ 

_j ^j^)jt^l J diajjujJj^jlx>j ^jL^LaJI 4-yj]| j jj^j jl 

^-Lli 4-yj ^1 ^A djliL^I t^ilj (J(J^-^ J (ASP) 

. (HXML) AjlJjl^oj J ^IjlII (J^"^ iS^ Cy^ 



2i^|2Ldi:VI 


(JljL^aJ^U 4 ^* 1 VI A^jAy ^ A \A\Ak^'\ c. 5 ^ d-iJ^)IljVI ^ ^ 

JaL^jl ^ jllll dn^ A-I^LxJI dujliVI aSl^ 1 g jW ^jii ^A^jjujL^I 

diV^-c -^ S J .Q^* ^ a qViA. a\ 1 dlSajud]! 


^Ijl^ ' g ^ ^A 


Transmission Control -5 TCP/IP 

JjIj] Jj^jjjjjj TCP Jj^jjjj^ di ProtocoPIntemet Protocol 


££ 




























i.1 OSI f'-^ '-^ ^jaJ] 

TP -51 A-^a [djli^ C—fl]^ XCP/IP o\^ (J^ 6^)-ii£j 

(jLujjl^ JP C-JjujI^ lIjIjL^I ^3^ LJ^ ^^j^ulaII 

IP. c_b^)jtjLG j\ 4l1jIjjIj Ajuj) djLiJax^l C5^ 

4Lljl£jjal]| c dujliVI (JC. ^JJJOI^I djU^I ^ jkl J 

^^LudSVI _ qV*1^ a\ 4x> A ^J-llx!lJ LljLS^)JUd]| 

C5^) ^Lix 3 l (jc^ cijlii 3 aj (jc^ i jUc^ ^ : SOCKETS 

4C** n ^3^^' (^) ^^liJLuojV ^ XCP/IPl)_^3^J^ (J^ 4 ^ 1 VI ^aJax^ 

<jL^Lk]| CliL£jjul]| Uj^ J Cljl£jjai]| ^U3 ^jujI j (jUaJ 1 k>^\\ ^.ikjjudJ 

<jL^Lk]| A£jjai]| J .L?^)^’ (^[j <ia^^ UJ^ J ^ 5a 

^dmjlljl idmjliVI diLl^^^j TCP/IP l)^. iklLuaJ 

\ g jVl (^5^^ c** ll 1 g 4,C> A <a3a 3^ 

A q i)a\lj Jaia dul 4LljLa3a]| cilia A^3a ^)JtJuIaV ^)^illj 

^ jlsJ c**il 3L<i ^1 g J Ai3a j 

^ UMX>\I 0><il^ j) 



: (TCP/IP) JjSjjjjj JU-jVb JjSjjjjj 


(/' u'4?-^ u'^ '\' Transport Control Protocol / Intemet Protocol 

‘-sj»-i u^ Jj^4jj^' TCP/IP Jj^4 jj^ 4-^ cs-4 

cr^ j'^' ^ jj:J DHCP U:«-j ^ *^4^' (3^' c4^ -^'j L?' 4-^ 

^ j4-4' J^ ip (.4^ IP u' l 4*:!J t<. jj t n ljaJl 

jl^ (J^ <-_ajL^I ^ J ‘4 (''-4*^^ cs^ J^J 

dujljVt ''-^4? a 1 ^ ^ ua\l 3^^ 

Qj^USla J j] ^LuaU. AS^ ^^J j^Liila J aK ^LtSI Uj4 ■^'J 

^1 4_ajaiLa du 32 C>® TP (jlt. '<J < La (J1 > ^'\'^I lj)irj]-i‘i“n ^ 

(JiLa dlLnit cLa (JLaJj du 3 (4^ ^ ^ ci^J dllc-j-aa-a 

<C. jAyA (j\ ijj$Li j) du 8 U^ Cij$^ <C. jAyA JS jl LaJj 131,107,2,200 

^UajlU (Ljj) dlULk ^UajlU 255 (4^ 1 


Application 

Transport 

Intemet 


: TCP/IP dVjSjjjjJl ^ ^ 

*♦♦ ♦ 

jiiai ^ 

A^jla 


Network Interface 


4j^) ^ 


£f 


















AS^\ 

Network Devices 

; JS ^Jial jSj ^ JjuafljJb JS ^ja*i j SJ^a) 

UJ^ U^ 4-^ f^i ^ j 0 j^i ^i jA • HUB ^ 

^-C *^ ^(J^ C5^ ^ ^J^J U^ ^A^Jjudil 

L^^JUjL^ J j J c3^-^ L^jjujL^I 

l^L^I ^LLq 


C5^) jjjx>^\l ^c g \l jLg-^ ci-^ ^ 

LgJkj j ^Luj^l .ii.lj ^jLgJI ^j C3^) (j^ C5^ 

^qVn Aijjuj j L^jjujL^I AijL^alLJI fiiaLLjiJI ^1 

Ia^I^I ^*\\kk\ L^j\)^^\l jLg-^Jl ^Hc* j A£jjud]| ^1 Vi^l j JSj ^Luj^I 

^tjuJ^^i j\i ^ C5^^ 6^g 7^ Vi L)^ ^tjuJ^^ C _5 

sjLiVI Ilia Physical Layer Ai^l ^ L^lgJI jLgj^ cUu 


. HUB jW C> • 

.^Uj^ (JjI£ j^ ^ ^ cJ*^ uj^ c 5 ^' Passive Hub 

.^Uj^ aJ jj^ j l1^1£ ajl^ c 5 i]l L^lgJI Active Hub 

A ^\^1 ^ qV^A^ (^Ia c> -^ffAj Hybrid Hub -'^ 

Smart (intelligent) Hub 

(j^Jl Sjj^ 



in 







c-jjjujLaJI Jajj j' Switch 

C ll g \l jLg-^ AjLoui J S-l^l j A f\ U1 j .1^1 j (jliaJ A£jjai]| 

^)JUd^l 


Physical ^ Ua!> 1 £ jl dj^ Bridge j 

jlg^l liA j^ OSI -S' ^ Data Link Layer j Layer 

(J^J ^ g \l (J^ (J^ ^ g ^1 JjJaSl J <C.^)judJ 

J ^jljL^aIi]| JILg AJnsLj^ JaLlJ (JjJa3) Switch J’ 

A. \1 ^jjjjjI cilL^I Ja^uuoj j (JIjujjVI (Jj^i^l IIa S^li J 

.1^1 J C jl g \) J ^-\g qj 

: Hub Switch 6^^ c 5 ^* • 


JJ-l^l ^ L>^J^I cilL<l]| ^lauaUJ ^J <dlj J^l ^jU*Jl J^ 
4 j\^3r\l 6^ .bU J.1^1 1 g \u^jJ ^ ^jjujL^I 

JJujL^ jLgj^ djUl^ jLujjj 8 C5^ (Jx^al^ L<i.iic. 

^J djUl^l ^Ij ^6.iic. 5 C5^ 

aJI diil^l jLuj jU ^J L^jLgj^l ^1 c.5^ l)j^ 

(j2Ljjud]| Sj iaLiAll djUl^l JLujjU ^^1 (jj"^ L>^ ^ ; 


^^jiLj^^judll SaI cJ^ lIjIjL^I (JLuj^j ^ ^)jujI^ (^J£judj (JLuj^VI ^jj ^ ^ • 

®(j-aUJl Mac-Address -1' 5 ^^ ^Jj-^ J^b ^jj 

^ ~‘ ‘’ LJi*^ _j' 7 - ^ diljl^ (jLoi^j LaAlC' 6.1^ j 

b* a*j Mac-Address -5' ^ Frame -^' *■ JLuijj ^jj 

^j*^ C 5 ^ Broadcast >ibJl diJl cUc- j Frame -i' Jj 

e^)jujL^ JLuJ^VI ^aJJ J ‘'fl '-"^' cilLiJI 


. ( One - to - One ^ A itu^\ 

.Collision Domain JW^ -'T 

.OSI ^JaAJ (j.a 4 j'llMI J 4.ajJail ^ 

. u:Jj'-^' J:?^^ Mac-Address-Table 

.Mac-Address -5' c^VI ^ V -“^ 

.ffff.ffff.ffff u'-V 

L^LgJl JIa ^LL^I 4-C.^)juj cil^jlLuaJ Vj^dc-^jjudJ -A 


IV 











^ I^A :i*j: Repeater 

jA jl g >\l I^A J A^Uj^l Aiiia]| J ^jVl AifLail ^ ci-^ J J^ ^J% 

^aJJ Lg (J^ SjLujVI C5^ ' g j A^Jjudll ^1 ^1 JajudjI 

aJLujjI SjLc»I ^ SjLujVI jl^)£^l jLg^ SjLujVI 




-11 V ^Ijuj^I ^Lui^ Leslie. jl^)£^l ^l.iklLuj) ^ • 

J djUl^l ^ fijbu J jl4 ^ % ji^ Twisted pair 

j^)£^l l_j^jIL ^jii j^)£^l di^L^ 6.iic. (J^uij djUl^l J 

^Lud^ (JjjL^^^I kk] <aj^^ia]| J J <Ja^ 

. djUl^l jl SjLiV' l\| ^ ^ \\)kk] ^J^jolJ ^ ^ (3^ A^LjI 

jjIaJI Sjj^ 



£A 









£jjai]| -iajj ^ ^..ikjjaLA]| I Router 

. Newtork Layer <afla]| ^ j j j ^\i]ii^i 

• Ai^j j^i • 

aS^ j lO.O.O.O u^ J-^ AS^ ^Jj JlLi ^jc. Lljl£jjai]| ^ 

Jjj^jlill l1jKum\I dIa Li Jajj :njl qV\^\^1\ ^jj ^Vl 192*168*1*0 u^ 

Lg j a 

. 

J jLuJjl A^iLc. ^alll] dll^Lubo i ^ (Jx^l ^Lui«a (JjJadI ^IjIL^I ^ 

^ ^_>^1 ji Destination J^aiaiJI Source jA\ cy^ <^'-i'^' JLiaiuil 

du^^jjVI ^ ^; ‘"‘' (_g^ 4-i1asJ ' ‘ ^.iklLuu J jLulaII I.^ 

jA ^ ^ ADSL cs-^ I Aia^iLA 

. j' j^j'J ''-^j ADSL (jc- 0j4^ 

Router - Sj^ 



Modem - Sj^ 



















J (> : Gateway ^'j^' 

.V,*yi V _j' 7- j A.».luill ^ al-i'\l OSI dlljjjliubQ 

^‘ i_yaxJ qC’ 4 ah-^ /s J>^ ‘ .' J 

Router <^><^1 U^ 2 ^'J^' J U:H^f*^' U:?^ -^J^J j' JJ lU*J 

jjjljll J^b J^l ^ Gateway -1' jW ^'-^) ^ j^j'j^' jW o^j 

(J> (J^juIj 


: (jjAui (^1 Gateway -J* • 

^ 4iliLJl djll^l ^ L> Jajjj IjiA J : External Gateway 
C 5 ^ cr^' L>^ J : Internal Gateway 

1.1^ ^a-^JaJ^ J L>^ ^>^VI (jC- ^ al"'-^'' aS^ (JlLa clllSfiuJl ^ al-'-i. /s 

^ Gateway -J' (> ^jjil 
Gateway -J' Sj^ 




























\\\ 1 k LAN C 5 ^ jU^' cU*:?: Bridge 0 * 4 ^ -'^ 

Routing Table 


, 2 L!Lu> ji] jlt jll Jj^l j A-lLtall ^j^GjJaJJ 

Bridge - Sj>^ 



djUi^i (JUiLuji J (Jij <L<i ^jiajxli (jc« Sj4^ j^ j • NIC -V 

SjLuoVl (JIjSjjujI j (jLuJjl (J-<i A-iLojl!! ^aJJ J NIC C5^) J (J^ 

c^ (5^) > NIC -SI c> J NIC -S> (Transceiver) 

C 5 ^ c^USl jljS Vj >.V1 c> c-alikj cijjS ^ J mac Address -S' 

. ^j^ (j^ jj£l 

NIC = Network Interface Card 



\ 


OSI -S' ^( 3 ^ A^l^' J ^ 

L^Lujjj J ' ^ ci^ Lj3^ 

<^.lkjjuaj (3:i^>ia (JC« jLuJjV' cJ^ ^ villi' ^ -T 

.CSMA/CD-S' ^ dmjjjV' ^ 4 jS^x>S' A£jjud]' c**il jVqi ^ (J£ 






















































































(Simplex) 

(JlilLujVI (3^ Jais (jLuJjVI ^UaJ 

. UJ:^J 


(Half Duplex) 

^ ^j£J 4 !il£ ^ ^UaJ ^Jj 

djaJ ^aJJ (jl (^\ 4^ L<i djaJ 

jlij ^^5^ l^)JiIlL<i ^J-3 *0^1 cJW^^W d^l Id^ I L<idjc. 4L<i 

4(JljuJjyi A-iL^ 

(jL^^aiVI i ^1^ C5^ ^JlLiVl d^l vwM\ l^ir jl jJ jj 

^LdjujVI L<^d^l 4^ ^) (J:^^ Aj£^<i^ 

^(JLl^VI jj ;>Jo j^bU ^Idlljj (JLl^VI jj jjj^dj 

^d^lj ^^JJ j^ 


(Full Duplex) 


Jxi^gg W i (J^ ^Ij-^jVI ^liaJ 


(j^ ^j^l 1^ C5 ^ aJLqI JLil]| j A^il^^l Ja(JiLd 

Jd^l ci-<^ d-mjJjVI (jLj jj^I IjdaJ) (J^^ jjujL^I ^ 


^j^jiall j^ J:f^ c_fl^lliil dlldA JJ^ jl A-iLoC* ^dj (^ 5 ^ 

dj|i (JLoxJjujIj j] djIjLujVI ^Uil j:iilii^ ^Lo-diual JILg 

Aiaj)^\^ j^ Sj-U^aB A-^j dj|jliS c_bjJa SjLujI 4**il nc> jLujjj ^dj j’ ^ 

^A^_^^1 4^ iui^ Ia jjS S^Lc-l d j 4^ 1*^1 :g1x> cJSjud L^JLuJjl (J^^ 4**n"*k j ^jjulJl 


Half-Duplex 



Full-Duplex 



I Will Work 
Won't Work 


or 















CA<^\ Jib ^ JLyyj! Jjla 

Methods of Sending Data in the Network 

Laj ^Ljal ^ j (_ 3 ^>la "^J:! J cJ^jj l 3 ^>^ 

aJ 1«VI c_pa*-J ^ o^lj ^^jaLu) IPv 6 ^ j Any Cast <. 5 -'^'-^ 

. 

Unicast 

^jSi V J V -laia L-jjilaal jlgj^ ^ jjs^ cJ^-^ j) J ^jii 4 j\x^3g\l dIa 

Jaia ,1^1 J (JLujjVI ^ ^^j ^ ^)i.l g ^ \ djUl^l JLujjLj 


o 


a 



o 


o 

0 0 


Multicast 

djtjl^l JLuJjLj J ^ ny ^ A Jj. wlj SJ. W A a\ jLuJjVI 

4x> a \\ Y ^ _1 (jLujjVI J ^ ^ U^ ^ Jaia4,c> a \\ 

SJ. W a\\ 4x> aW lIjIjI^I (JjL^alljuJ J 6 ^ 


a 



oi 
















Broadcast 

^ 2LL^t S j^Vl J£1 djUl^l JUjj 

<£jjai]| ^ J^LoUi djJ (JC- ^UJJ L<1^ A£jjal]| ;>>> J A£jjal]| ^ (J^J 



Any cast 

j\ ^1 Jjj Lillie. (JiLi ^Uakj (J^ A^jjai]! ^ djUl^l ^1 

^1^1 J c** il cJrifJuj (J^ 

J (J<ia^ ^ \\a9 W ^^1^) (J^1 

-11 c_bi^ ^ ajI ^ 1 x 1 \ ^ Broadcast l>^ ^ jV^MI j L^ 

. Any cast -J' cU^ j IPv6 -5' c>Broadcast 


O O 

o 



; ^ Ig-xjjaJ ^ djlj^i^ ^jj: Any cast 

a£jju1]| 

BBOS J!Lg c3f^ ^ u^ ^ u^I 

CJXJL^I 

djUl^ (JUSiLujI j JLujjI .lie* Llj|^j^ijud]| L<i cil^ljiill ^jjii Sj^l -V 
^jjjiL ci-<^ C5^^ J ^l)^ J^LouJI ^ ^ ^*^7^**^ - £ 

^Llj|^j^ijud]| ^1 L_iSjj ^ AjI ^.^A1uix>\I ^ai*j ^1 (jj^ (jUliVI ^Vnui 


0jj^| 4 jVqi\1 ^ (J^J ^ ^ 


00 














Collision Domain 


^cjjj ^ lIjLqjI k^'\\\ *OW^ I CjUl^t 

-11 ^ djUl^l ^3^ C}^ ^ J LljL<ijljL^aIl]| j ^ <£jjai]| 3^1^ C^ 

^3^ jLuJjU A^Jjaiil (Jjoii (^5^ 3W^ L>^ f L<i.iic. ^jljL^aIl]| j Lllj3y) 

^tjjj ^ djUl^l ^3^ ^3W^ L>^ J L>^ 


Repetar »jt^VI jj^ jl Hub jW '--■^ (jUikVt 

^1 Switch b<^ ^ T J A^J A^jjh^l 

.^jLutfaill JU^ Router 


~ 

JA3l!Lq 


3SIj A^3jt^i^ikiLujU I ^J^joui 3^ (j^^j ' c-i3i 3^-^^ 

aJI ;>^Ml ^ ^^g JUJJUd 






4l1jIj1^i 3W^ ls^ 3^ I ^jjudu^ ^A ^^slIa 3^1^) ^jjudu^ • 

^L^.iic« 635U]| tilli (^5^ L>^ ^lilllj 3^U]| (jjjjud^JL ^4-1^ 

,1 gig 7kJ ^1 djUi^i 3^j|-^ 

; 1^1^ 1^1^ ' -^g djLd 

J Broadcast j^4- ^ j^ j^j'J' L>^jijt J£ ; Router j^j'J' • 

. Collision Domain o^ jiil JS dijll (j-ii 


, Collision Domain j : Switch • 

.Broadcast 

.Collision Domain j Broadcast 4^4^' : Hub 4^4^' • 

: Collision Domain j Broadcast Domain -5' c3 j^' 


djaJ s.i:4.jt ^ 6 j^' (jc- bjl^ jA : Broadcast Domain 

Broadcast Domain -5' 44^ uj^ j IP -S' (> -^'j ^ j -^'j tiS-Saj 

^jl^l (J jj^ _jil <Jaaj (_^^)^' "lie- 


dlUl^l ^a"'^"' La.llc- (J. ^1 c:jL>.iL^l ^jc. b jUc. jA : Collision Domain 

A^jjudll 3* ?^j 


0l 














^ L>^ J HUB jW^ 

gib U^ ^ 1J JU^ jl&^' C 5 ^ One Collision Domain jl&^' 


J^l jLuJjl C JJuiJ A£jjai]| i^\^ ^ ^JaJ J Jli gib J A£jjai]| ^ (jUH-l ^J (JC^ 
J ^jjjubj J^li cJ*7^J L<i-<i CbUl^l iJ^ 

Ljajl J ^ CbS^1 ^JJO^J 3W^ U^ U^ ^ 

djUl^ jLujjj ^ 3 W^ ^ L<ilic. Jibi jl g ^\l C 5 ^ J 3 ^“^^ j/bj 

dJjil^l d-m (. jl g \l ^ (. jl g \l jLgj^ ^1 CbUl^l jLuj jU ^ 3 W^ ^ ^ jl g >1 

^1 ^ 3W^ (3^ Aiu3^)^l CbUl^l JLujjU ^jqj ;> )>i ^ 13? Sj*^3 ^^^^^ gj^Tw 

jLg-^ ^JjL^al<JI gj^7w\ cbUl^l JLujjl ^\\ i )>i ^L^l dIa V J 1 J £ jLg-^ 

CbUl^l ^-^1 ^ Jaia J CbUl^l ^UlSU 3^ ^J 3' 

SjLil Jaia ( IP ) SJ V i. j' g 1' ^->W1I ^ Ja^ 1 (_Jj|lK<\ll ^1 g \l 

'-^' J , ffff.ffff.ffff uj^ Broadcast ^4^' j 4^4 

, Mac Address - o-j-^' 


.^Ij J4^ J , .^Ij ^)j^4^ cJW^ ^ 1^ 

• Broadcast Domain 1 

• Collision Domain 1 

















(_)£ j Ajl!l]| ^jJaLa£ ~ ‘'^ ‘ ^'' (J' ^ I nS^' ^jjlu^^jaJI ^jjj^^jjjl 

(jjo^jliVl ^J.a7> ^^yji ^ tiljliujj (^^1 i_y^^ (,5^ 6>^jIAjc. jjui (jjj^jjjt 

<1£ (j^jjjJt j , Mac Address j-^' (JSjjj-JI j 

. u^j^' C 5 ^ ^Ua tlu Broadcast 

, <3tJ^I J , <>^ cJW^ J^ojll 1^ 

• Broadcast Domain 1 

• Collision Domain 4 


Each switch port is a collision domain 


10 Collision Domain 
6 Broadcast Domain 




















J^j' J J 4-“^ J J^' L>^J*:J • 

.Ixj <-5^ J <-LiJl 

lj^\ (jjo^jlil \ -iajj ^ ^tj jjjlj J(; Sjjjy^all (JiLa jj^L^ cJW^ 

B ^ A. cJW^ 

. Collision Domain 3 j Broadcast A and B -^j:? ^3^1 - 

• Broadcast Domain 2 

• Collision Domain 5 

: BD La£ J CD dl La£ JLji J LjjsCi ji dul liLic- 
Broadcast Domain A Broadcast Domain B 







J Collision Domain dl 

.Broadcast Domian 













































Cisco Three Layers Hierarchical Model 


^ ^Ilj ^ <A u 1^1 1 <A ^ \rt. C^) cl)^ (_]^ djl^^^JjuJ^I 

i3La j 4.£jjui1i ~j■"‘ ^''' (j£juj Vi 

; J^lj.4 di^ diLjluMl) 0^ ^uiSii ^ 


1- Access Layer 

2- Distribution Layer 

3- Core Layer 


^jji\ ^ 
♦ # ♦ 




j.L.^ ^1 ^jLkiuoj Lg-Ajojl ^ : Access Layer 

(JL<i 1 g 3? X> (J^IjlJJ ^^5^1 S^)^-^VI L^Lc- Jj J ^ A£jjal]| 

<id]a]| -iaJj ^aJJ J A£jjai]| 4jL^LiJl C-fljLgJl j LljljuLla]| j 




iLlq 


JLi c**ilj^^)la]| cilii Li ^^1 ^Li£jjai]| c1jI.ix^I j S^^VI ^j IL^ 

<j£JjujVI Cljl£jjal]lj ^J-^LiJl (JJdJud^VI J djljlijl^l J LljljalJJjJud]| 


4 i^l L^ 0 ^:iii 4 i^l : Distribution Layer 
c^l J (Vlan) -il ^Lail J^Uii ^ J Access Layer 

(JjUl^l JJJ-a ^ J ^jlall (_JJ0JJ^l ^ Jjdj ^jSiui 


^ diUl^l ^ ^a'i*»ii ; Core Layer ^-^^l .v 

^ ^ (J^Iajj L^j dj^ ^ jjuJl ^Ic. A£fd 63^1 ‘Uajuiljj Distribution 

. aS^I JS ^ J^ ^1 fi 


CORE Layer 
6500 switches 
8500 switches 
12000 router 
6500 switches 


DISTRIBUTION Layer 
4000 switches 
3600 routers 
4000 routers 
4000 switches 


ACCESS Layer 
700 routers 
1900 Switches 
2820 Switches 
1700 routers 


n. 














Cisco Three Layers Hierarchical Model 



I tiro^n^.iw* dOf^r'r^ ■ 






































IP Address - IPv 4 / IPv 6 


Internet protocol 


mm 


t-fljjxj ^ ^ IPv 4 Address - 5 ' 

^jLoba A^Ajjdll ^_gJc. ^jtjjc. LJjjuiL^ UJ^ J (.3^ ‘ ^ 'J“''jaJi 

ljull 


djULi. C 5 ^ 1 g ;> 32 Wt J ^ J ^1 

^1 jljtl ^ajuaS ^j-l<uluS ^1 ^K )>iVn j du AdLij ^-L 2 >L 2 kj AjLi. (j£ j Octct ^ g(3^^ AjLi. 

A^JjUlli ^1 g 7^ ^ ^JUdd ^ A^JjUlli 

^)Ll^ J jLLl^I 8 pg AjujVI AjLiJl Ajld ^1 <^^) 3 U ^1 L_L^j 

dULi. J AjLi. AjUjI Q*A ^jda1^ ^^ 255 C5^ 

. jLL^I 8 C5^ c5j^ 

aJL^ J Byte J bit c> uj^ c/'^' u'j^ u' u' 

^Uaill J) ^g^)jud*Jl ^Uaill ^j^LlaJ C5^ TP -^1 ^UaJ 

A 1A \\\ ^ 


J 1 j) 0 UJ^ ^J cJ^ *OW^ * Bit 

_1| AaJa Adlj^^^l Ai^Ja]! aIsIj jI aLgL^ A^^ ^ir )>^\ ^>4iu A^g^I 

OSI 


j\ JLg 4 djU ^ \k^\\ dull da .1 J ^j j^l : Byte • 

4^VI jliJ ^AjIdJl dIa Sda.1 J Ajld jLdal 8 ^ 

jLdal 8 Ids ^ (jVI 1 jl 0 1^1 ^^Ij (j^ c^ t^Lud Lils (dJl 

; (^l-^l cJl-^l (^ 1--^ ^1^ 1^^"^ U''' 

jj^luo jLdaVI fid jl C5^ 1^ jl"^^l 8 1-^ AjIdJl fid jVI (00000000) • 

Id^ J Byte J Bit -11 3 ^)^^ ^ id^ uj^ (ji ^ j>j l)I-^I I"^ (jVI djU 8 

C5^ o^VI (jl(ji 1 Vqjl ui Uls (ji <> j>j (jVI osVI (jl uj^ <> 

^j£j ^1 4 - 1 ^ (J£jai]| duU 32 J J dUld AjujI ji^Vi 

IX 














C-yLJl j UJ^ U’ IP U^^) Ua^)*j L^ • 

MJ^ (_J^judJ j\c> Vuj>i ^ 4 ^1 ^^^^julxJl ^Ll^illi 

1 jl 0 ^ jA J iBinary System f'-^' 

• La£ dlULk ^1 dlULkil ~j ■ ‘’'a"'^' ^jij ‘ ’' 

Octets bits Octets bits Octets bits Octets bits 
00000000.00000000.00000000.00000000 

11111111 . 11111111 . 11111111.11111111 

AjcjjVI ' i-Loi 131 J duU § ^ J TP -^1 J£juj 6^ 

LL<^ ^ UJ^ cJ^Jud]! (jVl i 32 

jl JiAi ^UJI ^ jAJ ; Decimal System ls j^I -Y 

diULi. dULiJI ^^Uaill IIa j ^255 C5^ 0 l>^ 

: ^1311 Jll^l ^ 

o.o.o.o 

255.255.255.255 

dULi. ^1 dUldJl ^ rP (J^cJ^-A 1^ 
^Uaill ^ ^j£JJ 4 djU 32 ^Vnui dULiJi dAA i IdS lit j duU 8 J 

0^)da^Lj£ kk\ A^l^l ^IdSl jLdal 8 (J^ l)AJ jLdaVI (^^yuiJtl\ 

jLdal 8 (j^ Iaa j SA^I^I ^IdSl A^lj 

": JUll 

13^ ^jj£j ^Lkill ^ <S (Jjlia J ^ ^Uij]t ^ IP Jt ^l_jjc. 13 a O.O.O.O 

^ 13a 00000000.00000000.00000000.00000000 J^l 

.^^1311 J Jj Vl 

^ aJ JjU- J >3*il ^Ui^l dl IP Jl ol 13a 255.255.255.255 
t3A 11111111.11111111.11111111.11111111 Ld) t3^uj^^UJt^UiJt 

.^1311 J JjVl ^UiJI ^ ^Ijll JU 

Lo£ ^ 'll ' ‘ ^'* ^U^VI 63a I _a^)xj ^1 ‘ ^ J 0 . 1 ^ - 

:J131I 

255.255.255.255 = 11111111.11111111.11111111.11111111 
O.O.O.O = 00000000.00000000.00000000.00000000 


ir 










IP Address Class 4-i2JaiA]j OrjjUxi) Cj!u& 

A 5 B 5 C 9 D 5 E L>^ jJ • 

^ ^ D 5 E -5 A^JuUJ A 5 B 5 C ^Vnui ^j£J J • 

; l)^ lSJ^^ cJL^^I 

^ c3^-^ cJ^ J (JjjL^jil C J B J A ^ • 

djLc . ^ ^ : Class D • 

‘ “ '~^ .'^' ^ ^ ‘ ” a. ^. ^ I Class D * 

; ^UJ) Jj^l US A , B , C , D , E uuij) ^jSU 0^) 

IP Address Classes 


1 St octet 1 St octet bits Networlc(N) and 

range (.y consitsdo Ho5t(H) parts of 

(decimal] Mot ct ar^r) address 


A 1-127"' ODOOODDO- N.H.H.H 255.0.0.0 12B nets (2^7) 

01111111 16,777,214 hosts 

|)er net (2^24-2) 


B 

128-101 10000000- 

10111111 

N.N.H.H 

255.255.0.0 

16,384 nets (2^14} 
65,534 hosts pel 
net (2^16-2) 

C 

192-223 11000000- 

11011111 

N.N.N.H 

255.255.255.0 

2,007,150 nets 
(2''21)254 hosts 
per net (2*8-2) 

D 

224 239 11100000 

11101111 

NA (nuilticast) 



E 

240 255 11110000 

11111111 

NA (expel iniental) 




Address 

Class 


Default Number of 

subnet mask possible networki 

(decimal and and hosts per 

binary] network 



All Z0ro5 (0) and all ones (1) are invalid hosts addresses. 

(JJsklL ^ J^luj J 6 IPv4 (jt djUill Jj\ ^jjaJj (Jj-l^l (jVl • 

4 A^oJjuoij ^ C5^ J TP (j£ C5^ U_i^)JLll! AA3 

. OJjUJ' ^Lg-i J U^il Ljjxli J 

127 cs^ 0 c> ^ 126 cs^ 1 A s-lAy : Class A 

^ A^\ L-iAuill 1.^ lsj^^ 127 J 0 ^ J 

L<i^ 127 0 ^ liL<J c—fljgtVuM J 4 126 C5^ 1 (Ih^ 

ni 





















cJjVt ^ui^l ^ ‘‘'g'j \ ^jl_jjc. -■’«"' ^_gJc. • 

: juit jiiJt ^ u£ s j^Vi ^jlti ^Luii 

N. H. H. H 

10.0.0.0 

Jji tjiA Host -5 H j Network -5 N >»j - 

J£jai]| i jl g \l QyUtl djULiJl J A£jjal]| QyUtl A ^ <ja]t 

16,777,216 J 126 A c> 4?-^ 

. jW 

j:^ c> J C 5 *:^' 255.0.0.0 uj^ A u'j^ Subnetmask -S' - 


.Subnetmask -S' ^^Ull (j-jjJ' <-ajaLHoj a£^I 

. 191 cs^ 128 c> B u'j^ : Class B 

^l^lj JjV' ^ > n'iSI ^j' <^' B 1 Il's''^ ^_gJc. <-_fl^>*jil (^S-j (jV' • 

: JUlt JllJt ^ U£ ^jjUUjjS ^jt 

N. N. H. H 

150.1.0.0 

^U. j Jji jl lik Host -S H J Network -S N >»j - 

J£jud]| i ^Lg-^l Qjlxl djljLiJI j A^jjud]! ^4 ^ ^1 

J 65^534 B c>^ ^**iKjui Uj^ uj^ 

. jls- 16384 

i> J 255.255.0.0 uj^ B 5jsll (jljiJ Subnetmask Jl u^jj^ - 

A^ljUdll A i It Q*^ ^ 

. 223192 i> C : Qass C 

J JjVI ^ajuo^l ^Lui^l ^j\ ^1 ^ujiLn (^ A^\ ^1 -kJuiVl (jVI • 

; ^ L<^ S^^Vl ^^1J ^aju^ C5^J (jlC-ill^l J 

N. N. N. H 

192.168.1.0 


(^Sj j JjI ji l3A Host -S H J Network -S N >>j - 

4 Qjlxl J 4 ^ u7t\l ^ 4 ^ ^ ^1 jjc. 

oj^VlAic. jA<^ 2,097,152 C ^1 L**^l ^ ua (J£jal]| 

. jS-s^ 255 (jj%“ 


1<5 





















255.255.255.0 uj^ C Subnetmask -S' - 


^ j) \ ^ 1 L liQ A LJ^ 


Lg C5^ ^ ^ djUa lja^)ju ^1 .bu (jVI • 

I^J 1^1^ <Ja^ ^jJajI ^1 (Jjj^Ml A-iL^ C5^ C_i^)*Il]| ^1 (jVI 

(j) 1-1^ ^ j\^3r W j 4 1.1^ (J^uij 4 j\^3g \l Vi ^1 1 n\c:> 

j£judJ J UJ^ ^Uaill J L<i A jqj^ 

^Uii]| JP _11 ^1 ^j^JJ ^ *QJ^ J ^ ^ ^ JQJ^ jllLi^ 

^Uaill J ^^^)jud*Jl 

J ^Uaill J jjai*Jl ^Uaill ' Qy C^^)3 lL LL^S IAjI (jl 4-^ '4- 

8 bit ij^ j '‘g*j ' ^'>'' ^ J 8 byte (J^ <jj Ij3^)*j 

J^ Jj <j) C_b^)*j| (. J^kJ ^ ^1 ^aixj ^1 (. J^kJ J 4 

w*umx>\I J 11^ -11 (J^.w \\ Iaa ^ 8 (J^ 

^j£jj ^ QJ^ 4^^ ^ 4^^^^ ^Uaill J (^jjauJl ^Uaill L<i aJL^ 

1 g 3r jx^^kl ^ c *QJ^ J (JjA^I Ia^ 

128 64 32 16 8 4 2 1 


^Llii]| J ^^^)jud*JI ^Llii]| a-iL^ LgJ^Li ^jViui 4^^l 

^^^^joulSI ^UiL L-JcJ^) ^ 4 ^U^l 

JP _ll ^Li. (JjA^I 1^ ; )A^ tA^ Aia^vLa 

L-J^^)jAaJ^ jSj A^Loi^ aAjs^ A*j 4^^ a)jA^I IaA 4 JjA^I IaA 4 iI-n ^ c Qj^ 

A^Lud^l A-iL^xil c_b^)x!ij ^cJjA^I 1^ ^a] ^tlljj J cl)^ aIac-VI 

. f'^j' 8 

•^Ij]) (JliLalt ^ ^ (Jj.l^t t^A 7 (.5^ 0 C>® A^LoLiJl ‘^L«Jt 


2^0 = 1 
2'^1 = 2 
2'^2 = 4 
2'^3 = 8 
2^4 = 16 
2'^5 = 32 
2^6 = 64 
2^7 = 128 


A Single Byte 


27 

26 

25 

24 

23 

22 2^ 2® 

128 

64 

32 

16 

8 

4 2 1 

1 

1 

1 

1 

1 

111 

128 

+ 64 

+32 

+16 

+8 

+4 + 2 + 1 


=255 

is the largest decimal value that can be expressed in 8 bits. 
How many different patterns are there? 


11 
















J^l^)iJLujl ^ JQJ^ C5^ Li3^)XJ ^1 (jVI 

: 6 

^j^\ jjxi) )jAi28 64 32 16 8 4 2 1 

^1^1 jjsdi life 1 1111111 

<jj IIa j 255 ^Vnui J^ ^lijVI ^x>7k 1 U^ j] ^Vl 

: (^'^' j^' 8 byte 

255 = 128 + 64 + 32 + 16 + 8 + 4 + 2 + 1 

(jVl ‘ UJ^ ^LiJl c \f\ j Iggg^Tk ^ c \f\ j (JJ-l^l jli ^ ^ J^jalil 

• 4 djULi. ^ j^jui djULi. ^ ^jq\l fi^A (jjj^ 

255.255.255.255 

8 -51 cJ^-d djULi. ^jVI l-L<iS ^jVI (^5^ AjLul^ ^ ^ 

. 32 byte uj'-^' uj^ byte 

AjIaC. ^jaLui ^Uaill J (^jjjjaJt ^liajll La (JjjaJjlt A^LaxS (^Li "4- 

(JliLa A^Llui J ^ ^jiaJjuil] Li . 


■^jj J ‘ fLkL 192.168.50.1 u'^Lii' 4 - 

j e^j' 8 

^ ^Idll dj|2 |^Ij Jjj^dll ^j\^3r 1 
^ ^j)Vuj>i 

jA J ^UaiU a 1 j jjd*]| ^Uaij ^lijVI l)A-iLa3u ^jViui -Y 

. 1 J’ 0 (JJ^^ 

^l^)idjujVI ^ ^djjuJ ^ *QJ^ Q^5 A-iL^ ^ ^IAaIuj -V 


jjxSI liA 128 64 32 16 8 4 2 1 
^u^l jjxJi liA 1 1 0 0 0 0 0 0 

^^^)jai*Jl (Jjd^ C5^ ^jVlui 192 ^5.^1 J ^ '• 

1^ 128 L>^ 192 ^ ^^7w\l a-iL^*j ^j)Viui 192 ^^)idjud ^1 

(J^.w\l 128 -5t 1 3 128 -51 diilj ^j)Viui 

Lg 192 ^^)^djud5 A-iL^xil 1 ^1 192 l>^ 128 j Ll^ (jVI ^ (^5-5^1 

^j^Vuii 64 ^3?jj)^5i 192 ^1 uj>i ^^*^1 

^jia]l 128 + 64= 192 o^ 1-^ 1-^ j^j , 64 -51 cJ^l 1-^11 


nv 














Vj 192 -11 j ^Li. (Jj) Li^^ oj^ 

Luali ^ lit {Jj. W W ^>^^1 jLLujVI ^Jutfaj 

L<iA j 192 _ll 4 \ ^ ^) L?^)^ dboS ^1 .bu 4 

4c^W j 1 ^j 128 + 64 

^^UlIII ^Uaill j ^^^)jud*JI ^Uaill Lg ' <^iL^ j ^l^)iJLuj| j A-lLft*J Lia 3 



jjxJI liA 128 64 32 16 8 4 2 1 
^U^l jjxJi liA 1 0 1 0 0 0 0 0 

LS^ j ‘ cljl^Vlui ^jVI Aij^)ia]| (Jjoiij ^ 168 J ^Lkil • 

^1 lj^)Jij lij 1.1^ ^3rjj}^\l 4 168 ^ ^ 3? x>^ J LL<^ lij C^ ^ 

168 L>^ ^Vnui ^ j\^3r \ LL<^ j ^4 1 ^Jojl lj^)JaJ j 128 

8 J 32 J 128 _ll .^Ij ^jVlul ^jVlul ^L^l dIa 4 

^ (jj^ <aj^^ia]| 6.^ 128 + 32 + 8 = 168 
^lijVI cJ^I 1 ^j ^ cj’ ^ u’ ^ j>j J ^ 168 ^LkJI 

. l) 8 J 32 J 128 J 

jjxil liA 128 64 32 16 8 4 2 1 
^U^l jjxJi liA 0 0 1 1 0 010 

LSJ^ j ‘ cJjl^Vlui ^jVI ^^)ia]| (JjaiL ^ 50 J ^Lkll • 

(^5^ ^jVuxi 1.1^ ^^^jt-n]a]| 4 50 ^ ^ j LLoS lit c^ ^ 

JSI ji j^l jl 50 ^ ^(Ja l 5C5^^ ^jiiuj 2 J 16 J 32 e^J 

^jJa^ ^^ 50 ^) ^\\^rL lsj^ 32 + 16 + 2—50 

^lijVl (^Lj j 32,16,2 j LIaS ^Ull ^lijVl Cliajj 1 ^J 

^ ~5 ' t ^°“’' 0 '-^j)) 

^^1 jjxi) )jA 128 64 32 16 8 4 2 1 
^1^1 jjjdl IJA 0 0 0 0 0 0 01 


Jl sU=- Vj JjJl^l ^ jA J ^Ij ^J 1 J ^Lkil ^u ^Vi • 

(^Jijujj ^ ^ 1 ^j^Vu)>i ^OaLuaJ C-j1 a i\^C> 

(JJ-l^l 4 0 ^j^lLuj ^LSjVI J 

(jl 1 >J ^1 A-AaC- j <A^ C 5 ^ U’ • 

^ ^ aJAgVI (jVI ^J ^ cJ^-^ ^ 

I A-iL^ 

fl^jIS (J^ ^ ^ A’ LatAa ^ 

• Jajou^l ^^)Ad]| JlAAl ^Ij ^jjj^jAI j ^^IjAI ^LlaAl ^g^)AdjAI ^LlaAl 


nA 










192.168.50.1 ^u'j^' 

• ^jJ^^ i ^'' <J£jjo (ji J ‘ 

^L^l Decimal System : 192.168.50.1 
fU^I Binary System: 11000000.10100000.00110010.00000001 

172.16.1.1 B (> ^ 



(^>^1 Decimal System : 172.16.1.1 

fU^I Binary System: 10101100. 00010000.00000001.00000001 


: L^j) 126.50.1.1 A (> 4- 

Decimal System : 126.255.240.20 
Binary System: 01111110.11111111.11110000.00010100 


<_^ ^ LJ.J^ j J ^.jLoaj LLoS 4- 

^ Ia^ Ia^ Ia^ ^ j IP 

^ j <jLa£. (_](^ ■ Ajl ^liLo.0 (J£jAj J 

; <jU 


00000000 = 0 
10000000 = 128 
11000000 = 192 
11100000 = 224 
11110000 = 240 
11111000 = 248 
11111100 = 252 
11111110 = 254 
11111111 = 255 


1 “^ 











IPy4 

Private IPv4 Address AjSklai) ^ 


oIa ^uiSii ^ j ^jAlalAll ^ ^jj (y» j!l£) 

^ 2 AU:.\\ ^U)dl £_1 Jj) (> 2S^\ lju J cjl£^l 

126.255.255.254 ^ l.O.O.O : A ^1 

172.31.255.254^172.16.0.0 (> : B -t 

192.168.255.254 192.168.0.0 : C 

239.0.0.0 : D -i 


^ <u).ia:i«) Vj Loop Back Interface Cij^ 

. Cjj£i ‘ i-.l < 

127.0.0.1 

dJfr Jju (j2ij CiSj^ ^ AP IPA ^<urynj -V 

. IP (>» 

APIPA = Automatic Private IP Addressing 
169.254.0.0 

254 239 (> : E SjjaLa.4i) - i 

(j2axj ^ tuaji j i jjxlall JJxloIl diJl jjs> -A 

. tIjVjSjjjjJl 

Reserved Multicast Address 224.0.0.0 
General Broadcast Address 

255.255.255.255 

. J^jj Lailj& lift 

ISP Cljl£^)juj' ^ A ^_^l ^jjjL«Jl j ^Uiil ^jL«Jl -V 

^ ui <\1 dlft ^ du^)IljVI c^l^)JjujVI ‘ “jl ^ ui<>\l 

. dijjijVI ^Jc. jj£j jjUjJl 11 a j Public IP Address 

(Jkb ^-^Aijdll ^_ylc. ^^1 ‘d^LiJl ^jjjUxJl ^l.liJLjol V J ^ U-vM a 

du^pjVI (_glc. ^-aUiil ^jJ_jLi*Jl (Jxa ‘do.l^JLuU ^ji ^uLui^.a]l _ji 4^^)jjill jl (J^lLall 

V J baa ^ ' “'ll <^jjJal| ^ d a ' a\1 j A . A. \1 <£jdl| ^A^JLuij baa ^jjjLlxjl oIa 

dujliVl ^_gjc. L^l.lklull 


Y. 










Class Full / Class Less 


A<si^A\ ^1 



^1 

/8 

255.0.0.0 

0-127 

Class A 

/16 

255.255.0.0 

128-191 

Class B 

124 

255.255.255.0 

192-223 

Class C 

/8 

255.0.0.0 

224-239 

Class D 


: ^ cL>^* J Class Full / Class Less (> • 

l_uJ Jia j^i ^ ^ ^1 : Class Full • 

IjiA J J jaU£/8(^ juU j]l ip; 10.0.0.0 / 8 

^ ip -51 (jlj) ^ ^ j ^l.ikjjuj| ^jj V <-jj (^5^ 

. Class Full cs^ 

J^l ^ J L^ J j^i ^ : Class Less • 

O'jj-^' ^^J VLSM -5' Subnetting -5' (> 

^ J A^Jjud]| i^jC^ 4 j\^3g W 

ip: 10.0.0.0/16 j^ 

Class Less c3^ ^ ^ ji 

A-iLa*Jl ^^)judJ ^^5-juj J A^jjudil ^1 ^ 

: Class Full / Class Less (> • 

Class Full 

. u:Jj^' tJjjJ (J^ IP Classes -5' ij^ -'' 
dulj (iLujLAll cijI^. 1^1 ^ Subnet Mask -51 V 

j5^*..i^i ^!h ^ l 55-^ Packet -5-1 ^LxJI -V 

. Routing Table 

Class Less 

_1| A-iiij J ^ l5^^ ^ J 

. VLSM 

J cijI^ Vla jJI (jjjUxJI ^ Subnet Mask -51 Jx^jj -V 

(^_llla]l ^ ^ J (Jjuj^)^l ^^AxllA aS^ dll^jl^l 

^ l^Lki ^ ^ JU ^ j] Default Router -51 Packet -51 J^j\ ^ 

A-i^ jlill J_^1 CA<^\ ^1 


v^ 























IP Subnetting 


ja ojj'-ic. 6^ ^J\ jll A<^\ jl jjc. ajLc. iSubnettii^ 

_Ajjua^^l A£jju 1]| (jliaJ TP -^1 cill^jjujl A-lL^ cJ:^^ cillli j 

^1 ^jij j ^ TP -51 (Jl^ • 

Lljl£jjud]| J (J^ 1“^ 1^1 C5"^ A ^^^1 (J^ 

^jii jA cJ^l ^ cJ^l 1-^ cJ^ cJ^ V (J^ J 

^jUc« ^-kjuiVij ^jil] Subii6ttiiig -51 ^ j5^c:> J ^jU*-!l ;> )>iVi ^l^ikiLujU 

(J^ <^1^i^jLuj 1 ^^ A£jjud51 J^icjj^ixJl ^I^i^jLujI j djl£jjud51 

. uj'-i*^' (^W 

\ ^l^^^l ^^^1 A^Jjalll U)>l^ 1 AjI^^ • 

^15^1 ^ jl^^ jl-:^! ^ Jl^ Broadcast -51 jj^4^1 ^^1 l}^ 

^jU*]l c-j^jlL duS J ^jU*Jl jLiLkU duS ^V1 dul ^ ILLuj LLoB 

^ ^^ jl ^jLi*Jl lill^ILujU duS cJl^^l A^jjaiil 

(JL^I ^jldJl (J^ c-^55g1uix> IIIjI ^jl^l j\ <-^^^1 C5^ dh^jl-^l 

^j:di li^ Broadcast >^4^1 ^1 ^ j ^^^1 ^ l5^ 

, jis J jjjoLiaII (.liJl ^jUc- (Jjiail ^jjjLwJt 

. ^ t>Vi J aJ^\ JU^ ^ cUai -\ 

A^jjudil Sjl^l ^jg ui -£ 
\ A^Jjulll U ;>1 ^ 1 ^ A k^*\ 



VY 














































U’ (J’ ci^ (J^J ^ A-iL^*J • 

10.0.0.0/8 (A) (> Ljijjc. f. 

^jfliujAl^ UtJj'-^ 4_uui^ (_^1 10.0.0.0/8 255.0.0.0 A^lj]| ^1 1^ ^-kJuiVl 

^jjjjjaII ^lLg (Jj^^^aII j A-iL^*j Ll^ (.I5jl8 JjA^I 

3jA^I 3^1^ (J^ ^aJjudAllI A-iL^*J (j) J ^ A^LuJI 

4 A x^uiVl ^1 ^jVu)>i ^aJjudAllI A-iL^*J ^j)Vlui (jVI ^ 

* 3^*1x>\i \ ^ ^ \c> ^ j^ 1 tjAaji ^j^Vuj^i ^ 4 A^Jjuj 


10.0.0.0/8 255.0.0.0 
128 64 32 16 8 4 2 1 
111 


6A*j j (J^ ^** ^^**^ J ^ ^^ ' A-i1a*j ^IAaIjuj >Ji- 

LLoS (JS ^** ^^**^ C5^^ ^ O^ cjLul^I A-iLa*j ^ 

l**^K u*:^ 5 ^ jW^W 

J 128,64,32 jVI jU^U U^ jVl ^ 

JUtill ^ L<i£ ^ -11 (3:i^>ia (JC- jil <. Jui^ ^ j\^3r 1 ^J :> jL^U LLoS ^ 


128 64 32 16 8 4 2 1 
111 


j\J 4 A U1^-S (JSI 2 ^J ^Vnui 2^ 1=2 4^^ (. jl U1^\I ^j\^3r 1 LLoS j\ 

^jiluo 4 A U1X^-S JSI IjAajI 4 ^J ^Vnui 2^2 = 4 4^^ C U1^ aJL^ LLc^S 

cJ^I 4 il ui^\l ^ j\^3r 1 8 ^J ^Vnui 2^3 = 8 4^^ 4 jl ui^ <Aj^ 

UjA] J 4**ll^Jul 3 Vwj ^jij ^1 ^aLIuA 4 4**iKju1 8 (J ^) 

jLudJl 4j£jJa]| Ia^ ^jIj*JI ^ \lx^ Aij^)Ja]| fiA^ 5 

^l^jjc. ^Lb.al -3 ^‘‘“^' ^Lb.al ^j^lj o jjAA^l 

^ 255.224.0.0 Subnet mask Jl^ uj%“ 

. 128 + 64 + 32 = 224 ^l:iit ^ 

J /8 ujA JJ U ^ CIDR 31 ji j]| aac. j 4- 

3<aa /8 (.5*A“ AJaLuiJ (J£j W ^t aj< /XI (jjA“ ^aJjbJiSlll 

.1 + 1 + 1 + 8 = 11 

plAmj J (_J£ ^ (jj£j ^J j^l J jljjc. (jc. ejLc. jA tBlock sizc 

Q^Loia^j^l 4^jjjill J (_5-jl3l (JlaiiVl -iic. J 32 (3^ Block size 31 4^^ (Jjl 

_-ajaiii]l (jx ji.i ^1 Jj.^ cj jiij J (54 Block size 31 


vr 

















AXwifilU) Jxj 

10.0.0.0/11 255.224.0.0 

^jS?l (Jljjp 

10.0.0.0/11 255.224.0.0 
10. 31.0.1 JjSfl 

10.31.255.254 ^1 J J4^l 

10.31.255.255 


jje> 

10.32.0.0/11 255.224.0.0 
10.32.0.1 JjSfl Jl4^1 0^3^ 

10.63.255.254 ^1 J J4^l 

10.63.255.255 As^l ‘^l 


10.64.0.0/11 255.224.0.0 
10.64.0.1 JjSri Jl 4^1 

10.95.255.254 As^l J J4^l 

10.95.255.255 44' l)'j^ 


Ajutjlt (^\ 

10.96.0.0/11 255.224.0.0 
10.96.0.1 JjSri Jl4^1 

10.127.255.254 j^^Vl Jl4^1 

10.127.255.255 ^1J 4^1 


Y£ 






10.128.0.0/11 255.224.0.0 
10.128.0.1 JjSfl Jl4^1 

10.159.255.254 J dj^ 

10.159.255.255 dM\ ^ dj^ 


10.160.0.0/11 255.224.0.0 
10.160.0.1 

10.191.255.254 ^ dj^ 

10.191.255.255 ^1 J dj^ 


AjuLuJI A£ja^I 

10.192.0.0/11 255.224.0.0 dj^ 

10.192.0.1 JjSnjl4^1c)ljii 

10.223.255.254 J Jl^^l dj^ 

10.223.255.255 dM\ J 4^1 dj^ 

10.224.0.0/11 255.224.0.0 dj^ 

10.224.0.1 JjSfl Jl4^1 dj^ 

10.255.255.254 J j:P^V 1 Jl^l 

10.255.255.255 ^1 4fJl 


VO 





192.168.1.0/24 ( C) 6 - f- 


j LL^ 8 L>^ ^jViui A ^u*l\ 

(Jj.1^1 1^ (J^ ^a-ljuail]| 4 j\x>3g 1 (jl cJ^I J ‘ AI^LuJI 


^jIjC* ^ ^ii^Q'i q ] CJ^^^a-lJud£l]| A-iIajU ^(jVI >i- 

; ^ Ia£ ^lijl 8 C5^ c5 ^^ ' ^ ^ . ** 


192.168.1.0/24 255.255.255.0 
128 64 32 16 8 4 2 1 
111 


Ua3 ^j (J^ d jil ^ l 3:^^>^ (J^ <. jl ui^\l ^ j\^3r 1 ^ 


c> f^j dtaJi 1 ^j j 128,64,32 ^liVI jLj^W '-i^ u*'^' ^ 

•^Idll (JHaII ^ L<^ ^ -11 ^^)Ja ^jc. ^1 ^ / ^jiijuj J 6 jLiLkU LIaS 

128 64 32 16 8 4 2 1 
111 

j\j 4 A^IaJ ^JA (JSI J^bLlI 2 2^1 = 2 L^LuL^I ^ ; IAaB ^ *4- 

^jiijuj 4 A^Iaj ^ja JSI IjdajI 4 2^2 = 4 il ui^ 1 -iaS 

L^^^UoaII ^ 1^ L^Lol^I A^iIaxJ 8 2^3 = 8 4^^^ L^Lul^ <41axJ 

^jU*]| ^-kjuiq\l UaS Aij^^iall L 8 ^j^Jui <jj 4 ^Ldj A£jjai]| 

J A£jjai]| ^1 k^\ ^)A^VI (J^W jLuull ^Vnui J^jojJl 

^1 k^\ JjjujVI (J^W 

^ 255.255.255.224 J^ Subnet mask J^ uj^ u*'^' ^ 

. 128 + 64 + 32 = 224 ^liV) 51 ^ ^ 


auLoc- .^xj j /24 ( 3 ^ ^ OIDR ■v.^\i J 

UaS j\j /24 jA ^JaLaiJ (J£j 27 c <ij^ /27 ^a-ljuailll 

.1 + 1 + 1 + 24 = 27 




kiuiqn 


UaS JjVI a^I ^ 


1 g 1C> c (jV (3:i^)ia]| J A-iIajlII (Jjj^ Ja^ ^^^^jul]| 


vn 























AXwifilU) Jxj 

192.168.1.0/27 255. 255.255.224 
^jS?l (Jljjp 

192.168.1.0/27 255.255.255.224 ^1 
192.168.1.1 JjSfl Jl4^1 

192.168.1.30 J 

192.168.1.31 


jje> 

192.168.1.32/27 255.255.255.224 ^1 
192.168.1.33 JjSfl 

192.168.1.62 J jJ^Vl 34^1 

192.168.1.63 ^ 

192.168.1.64/27 255.255.255.224 ^1 
192.168.1.65 JjSri Jl4^1 

192.168.1.94 As^l J J4^l 

192.168.1.95 t^jVl J 44' l)'j^ 


192.168.1.96/27 255.255.255.224 
192.168.1.97 JjSri Jl4^1 

192.168.1.126 J:J^V1 jl^\ 

192.168.1.127 ^jVl J o^Uil 4^' l)'j^ 


YY 






192.168.1.128/27 255.255.255.224 CjS^ 
192.168.1.129 JjSfl 

192.168.1.158 L)l>3fr 

192.168.1.159 ^1 ^ 4fJl 


192.168.1.160/27 255.255.255.224 
192.168.1.161 JjVl 

192.168.1.190 J 

192.168.1.191 t^jVl J 


AjuLuJI A4^' 

192.168.1.192/27 255.255.255.224 
192.168.1.193 JjSri 34^1 

192.168.1.222 J j4^i 

192.168.1. 223 t^jVl J o^Uil 44» l)'j^ 

192.168.1.224/27 255.255.255.224 
192.168.1.255 JjSfl 

192.168.1.254 J Jl^^l 

192.168.1.255 ^1 44' 


VA 




IPv6 

Internet Protocol Version 6 

djULk 1 g ^ 128 bit jA j (jjjjLuill jIajl^VI ^jI• 

^1 ^ajua3 ^j-L<UluS ^1 ->uiVn j du J ^ j Octot ^ g 

J hexadecimal -i' ^ cJ^I^ ^ jW^' u'>^ j 

^jjjjLud]! jIajl^VI (jI 16 L>^ J ^jjjjLudll ^Uaill ^ 

.IPv6 



d. 1^1 jIajl^VI IPv4) J IPv6 

dlj^ j dll nui^l\lJ dlddill ^ dSj]| ^ IPv6 

. (IPv4) jl^V' 


^ Broadcast dudJI dJI ^jLuiII jld^VI ^ :i^jj V 

^jjjiil ^ jd dd ^1 Any Cast -S' a^U. jj^ki ^ j 4 jld^VI 

^1^1 dul^ did ^ AjjL^ldJl 6^ J 4 4dljud]| 


_ll AjjL^ld ^IjJaj ^ J 4 ^1^1 jIAjl^VI (J^ cJ^I ^JjJ^LuJl -Y 

^1^1 jIAjl^VI (J^ L>d Ailxd ^1 ^ (J*-La J LJ^dJPs0C 

. IPseC ^d^ld (JdlL ^U£ 


C5^ ^1 '^L^jx^xLi 


^Id 


(JiLd dLd 

^1^1 jld^VI 


A ^j.Vqll dl^^-bdl 0^^ ^ <jj d^ dl^^-L<dl -£ 

^^JAJSUI^ cJ^dj ^x>:> j\ ^jjjjLuJl jIAjl^VI d^ldl ^ ^ ^ C5^^ 


^jld J IP Header v4 -S' 6^ dlikj ip Header v6 -S' cUI .o 

. ^jUII ^ jjA\ ^ IP Header -S' ^jA? 


DNS , BGP, OSPF, : cA W c^ dVj^jiijj^' lUu -l 

DHCP ^ RIPng, EIGRP JGMP , UDP ,TCP 


Ud UjAj^ UjAj^ UjAj^ 340 (> J:^ J^J:^ 

jl-A 4*3 4^'^^ (Jsl cjS^ i 


















: IPv6 j1 ’4- 

Unicast, Multicast, Any Cast 

_lt ^1 t ^ j o^j ‘ ^ (Jjjy^a^lj L^jj^ clua j 

. Any Cast -S' ^ j (_y^\^\ j'a^V' c> ^ Broadcast 

fec80:0000:0000:0000:0c41:1536:3f57:fef5 IPv6 -S' 4- 

^Ull ^auuilt J 4 Network ID j 64 bit >«^V1 

.Host ij\j^ J 64 bit lSjj"^' uJh 

cJ*-^ L3^)^ ^ U1J ^1^)^ (jl ^-llaJjalJ C *QJ^ • 

IPv6 Address csj^ail 

: ^ Format 

2005:0005:0100:0000:0000:0000:0000:070 

^1 (jVI J i (jl cJ^ ^ (J£jal 1^ >1- 

cilllA (JJ^ U’ '> V J^ (^5^ UJ^ U’ ^ J>Jj ^^4^1 jkx^^\ djULi. C VWj ^ 
jLLl^I 1 g IjI ^aixj ^1 J 4 ^jL^yi Lg 

^LiJI J ^j^Tw c Q.wj (j) ^jilajjudj 

, Jllll Jll^l 

2005:0005:0100:0:0:0:0:070 

^ ^ jli ^1 ^^liajudJ ^LaJl 0005 jJ ^ 13? x>j jLua^l 

I JHaII ^1 cJ^du ^JjL^aJ ^cJ^ 

2005:5:100:0:0:0:0:70 

^ J 4 S^^Ls c.5^^ jljL^alliVI A-iL^ (jVI >i- 

j 4 ^) c.5^^ U^C5^ ^ 

(J£ju4 ^ u^j\ Colon:: -^^ ^LLl^VI ^1 Wuj>ri 

2005:5:100: :70 

jL^aikVI ^jUa jbu ^jLuJI ^jU*JI ^ 4 Colon uj^ u^ <. j>j V : 

Colon^j' ^ji 2005:5:: 100: :70 uj'-^' j ^ 

A^ ^1 ^JaJjudJ Vj ^Lla^ J£jud]| 

A* 
















IPy6 

Private IPv6 Address AjSlalai) jjjUfcll 


Link-Local Unicast Address = APIPA - ^ 

jljjc. Lg-Aijjl ^ c 1^1 j]l jlA^Vi (.5 -a*^ cAS, APIPA -i' 

.Link-Local Unicast Address uj^ 

•Unique-Local Address = Private IP Address 

jlA^yi Lg^l c Private IP Address 

.Unique-Local Address uj^ (j-aLJI 

Global Unicast Address = Public IP Address 

Global cs-^' j'-^V' j Public IP Address 

.Unicast 


Multicast Address ff02::l 

jIaj^^VI 0 ^ j 224.0.0.0 jlAi.^yi iJS A«lJl tliJI jljjc. 

. ff02::l 


Loopback interface ::1 = 127.0.0.1 -® 

2^1 j]l jlA^yt caj£ ^Jc. (_ 5 Ail Loopback interface 

. :1 c^' jIAj-^sVI *J:J^ J 127.0.0.1 


1a^ A^jJ c^.iljbu]l jIAj.^ 1 dll lj3^)*J ^j) A%J ^jVI ’'Jh 

IPv6 ^jLuJI jIAjl^VI j rPv4 ^ ^ J 1.1^ 

' ^ j-^ J , Transition IPv4 to IPv6 a^UJI ^aa j -iajjllj 

j La^)£aj ^jiLui <LiLoC- cl'iuij ^ j‘ 1' 6^ 


IPv6 

Host 


6to4 

Router 


6to4 

Router 


IPv6 

Host 














: IPv6 j IPv4 On ^ • 

j IPv4 jIaj^VI jjj U Jajjil ijc. Ajjajll ftiA : Dual Stack 

^(J’ ^4 IPv6 

^1 c** n^ i^jjjjLuJI j ^j) U’ 

\ J LPv4 

^1 ( 3 ^ IPv6 l)^j) 


Single-Stack 

Host 



jjjljlt ^J^:. (_U*j ei* : NAT Protocol Translation (NAT-PT) 

A^jjj UiAic^ JL<i 4 d^ijt Ajl^VI Lg (Jjj^MI A-iL^*j 

^jjjjLudll jIajl^VI a ^uVi J IPv4 uVi I^aI 

jIajl^VI (jI^^43u ^^ 5^1 a£jjA]| A^l L<iAic. j IPv6 

^^^aLuj ^jjjjLudll jIAjl^VI (jI_^ 43U (j-axj A^jjud] (AjIjI^ (Jjuj^ ^1 4 ^1^1 

^1 jIAjl^VI jlill 4 j\x>3g 1 JJ j\j^\ ^ JjC5^^ C-jIaAj (AjUI^I 

A^jjudil 6 (JLujjU ^J ^jjjSjlSI jIAx^V' 


jljjc. ^ Ja*j (_5a] 1 NAT -^' Jj^j^jjJ Jalkj V ji L-i^ : <UaAiU 

aiLiajuA ^ (j^j ^ NAT-PT o^ ^ <*^**^^j AJi\ 

(JjjAIj A^\ ^ ^sjujVI Ia^ 


Source 

Destination 


Source 

Destmaton 

3FFE 100 2001 1 

3FFEBOO 11 


1050 101 

192 1681 1 



NAT-PT a<WfOSS pool 10 50101 10 5010 10 
NAT-PT Prefix 3lfe WX) 1 /96 


AY 


























1 ^jii j ^ : IPv 6 Over IPv4 Tunels 

A ^ 1 ui\l Cy ^ IPv 6 ^ ^ uVi 

C 4 ^ U^Ii ^lll^jjuj }\\ \ g ^JjjJLuJI 

^1^1 A£jju1]| Q^^lxji j ^>>3? \\\ Ik^^ \ A ^ 1ul\l 

Llll£jjal]| ^JX>^ ^jSLuj A£jjal]| J IPv4 

j (Jj*Q^ ^^1 4 \ ^ (JljL^ajVI ^jllalljuaJ ^1 ^jjjJLuJI 

I J C_fljL^alL<i]| c.5^^ U*Ml 4 jVqi\l 

. Jl:i]| ^ j]| 


Dual-Stack Dual-Stack 



IPv4:192.168.99.1 IPv4:192.168.30.1 

IPv6:3ffe:b00:c18:1::3 IPv6 3ffe:b00:c18:1::2 


IPv4 Header / IPv6 Header 

^>y Header -5' cJ^'^ j Header (> uj^ IP -i' Jj^j^jj^ • 

(^Jijuol I (j^ Header ^ ^^ 4 cijIjI^ 

^ ClaLjal ^ ^1 4-1^ ^ djUl^l j djLji^LjaU ^^1 ..^ 

C5^ C_i^)jtluiJ J JjjL^aSllllj ^LiJl dIa ^^Luj 4 ^LiJl 

l^LuJ ^ai*j (J) l^wj J 4 ^gI jLg C5^ j Lg 

fi^A J ^jjjjLuJI jIajl^VI (3^ J ^1^1 jIajl^VI (3^ 

L>^ J ^ L)-^'^ Header 

ji^lJ J£ ^jj^ ^jSLuj IPv 6 Header j IPv4 Header -i' 

IPv4 Header -S' c> JjJa J (.5^ (—ajaJij (^ <=-'-^ U^ 

. «-cs^ J^ ^Jc. jj^ IPv 6 Header j 


.20 byte j ‘32 byte :IPv4 Header 

.40 byte j ‘32 byte :IPv 6 Header 

: aJUII ^ jUilt ^ 


Ar 























IPv4 Header / IPv6 Header 


IPv4 Header 


IPv6 Header 


Version 


Type of 
Service 


Totai Length 


Identification 


Fiags 


Fragment 

Offset 


Version 


Traffic 

Ciass 


Fiow Labei 



Protocol Header Checksum 


Payload Length 


Header 


Hop Limit 


Source Address 


Destination Address 


Options 



Padding 


Source Address 


■D 

c 

0) 

Ui 

o 


Fieid’s Name Kept from iPv4 to iPv6 
Fieids Not Kept in iPv6 
Name and Position Changed in iPv6 
New Field in IPv6 


Destination Address 



djUUJI <—ajjtjjjoj IPv4 Header <.5^ c-l-ifLu) jVt - 

. IPv6 Header j t 

. j ^ 14 IPv4 Header diULaJI • 

Version , IHL , Type of Service , Total Lei^th , Identification , 
Flags , Fregment Offset , Time to live , Protocol , Header 
Checksum , Source Address , Destination Address , Options , 
Padding . 

j-a La£ (jloAdlULiJl oAA • 

oA^lj (_)£ J (.5^^ 


( CAjjliVt ^_>saLk]l JjSjJjjJl ‘tibUJjjJ (jc. 5Jjjjai-alt AilkJt oA& jVersiOU • 

(JjikuiAl) IPv4 _!l Ixjia (Jjl A.^judJ J ^jSj 

.4 bit J c AiiULk J J Header ^ c-UUill 


; 32 bit uj^ IP cJj^^jij <j) JHL • 

.4 bit ^Lkll 0^ J C5^ 

A£ 



































(Jij ^^jj (jc. ^j^joixll ^Lkll • Type of Service • 

j A.^ dlLa ji^iLA j ^j^.^^JLuLAll J dlLa^^Li^l 

. 8 bit j 

^3^ 3_jJa (_s-^*-<®j J* (j^ ^jjj^jiaII MjLkil ; Xotel Length • 

.16 bit ^1-^1 j (Jjla ^iLjalj ^jSj 6.^ j CIjUI^I 

j L>^ ciijI£ LiS s^lc-l (jc. ^j^^joiaII ^Lkll ; Identification • 

. 16 bit i ^J^3t l\l \ QC> ^Ja1\ 1 

cijIjL^I ^cJ^ (JL^^ajVl (j^ ^j^joiaII \ Flngs • 

3 bit J J L>^ ^3^ L5^ AilijjaiAll 

^jSj aj\ ^Lkll J J s^ jA\ djULkll ^1 ^ ^Lk]l ; Frcgnient Offset • 

^jajoiaII (3-<i Clljl£ 131 Sj;!^ ^*i3tAj i C1ijI£ 131 Aijuj^)All ^ J 

13 bit ^1^1 ^3^ J A^jjoill (J^l^ ^ 4 j 

^1 ^IxJ ^1 (Jjuj^ IaAIC' (Jja dl2^1 ^^IaxI 2 ^\1 ^L^l d3i^ : Time to live • 

^ i ^j-tfajLb^a^ jl CIjUI^ S^ ^jJ (J^l^ 

cii3jll jLil^l ^ ^ jl ^jVl (j-<i cJ a£^ ^ jj'^ ^3^1 63 a aIj (JL^ ^ 

^ jSlLuj j jLuj^Vl A-iIaC- ^jC- C-iSjiljuj lJ^^IoaII ^ Q (jl (JJ'^ ^ 6^^ ^A^^l 

.8 bit ^L^l 63 a J Ig 4 j\a»\1 

cijlil^l Ls^ l^l.ikjjujl ^^^1 cIjVjjj^)J1 ^jc- ^j^^judAll ^Lkll 63 a ; Protocol • 

. 8 bit ^Lkll 63 a J 4Ajuj^)a11 

^Luit ^ ‘--lUl^t ^!lui QM .i^Ult AjLit ^ ^UJI ftjiA ^:ikiuu ; Header Checksum • 

< \\ J A^Loi^I 4jU»\I jj ;; ^Lkil ^j^j t^'u^ « jLoij] (J^ La djUl^l 

‘. ^^Lul^l AjC' J ( (jLul^j ‘ ‘’ ‘ ^ ‘Cjj .^Ij I jl ^ ' (^’'?•/''' 

3^1 .^iilll ~3 ‘" 3 ' ' i'‘''a'' W' 1313 6^).a A --^jall i ^ li . ..-v S^Lc- l ■ ■' 

o3& i Jjo)^1 jl^ IP J) jtjjc (jc ^jjjoiaII ^UJ) fijiA : Source Address • 

.32bit^l^t 

J c j ysu . iJ t jL^ n* -i' u'j^ c> ^j>uia 11 5jUJl o3a> : Destination Address • 

. 32 bit 

(j-aVl (Jj-a djVLk^Vt (_ajUaj (JIa djt jUaJI -ulac. ^ ^.laiaij 5jl3Jl o3& lOptious • 

.32 Jt 0 4JL^1 63 a CllljLudAll J 4-^jlll J 


Ao 


















<j| j j Ia jSij lL<i5 ^Lkll ^ \ ^ ^ ^Lkll iD^tsi j'l Padding 

a 1 ^jj V ^1-^1 (JLujjl J Ia LLiS cIjUI^I cs^ 


V ^) Clil jJjtlLo djUl^l <j| ^ J l^-l£ djUl^l 1 LiAlc. ^Ij 

^lajjoui (3^ lgj\c. ^Lkll ^^A j ^ Ji 


IPv6 Header 


J1 <j| j£3jj jl (jjjLoJI jIaj^VI (^^Ic. j*ill ^ s-l^ ji :IPv6 Header 
(jjojLuJt jtjLutfsVi ciiULk 8 jL^ikl ^ J t^U. 14 (>» uj^ IPv4 Header 


L ah-^^yi O^J cJ" (_y^ f^) ^ ^ jiLui 8 ^ 




C!j^ ( CLujliVt ^_>saLaJl (JJ^JJ(j^ 5Jjjjai-alt 4jLaJt iVersiOll • 

la'i. Li/\\l ^ 'll"' L ,1 IPv6 —(_]^1 4.^_uij J 4» w ^ 

.4 bit -5 ‘ ajUL^ j J Header ^ (_Jxl»j]l 


^ [^j^\ sj^ ^ Type of Service -i' : Traffic Class • 

.Traffic Class uj^ o-JiLJi jljk^Vl 

(j£j ^J (_^jLaili ^i.''i..oyt >>>t ^ 4jL^ s^A J Flow Label • 

SJ^-4 ' ■ ^AiJLaiJ J t-'^'\l (_^Jj (jc. ^j^juiaII MjLkil j i 

J t?'J' j'-^V' Total Length -i' : Payload Length • 

. ^_yi±J\ jljk^yi Payload Length -i 

Next -5 ‘>j^ fj J 2 r?'ji' jlJk^V' Protocol -i' : Next Header • 

. (jAjiLJi jljk^yi Header 


Hop -i ‘>j^ fj J (^'ji' j'-:i^V' Time to live : Hop Limit • 

. (JajLJI jljk^Vi ^ Limit 

jj£j J Jjoi jaII jl^ (j.aUJl IP Jl j>jki ^j>aa 11 4jUJl sjiA : Source Address • 
^1 jll (J^^t 1 An 1 128 bit 

. 128 bit u'j^' C5^ ^UJi fijiA J 4 32 bit uj'-^' uj% 

jW (j-aUJl IP Jl jljki fjc. ^j>iJl ^UJl sIa : Destination Address • 
C5^ ^ 128 bit 

3^\l C5^ 128 bit ^ 3 j)^j ^ 

Checksum, Option, Fragmentatio: u-juji jii^vi <> cuj^\ 4- 

An 












Level ( 2 ) jIulaJI 

Routing Networks 


Routing Networks ^ 

88.Router Devices 

90 .j ) Siu u iu i jjjl^1 (JwAuu 

91 .Cisco Modes DevicesNetwork Architectures 

93.Basic Command Router 

95.Install packet tracer <^3^* 

98.Router Passwords 

104.Password Recovery 

111.Remote Access , Telnet ^ J^j^l 

119.Routing 

124.Static Routing IPv4 

141.Dynamic Routing IPv4 

141.Routing Information Protocol RIP 

155.Open shortest Path First OSPF 

204.Enhanced Interior Gateway Routii^ Protocol EIGRP 

213.jl^l j ^jil jU^l 

215.EIGRP Metric Calculation 

217.Autonomous System (AS) 

220.Passive Interface 

238.Dynamic Routii^ IPv6 

AY 






















Devices Router 

iajj j SjlJl Jl4^l jfc Aaj^I j) jjjljil JI4A • 

: Router Con^nents - j) jjjljil JI 4 A ^ 4^UJ1 CjUj^aJI 

- \ 

SjS)ji) -Y 
^1 Oj£|j -T 

ia^ Of I jill 0 j£|j -i 
o2i!5UJl ojSlj -o 
j^i SjSlii) -n 

1- CPU = Central Processing Unit 

2- Memories 

3- RAM = Random - access memory 

4- ROM = Read-Only memory 

5- Flash Memory 

6 - NVRAM = Non - Volatile Random - access memory 



15 1 Li i A t-*| jt I - <-*kaJi SIMM ROM ijiSi j 5jSij c4j^j)OiMMs ijjk.^)CPU 

(Flash) i^iiU s^ij)RAM j(;^ 

Jll^l JJjijii 

AA 













































: Interface 

^ ^UJI lU^ 1^ : Console Port 

tdlli .bu j AiL<i]| Console 

J J ^C5^ ^ jfl jj 

_ljJaj| ^jSjjjuJI C5 ^ ^ 

^j£Jj Iju^il jLg-^l sjI^I <^l.ikjjuj) ^ 1^ : Auxiliary Port 

j A-Jc* JdujliVI A^\kl\ UJ^ U’ ^ J>J c.5^*^ 

(jl^ (j^ (jc. djljl^yi ci^ 



JoJ^ ^.iklLuoJ uaW :LAN Interfaces 

1 g xJo* 4 a\\ djL^jjud]! 

^>>3? l\l Ig \ ^ Cljl£jjai]| iaJ^ oaLJt tjiA ;WAN Interfaces 

ij ''^.' djl^^)j^l ' ‘ ^ e.lM^I ^ Lo 


'-^ LWJ^ L>" 



FastEthemet 


Port 

console 


Port 

auxiliaire 


Irrternjpteijr 
d‘alimentation 


Connexion 
du cordon 
d'alim&nlation 


jjjjjJl ^Ua 


: Port Serial -J' ^ ^ 

DCE = Data Communication Equipment 
DTE = Data Terminal Equipment 

djj^ djlj) ^.iklLuaJ ; 

■^J '-'4^' J (DTE) J^VI ^^>]allj (DCE) U:J2,^' -^l cs-^ J^J:f^' 

cll^ . (J^' (jjij (jjjia cjc- (Cisco 2522) lAsj^ j4^ j^j'j^' 

j^ >‘ 'j *‘ ' ^_^Luil cJ^-^ ^AaJLaij (DCE/DTE) 










































Cisco Router Boot Sequence 


^Lc- ^ ^JjuAulLJI lIjI Cj jJI 

^jL<i]| ^Ja^l 1^ j ci-<^ l^-C-L^U ^lijaiJ ^UaJ J 

j (Jj.iLjaLl]| ^LlaJ J 1 g 1x> jl g ^\l S^)£li]| J) 

djljU-^\l i^jjikj ^j% ^J-3 jLg-^l J-iijoLi ^ J jLgj^l J lIjIjI^VI 

. ^^LAouii 


: Boot Sequence >j'j^' £,^1 tM*" 

Post = Power on self-Test 

Boot Strap -5' J:“ 
ISO = Internetwork OS 

RAIVI! C5^) J (J^^Lall (^\it uiMl ^LlaJ -£ 

Startup - Configuration c> i**\\ \ _0 

^ J RAM -SI s ^) NVRAM -SI s j^li c> 

jjjlj]| 0 ^ J Running Configuration tijbl^VI <-ai<» 





^ * 











































Cisco Modes Devices 



. CjLjlui^l -Y -Y .A^LyiVl CjUjlui^l 




User Exec Mode 

Router > 

Privilege Exec Mode 

Router > Enable 
Router # 

Global Configuration Mode ^^blJc-Vl 
Router # Config Terminal 
Router (config) # 


Interface Configuration Mode 


Router (config) # interface fast Ethernet 0/1 
Router (config-if) # 

Sub Interface Configuration (V-^aljjsVI) cjbljfrl 


Mode 


Router (config) # interface fast Ethernet 0/1.1 


Router (config-subif) # 


Routing Protocol Mode isJ^ 


Router (config) # router eigrp 1 
Router (config-router) # 








r 

Setup Mode iiiUlJfrVI jl---* 

Continue with configuration dialog? [Yes/no]: 
Ro mmo n Mode 
Rommon 1 > 


Cisco lOS 

a ah-v /s\l cI'mIi (_5^) ^ (Jjar ui'lll ^ /sUi'l ^ ^j^joUjoi 

• -N.^.Ti^' ^^Lui Jjiuujj ^ ^ ^ (d'Oxj 

^llst-a ^_gJc. S j^Vl ^ ci-**:! cJ:?*-*^ ^Uaj jA :IOS 

^ lOS dt ^Lkil j^ jA :lOS XE 

^jc. A^AaC. i_] ‘ (Jxo A^.^i!Ldl 

La LALc. j a^LxJI diLsjb^l■ “j■ ^ ^Llkj iIOS~XR 

.djVL^Vt 

.dlUl^t j^tj-a Cljl£fAi ^ J-a*J j £.uiAui 6 J-a^J ^Uaj jA iNX-OS 






^ nil f ii,.^ ^ „r 

inT JT-ft 


r 


P -m^ j bF ^ “' 

I 'fT ., ?5H 


.l-f 






—.I'll 


.i 


nWlf^ 


Y* 


i-l 




-C^ 


tpO*' 


.□iil 






rfUiT 




I 


I III Ml 


-iiipl " 


BDfl^ 


i 

iJ« 








CISCO 




Lb^ 










ijiU. 


“lY 




















Basic Command 
Router 


Router > ? 

All Command 

Router > enable 

To get to Privileged Mode 

Router # disable 

To get baek to User Mode 

Router > teiminal history size 

To set the eommand buffer 
size 

Router > terminal no editing 

To disable advaneed editing 
features 

Router > show history 

To show the eommand buffer 

Router # config t 

Enter global eonfiguration 
mode 

Router # show version 

View lOS version 

Router # show interface 

Display interfaees on router 
and their status 

Router # show ip interface brief 

Cheek interfaee status 

Router # show ip protocol 

Display ip protoeol info 

Router # show protocol 

Display whieh protoeols are 
eonfigured on the router 

Router # show flash 

View lOS version, size of 
lOS, and free spaee in 

FLASH 

Router # show running-config 

View eurrent eonfiguration 
file (RAM) 

Router # show startup-config 

View saved eonfiguration file 
(NVRAM) 

Router # show processes cpu 

View CPU utilization 

Router # show processes 

View info about programs in 
RAM 

Router # reload 

Reboot the router and reload 
the startup eonfig from 
NVRAM 

Router(eonfig) # no ip routing 

Disable IP routing on a router 
(enabled by default) 

Router(eonfig)# hostname Router 1 

Give the router a hostname 

Ctrl+A 

To move to the beginning of 
the eommand line 































Ctrl+E 

To move to the end of the 
eommand line 

Ctrl+F 

To move forward one 
character 

Ctrl+B 

To move back one character 

Ctrl+W 

To move forward one word 

Ctrl+U 

To erase a line 

Ctrl+R 

To redisplay a line 

Router # Ctrl+Z 

Ends configuration mode and 
returns to privileged mode 

Router # show ip route 

View the IP routing table 

Router # debug ip rip 

View RIP Debug 

Router # debug ip igrp events 

View IGRP Debug 

Router(eonfig) # no router rip 

Disable RIP routing 

Router # copy flash tftp 

Backup lOS to file server 

Router#copy tftp flash 

Upgrade the lOS from the 
file server 

Router # copy runnii^-config tftp 

Copy running eonfig file 
from RAM to TFTP 

Router # copy tftp ruraiing-config 

Copy startup eonfig file from 
TFTP to RAM 

Router # copy tftp startup-config 

Copy startup eonfig file from 
TFTP to NVRAM 

Router # erase startup-config 

Erase the configuration file in 
NVRAM [run initial eonfig 
dialog] 

Router (eonfig)# boot system flash 
(ios filename) 

Tell router which lOS file in 
Flash to boot from 

Router(config) # boot system tftp 
(ios_filename) tftp_ip_address 

Tell router which lOS to 
request from the TFTP server 
(fallback) 

Router(config) # boot rom 

Tell router to boot from lOS 
in ROM 

Routerconfig) # service password- 
encryption 

Passwords can be encrypted 

Routerconfig) # no service 
password-encryption 

To de-encrypt the passwords 
































Install packet tracer 


L_L^ ^\aO> kl)\ C5^ (J) cJ^ J L-U^I ^3^^ 

J L^Ua]! ^LuaJ ^^£jaL^ 0^lj^ A^^ ^1 

Lljl£jjai]| j S3^-^Vl J jVI (^5^ 3^“^^^^ C-^IU ^ J 


U£ ^ c-jjjujUJI AjI£^ sl£U^ 0 -(iljjj jA : Packet Tracer 

^IAj 3^ 4 4J^l£ ^ 0^U^)3l 1^ S^li j Lljl£jjal]| 

C5^ A^Jjudil ^IAj ^ J L 




Cisco 


Networking Academy' 

Mind wide Open 


Cisco Packet Tracer Student 



^UjJ) 



dimill ^uiLui U] ^j^JaluiS jflj) ^_gJc. ^ JJ^U LlaS La .1*J - ^ 

. Next 

.Next-^=«-^ ^ <31 ^)jaJ^y3l jLi^l jlAiJ S^A^ <jajljai 13 ^)^Jaj] ^ -Y 

. Install C 5 ^ Next (J^ 

J dm^l ^La. 43)13 13 ^)^Jalu) - £ 

.Finishc?^ > >»j ^ ^ dmilll Llmll]| A*j 4J3 j 13 jg Inlui 


https://www.itechtics.com/download-cisco- . 

/packet-tracer-6-2-free-direct-download-link 


“If 









































































































Router - ^ 
Switches 
Hubs 

Wireless Devices-t 
Connection -® 
End Devices 

j^lji -V 

-A 

♦ 

^ Vji obSf) ' fl wtt 

JjLutjlL 4^1^) A^jilaI * 

JjLuij ^ 

J>u(jj ua^ j JjLuiji) JaD ^ T 

4JLutjl) j) O^J A^^IxIa i^ULu - ^ V 



“W 




































































Router Passwords 
And Password Recovery 

: jj jjjljil • 

Lg^Hc. (jVI (J^ ^ 

AjV ConSOl6 VI J l)jVI M\a\\ (J:^‘il-^ ^\l±i ^11 \\\c^ (. jTkj iaLL<Jl 

^ L ^.^11 ^\\ kk ] (^*^1 ^ j ^^^1 

1 k^\\ .1^jj j ^jlj 1-$:^ ^ 6jjA^I dIa (jVI l^«-SI 

u'^' Console -^' Jj'-^ u^ c-j^UJl JL^ jiijl jll jL^ 4 j_^U. 

^^)jJaJ ^jSLu) (Jial^ O:^®^ 4_lLaC. j ^jl^l dlH^ 1 (^^ic. (J^jSLuj 

, Aj^ji] 2ut^l a1^ J£ 




^Routerl 9 S 


Phyacal 1 Con<ig , CU I 

lOS Command Line Interface 


to comply with U.S. and local laws, return this product immediately. 

A summary of U.S. laws governing Cisco cryptographic products may be found at: 
http://WWW.cisco.com/wwl/export/crypto/tool/stqrg.html 

If you require further assistance please contact us by sending email to 
export@cisco.com. 

cisco 2811 (MPC860) processor (revision 0x200) with 60416K/5120K bytes of memory 

Processor board ID JAD05190MTZ (4292891495) 

M860 processor: part number 0, mask 49 

2 FastEthernet/IEEE 802.3 interface(s) 

239K bytes of non-volatile configuration memory. 

62720K bytes of ATA CompactFlash (Read/Write) 

Cisco lOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version 12.4(15)T1, RELEASE 
SOFTWARE (fc2) 

Technical Support: http://www.cisco.com/techsupport 

Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 06:21 by pt_rel_team 

- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: - 


1- ^ -1L p”*® 

1 


: Jj^-iil J No 


“^A 



































^ Routed 

Physical | Config | ' 


lOS Command Line Interface 


cisco 2811 (MPC860) processor (revision 0x200) with 60416K/5120K bytes of memory 
Processor board ID JAD05190MTZ (4292891495) 

M860 processor: part number 0, mask 49 
2 FastEthernet/IEEE 802.3 interface(s) 

239K bytes of non-volatile configuration memory. 

62720K bytes of ATA CompactFlash (Read/Write) 

Cisco lOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version 12.4 (15)Tl, RELEASE 
SOFTWARE (fc2) 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 
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- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


U copy m\ ^ 


. 


Router > enable 
Router # config t 

Router (eonfig) # line console 0 ^ 

Router (config-line) # Password ciscol23 
Router (config-line) # login 


^ Routerl _ [ ■=■ H g | 

Physical^l Config J CLI | 

lOS Command Line Interface 

Cisco lOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version 12.4(15)Tl, RELEASE 
SOFTWARE (fc2) 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 06:21 by pt_rel_team 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


Router>enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config)#line console 0 
Router(config-line)#password ciscol234 
Router(config-line)#login 

Router(config-line)# 7 

[ Copy I [ Paste | 


. Port Console V' ^ jVl - 






































1^1 ^^luiA jiaiAll Ctrl + C CS^ 


- 


. 6 j_^' j jA ^ Router # 


^Routerl _ \^.& . ^ I 

I Physical ,t Confi^ CLI | 

lOS Command Line Interface 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


Router>enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config)#line console 0 

Router(config-line)#password ciscol234 

Router(config-line)#login 

Router(config-line)# 

Router# 

%SYS-5-C0NFIG_I: Configured from console by console 

Router# 

Router# 


: Aux ^ iilA - 

: ( 1)^1 


Router > enable 
Router # config t 

Router (config) # line aux 0 f^j j 

Router (config-line) # Password cisco456 
Router (config-line) # login 

. ^ La^ 


^ Routerl __ J_^^_ [ o , (gl , S I 

[ Physical J Config j CLI | 

lOS Command Line Interface 

SOFTWARE (fc2) 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 06:21 by pt_rel_team 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


Router> 

Router>enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config)#line aux 0 

Router(config-line)#password cisco456 j 

Router(config-line)#login r 

Router (config-line) # 

Copy ^1 Paste 


^ * * 


































Port Aux ^ 


iLkJI ..liiA]| (J^Ij ^ Aij^)ia]| (jVI 


ilj (^^^Jjuia] JliLiVI ^ 1^ ^)^l ^>iajJ0 ^j-a AjLa*J ^^jALjo 


: Enable jA j cjblJfrVI O'^l 

: <^1^1 0^1 


Router > enable 
Router # config t 

Router (config) # enable password cisco789 

. ^U]| ^jk La^ 


^Routerl _ \^ .m . S I 

I Physical J Config^ CLl | 

lOS Command Line Interface 

|-=- 1. Lt^L,J-IUll«w.l-ll»wL,/ XJ-]J-IJ-] - - 

239K bytes of non-volatile configuration memory. 

62720K bytes of ATA CompactFlash (Read/Write) 

Cisco lOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version 12.4(15)T1, RELEASE 
SOFTWARE (fc2) 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 06:21 by pt_rel_team 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


Router>enable 

Router#config t _ 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config)#enable password cisco789 

Router (config) # _^ 

I Copy I L Paste I 


• JJJ^I jjft-n*«tt AAmj Ai£ lift JXJ 

. ^Ull 


Router > enable 
Router # config t 

Router (config) # service password-encryption 

Service password-encryption ^ J* 
























lOS Command Line Interface 


ip flow-export version 9 


line con 0 
password ciscol23 
login 

! 

line aux 0 
password cisco456 
login 

! 

line vty 0 4 
login 


end 


[ Copy I I Paste | 


jaHS Jjxii 


Router(config)^service password-encryption 


j AjIaC Jkj 

^Routerl _ I ° .0 , ^ I 

|_JiMM^I^Cgnfig J CLl | 


lOS Command Line Interface 



Router # show ninnii^-config 


^ .T 

















































































^ t ^ J t‘‘ll <>K (j-a 

^ qC- ^Uakjl l^l.^ ‘ ■’ j ' ^ ^ 

cllbl^yt ^J-a-N ^a^^ _>aVl ^cllljl^VI 6^ ^a^; 

: jW^' C5^ Lgi^ ^ ^1 

Router # copy nimiii^-coiifig startup-config 

(_J£ t^a-v. (_gic. <_J-a*Jl 1 ^ <!ijlj£ ‘ j <-5^^ ^><aijVt ^j-a ^)-aVl 

dj|^l.^j 1 g laf:. ^ ^(,5^ 

Router#copY running-config startup-config 
Destination filename [startup-config]? 
Building configuration... 

[OK] 

Ja ^Lujj ^)^Jijjuj Enter C5^ 

j\ j^ V (ji j ^ Enter '^■^1 (3 ^c \\a\\ Jai^, ^jii 



jjjaI) <Ul£ ^jia 

Password Recovery 



) * t 


























: CjljkaJ) 


- Console jjjI jll uj^ u’ 4 -^ - ^ 

j ^ 0“'°'“ O^ _)W^ P'LaJat t ^ j -\ 

‘ ^ ' ^ ~i 1^'\1 (Jj/v-v."'^' ‘Oj ''^•^ ■^ ' j cJ^-^ 4i«JuSjUI 

. J:ji^' ^Llij J:f^ f J^ Ctrl + C C5^ 

.Roimnon l>^^ ls c 5 ^ ^->*nui c-blijVI ^jUa -V 

^jlLuj Jjijaij ^UaJ l)^ lijl J^ 

J Enter ^ Rommon > confreg 0x2142 >aVl ^l:i^ 

Jj^^l J jl^l ^ Rommon > reset s-^' 

>Vl^Ui:]| 

lJ j''“’'>jj^' L>^ (Jlalj^t ~''j‘ ‘' t-'ljl-.-^\l 6.^ ^LoAk:. ; 1^ 1^ 

. ^ C5^) 


(.Liial ^.jLoc. .Ixj (Jijojl ]-^\l e^jjb^l * atll (2)VI 

Ctrl aJL^I ^Llkll (Jj^^"' 4 -A/u(J ^ ^I iS^ aImj^ e^lc. I j 

. Rommon -i' <_$ Jjj^' j '^^!' (^ + C 


Router! [ a ||1 ES | 

I Physical | Config | CLI | 

lOS Command Line Interface 


Router>System Bootstrap, Version 12.1(3r)T2, RELEASE SOFTWARE (fcl) 

Copyright (c) 2000 by cisco Systems, Inc. 

Initializing memory for ECC 

c2811 processor with 524288 Kbytes of main memory 

Main memory is configured to 64 bit mode with ECC enabled 

Readonly ROMMON initialized 

program load complete, entry point: 0x8000f000, size: 0xc940 

program load complete, entry point: 0x8000f000, size: 0xc940 

program load complete, entry point: 0x8000f000, size: 0x3edl338 f 

Self decompressing the image : ^ 

#################### ^ 

I Copy I I Paste | 


^ * O 



























Rommon -5' l? ^ Ctrl + C ^ j^\ 


lOS Command Line Interface 


System Bootstrap, Version 12.1(Sr)T2, RELEASE SOFTWARE (fcl) 
Copyright (c) 2000 by cisco Systems, Inc. 

Initializing memory for ECC 

c2811 processor with 524288 Kbytes of main memory 

Main memory is configured to 64 bit mode with ECC enabled 

Readonly ROMMON initialized 

program load complete, entry point: 0x8000f000, size: 0xc940 

program load complete, entry point: 0x8000f000, size: 0xc940 

program load complete, entry point: 0x8000f000, size: 0x3edl338 

Self decompressing the image : 

mum 

monitor: command "boot" aborted due to user interrupt 

rommon 1 > 

rommon 1 > 

rommon 1 > 

rommon 1 > 

rommon 1 > 

rommon 1 > 


^1^. g J 


[ Copy 1 [ Paste 


Rommon > confreg 0x2142 : ^ jV' 

Rommon > reset ^ Ioa j-aVI ^ j 


,(J^ar-uLi oJI&I 

^Routerl [ i=i , ifl , S j 

[ Physical jf Config J CU | 

lOS Command Line Interface 

IIIIIIIIIIIIIIII- 

monitor: command "boot" aborted due to user interrupt 

rommon 1 > 

rommon 1 > 

rommon 1 > 

rommon 1 > 

rommon 1 _ 

rommon 1 >[c^freg 0x2142^ 
rommon 2 y^set ^ 

System Bootstrap, Version 12.1(3r)T2, RELEASE SOFTWARE (fcl) 

Copyright (c) 2000 by cisco Systems, Inc. 

Initializing memory for ECC 

c2811 processor with 524288 Kbytes of main memory 

Main memory is configured to 64 bit mode with ECC enabled 

Readonly ROMMON initialized 

program load complete, entry point: 0x8000f000, size: 0xc940 

program load complete, entry point: 0x8000f000, size: 0xc940 

program load complete, entry point: 0x8000f000, size: 0x3edl338 I 

Self decompressing the image : 

I######################### _y 

|i Copy || L Paste J 















































L>^ ^ JijujI ^Uaill ^ (jVI 


^ Routerl 


Physical | Cqnfia I CLI | 


l°l^. g I 


lOS Command Line Interface 

iiL^ j.^yuxuoxuiij . xj. 


■crgr^^— —xrpfro— CTTTCi —j. >-y uiu o j-uiiij .— rr —juu uj-iw uiiui. 

to comply with U.S. and local laws, return this product immediately. 


A summary of U.S. laws governing Cisco cryptographic products may be found at: 
http:// WWW .cisco.com/wwl/export/crypto/tool/stqrg.html 


If you require further assistance please contact us by sending email to 
export@cisco.com. 

cisco 2811 (MPC860) processor (revision 0x200) with 60416K/5120K bytes of memory 
Processor board ID JAD05190MTZ (4292891495) 

M860 processor: part number 0, mask 49 
2 FastEthernet/IEEE 802.3 interface(s) 

239K bytes of non-volatile configuration memory. 

62720K bytes of ATA CompactFlash (Read/Write) 

Cisco lOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version 12.4 (15)Tl, RELEASE 
SOFTWARE (fc2) 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 06:21 by pt_rel_team 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no] : _ 

[ Copy ~| [ Paste 


: j No 


Router > enable 


Router # copy startup-config running-config 

. (jk ^ La£ 


^ Routerl 

• 

[ = 1® 

s 1 

, Physical | Config J CLI | 



lOS Command Line Interface 










Copyright (c) 1986-2007 by Cisco 

Systems, Inc. 
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- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


Router> 

Router>enable 

Router#copy~startu^-config running-conflgf 
Destination filename [running-config]? 

642 bytes copied in 0.416 secs (1543 bytes/sec) 

Router# 

%SYS-5-C0NFIG_I: Configured from console by console 

Router# _ 

[ Copy I [ Paste 


^ * V 


































^‘ “ ElntCr JaxjJa]! .^xj j ^)<aljVl ‘'j°"' .^xj 

. ^U]) j^lA jU^j ^jilul (jSfl 

Router # show miuiing-config 

Router (eonfig) # no enable secret 

Router (eonfig) # line console 0 
Router (config-line) # no password 

Console ellljt.lC.Vl Jsj-a ^^ ^ . ^t a. \1 J_ 5 ^)-all p.Lxil ^)-aVt tJA 

Router (config-line) # exit 

^ jail (jjiuuJl ^jA 

Router (eonfig) # line aux 0 
Router (config-line) # no password 

Aux CJ^ ^*£^1111 jixa 4 > .-^1 -S \1 JJ^><alt ^ <iK f-lxil ^ ^)-aVl IJA 

Router (config-line) # exit 

jail (JjluuJt ^ya ^jjaJl 

Router (eonfig) # no service password-encryption 

jjjaII jjajujj4-aJ^ <ilxlt j-aVt IJA 

Router (eonfig) # eonfig-register 0x2102 

~1 l^'ll Ajik^Vl <-ajail (J jJjoi^jlt ji jA j 1j^ 1j^ j-aVl 1JA 

Router (eonfig) # end 

(jjiuui ji.1 ^1 ^ jjiil 

Router # Copy runnii^-config startup-config 

l^jic (Jjjxiilt ji AjIc <_lAxil ^ ^^jll dlbljcVl t—ala J-aVl IJA 



^ .A 










Show mnmi^-config - >*' ^ Sjj^) ^ 

** dlljl.lC'VI ^_^La ^_)ia^)C> ^ (_kLoll 


dP Routerl [ nj J§l ^ J 

CLI I 

lOS Command Line Interface 

Router#show running-config 
Building configuration... 

Current configuration : 642 bytes 
! 

version 12.4 

no service timestamps log datetime msec 
no service timestamps debug datetime msec 
no service password-encryption 
! 

hostname Router 


enable secret 5 $l$mERr$gyuIXJhnplcKI.3qlKd2a/ 


ip cef 
no ipv6 cef 

L '^py —I L p^ste 


t' 


^ j ^ J 7k \\ jVI ^ ^ OK ^LlaC-l 


^ Routed [ g I jl ^ j 

Physical j Config j CLI | 

lOS Command Line Interface 

> - " 

Router(config)# 

Router(config)# 

Router(config)# 

Router(config) #no enable secret 

Router(config) fline console 

Router (config) Mine:console M 

Router(config-line)#no password 

Router(config-line) lexit 

Router(config) #line aux 0 

Router(config-line) #no password 

Router(config-line) fexit 

Router (config) lAo service pa ssw o rit-e ncrHild^Qrri 

Router(config) fconfig-register 0x1202 

Router(config) tend 

Router# 

%SYS-5-C0NFIG_I: Configured from console by console 

Routertcopy running-config startu 
Routertcopy running-config startup-config 
Destination filename [startup-config]? 

Building configuration... 

[OK] 

Router# , 

[ Copy I [ Paste 











































^ Ja j i-aia j*i Show nirniing-config u'^' - 

} *^ t"') -aK ^ V ‘^j Ja^V V ji t"'! /vK ^1 

. I gVw ^ ^ Enable -i' <_$ jioi^ jj>a ^-aK ^jj V Ua jlaj' - 


[^ Router! 

I Physical | Config j CLI | 

lOS Command Line Interface 

Router#show running-config 
Building configuration... 

Current configuration : 565 bytes 
! 

version 12.4 

no service timestamps log datetime msec 
no service timestamps debug datetime msec 
no service password-encryption 
! 

hostname Router 


ip cef 
no ipv6 cef 

j 

! 

L '^py ^1L 1 


. Console Port , Aux Port 


i^ Routerl _ ___^_ _ _ _ | ^ I ^ 

Physical | Config | CLI | 


lOS Command Line Interface 


! 

- 

ip flow-export version 9 
! 

! 

! 

j 

! 

! 

! 


line con 0 


login 

j 


line aux 0 


login 

j 


line vty 0 4 


login 

! 

j 


! 

end 

FI 

—More— 1 

ti 

1 Copy 1 1 Paste 


^ ^ * 








































Remote Access, Telnet 

Qr-m 

Jja-uul ^.laJLuij (jjuiajj Jj^jjjjj jA : Telnet 
^_gJc. j (JJilallil XCP/IP 

IjujJ^ 4I ^ ^ 1 Aix^i C-J^^jujI ^ \\ 

1 ^ jajli dujliVI ^1 ^ cillUA J^J V J 

3^4 TCP/IP J' (> (Telnet) 31 - 

^lijoLi ^ A^l.lkluj| ^ TCP/rP L>^ L 3 :fA^ 46.11*31 jli 

L>^ J^.i^JiulaU ^^(uoijj .bu C 5 ^ (Telnet) 0 ^^^ 

6 ^)jujL^ (JjL^allA ^U’J L_LujL^ ^ i*3l <JjjujL^ 

Online uj^ U’ ;>^a\I 63^j 6^3 ;>^a ^l.iiJLuj|j .^ 13 ?j\l g^\l 

. ( Database, chat ) Services 

sj^bU ^ Ua j!iU*j Telnet Clients 31 j Telnet Server J' - 

_ \ g a£jju 11 I 6.11*31 

u' Telnet Clients -S' - 

6 j^V' djiinkill Jji^ fj c>j Telnet Server, -S' lS^^ 

O^LuijI ^IlJ ^ L Li\-^ \i Oj"' C jS^" ^ ^ A^Jjuoll ^^-S& 

. Telnet -S' jj S-^ (^\ 

(JS^ Locnl Logon -S' 4 _Aac. j tA <-jL*JV' 

. Telnet -S' ^Jc- 

(_gic. (Telnet) -S' cj j.'S-i'i ^l-ikioiU JL^V' ^ : JU^Vl ^ - 

.i^l jl^' ^ (Telnet) ^3 j^ (JjL^alL3l 

JjL^aii^l ^ a\I ia^\I 3W^ Cy^ 1 ^ 1 ^ ^ l 3 ^j 

C 5 ^ ^ (JjL^alL3l 3 W^ C 5 ^ ^JaJ) J 

(Telnet) J' <^\ ^ ■^' jS^' (Telnet) Jj^ jjj^' 

. jS-s^' 

^ ^ ^ 






















: Telnet - 


^ ‘ ^a. Telnet ^l.l^>lu]l ^ 

ciui£ Telnet -^' jV Source -^' l^>j.^ia. 

ji 

,(^J ^^ dulS I L<i.iic. ^.iklLuaJ 

^ ^1 jl ^l-ikiujL liUij FTP Client Telnet J' 

.Telnet -^' c> 

liiijljuij s<itjaj POP Mail Telnet o» y 

POP (J^ l\l Ijt.^ ^ 

. Post Office Protocol jL^aikl ja j Mail 


.Port 23 C 5 ^ jTCP Telnet - 

0><iU^ C5^ l 3>»» f XclllCt (iF' cJ^ ^• 

J^l j Cisco Packet Tracer Student -S' 


(Jjjlajj JJ*^ LAB fSjj (»J ^'-jj^i (> oAA 


^ Cisco Packet Tracer Student 



A & H iaPil.l3) t^TOSm 




jj ?l 

Loqkal 

New Cluster 


Set Tiled Background 

Viewport 


LABvty 

IP ; 192.168.1.1/24 

Mask; 255.25S.2S5.0 
GY; 192.168.1.100 


□ 




i] 

X 

Qv 

4 ■ 


- 

-i-1 

► 10 

Time; 00:02:51 | Power Cycle Devices Fast Forward Time 


Realtime , 


109;^ 


^9«9« 


0n000® ^ 00/ 


Copper Straight-Through 


4 Scenario 0 


I New ]| Delete | 


Toggle PDU List Window 


Fire Last Status Source Destination Type Color Time(sec) Periodic Num 


Cf*: 


lUl 


^JA JAS^ 




^ C/VI jij ^ jJjlj]| ^ ^UJI jliVI Jrii-xiiJ ^ ^ JJ% 

^jiluj fi-bu j ^ J (Jjir uilj (jLaJI ^ ^ 

(J^J Vty L)^ (JljL^ajVI (JjjlsIij 

Cy^ C5^ ^**' L>^ ^ J PC 2 (JJjJJjJuJi 

. vty -11 





















































IP : 19.168.1.1-> 
Mask : 255.255.255.0 
GY: 192.168.1.100 -r 
Interface FastEthemet 0/0 




. ^ (J. 

^ J JJj'ji' jW C> LS^ 

PC 2 


-^ 

<^1^1 ^ jjojL^I 


IP : 192.168.1.1 
Mask : 255.255.255.0 -t 
GY: 192.168.1.100 -r 

ojj.1^1 La£ 



-i^^vHfei iai ,1 


Cisco Packet Tracer Student 


r^Tr 


M. 


f9 ^ MM^ 

1 Connections | 

r^M fl ^Pi 

000000 ^ 00 /1 

y Scenario 0 ■»• 

1 New II Delete ,| 

■nrw-LBK jiaius- soiitob— uesuiiauuii-rype-«=on: 

Ji -iiiiwvsieu; pwi 


9 

Cooper Straiaht-Throuoh 

|l Toggle PDU List Window | 

Itt ► 


dibl^ VI ^S-^jjujL^I jl-g^ C5^ C5^ Aij^)ia]| 0 ^ 1 ^ 

J ^ ^ ^jii J 0/0 L>^J^V^ ^<jL^LiJl 

^Ij Vty ^jii cillli 


jL^ ^ LL{^ U] ^^5^^ JJjl^l jL^ 
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cisco 2811 {MPC860) processor (revision 0x200) with 60416K/5120K bytes of memory 
Processor board ID JAD05190MTZ (4292891495) 

M860 processor: part number 0, mask 49 
2 FastEthernet/lEEE 802.3 interface(s) 

239K bytes of non-volatile configuration memory. 

62720K bytes of ATA CompactFlash (Read/Write) 
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SOFTWARE (fc2) 
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- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


Router> _ 

[ Copy I [ Paste 


Router > enable 

Router # show ip interface brief 

4“ill La£ 

df Routerl [ a iB S J 

Physical | Config | CLl | 

lOS Command Line Interface 

Compiled Wed 18-Jul-07 06:21 by pt_rel_team 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


Router>enable 

Router#show ip interface brief 


Interface 

IP-Address 

OK? Method 

Status 

Protocol 

FastEthernetO/0 

unassigned 

YES unset 

administratively down 

down 

FastEthernetO/1 

unassigned 

YES unset 

administratively down 

down 

Vlanl 

unassigned 

YES unset 

administratively down 

down 


Router# 

Router# 

[ Copy I [ Paste 


^ ^ i 



































0/0 JjVt Interface fast Ethernet 2 jVt - 

J <L « . u l1j ^jaiul 0/0 JjVl ^jSiul QsJi 0/1 J 

. ^ (jVl s-y^jj 

. j^ljVI .. 

Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 192.168.1.100 255.255.255.0 

Router (config-if) # no shutdown 


^ Routerl 


\c= m g I 



jLgJal ^ (_$VI J 0/0 cJy*^ J ^ 

^ J up J Aiwtjij ^ (ji cJj^ ^Luij 

^ji'uIll'll ^^1 J 1 AjLaaJ 

. JUll ^ 

Router (config-if) # end 

Ctrl + Cc> tt* ■ 

Router # show ip interface brief : ^jliua 

tj] Jg )^Jui J 


























H 


lOS Command Line Interface 


ouiiJ.j.yLiJ.uuj.uii ouiiuiiuiiika^/ uii^ . -uiik^ ivj.uii onj.uruj- 

Router(config)#interface fastethernet 0/0 

Router(config-if)#ip address 192.168.1.100 255.255.255.0 

Router(config-if)# no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/0, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/0, changed state to up 

Router(config-if)# 

Router(config-if)# 

Router# 

%SYS-5-CONFIG_I: Configured from console by console 
Router#?liUW 

Interface IP-Address 


FastEthernetO/0 

FastEthernetO/1 

Vlanl 

Router# 


OK? Method Status IProtocoB 

192.168.1.100 YES manual up up 

unassigned YES NVRAM administratively down down 

unassigned YES NVRAM administratively down down 


j up 0/0 192.168.1.100 ^ ^ - 

(^5^ ^ j j VI (J^ (jVl 

^j^l ^Ij vty cJ^Vl ^ 

: S vty -SI JJJ jl • 

- j-<^ijVi ^Sfi 

vty -II jjj Cljbl:ic.l 

Router > enable 

Router # config t 

Router (config) # line vty 0 

4 ^^1 0 ^LjaLj (jl Wiun t^ijl ^ ^ *13? 1 0 

Router (config-line) # password ciscol23 

Router (config-line) # login 

Router (config-line) # end 

Router # copy runnii^-config startup-config 

























^ La£ 
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Copyright (c) 1986-2007 by Cisco Systems, Inc. 
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Press RETURN to get started! 


RouteriS feiabl^ 

Router#config ^ 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config) #line vty 0 

Router(config-line) #password 789 

Router(config-line) #login 

Router(config-line) #end 

Router# 

%SYS-5-C0NFIG_I: Configured from console by console 

Rou t e r # e?0p^THBHBIi^:on f 

Destination filename [startup-config]? 

Building configuration... 

[OK] 

Router# 


[ Copy I [ Paste 


j PC 2 (yvjtal) ^UJ) JlfaJl ^ )JA Jxj - 

; Sj^^l jA ^ Command Pron^t 


^ Cisco Packet Tracer Student 



rfv ■ 110^ 

I Connections | 


000000 ^ 00i/' 


Copper Straight-Through 


4) Scenario 0 ▼ Status Source Destination Type Color Time(sec) Periodic Num 


[,^ New J[ Delete ] 

[ Toggle PDU List Window | 


DOS Command Prompt ^ j 

jfl l) cJj> ^J ^jVuki ^^-jujLuj ^ 


^ w 





































































































I Routers I 

^9*9- 


• e La^ CS^ (JjajbuHl A^lUll ^)-aljVI ^jilui (jVl - 


LABvty 

TP ; 192.168.1.1/24 

Mask; 255.255.255.0 
GY; 192.168.1.100 


Time; 00:02:18 I Power Cycle Devices Fast Forward Time 


I Routers ~| 




Desktop I Software/Services | 



ommand Prompt 


Packet Tracer PC Command Line 1.0 
POtelnet 192.168.1.100 
Trying 192.168.1.100 ...Open 


User Access Verification 


Password: 

Router>| 


1^ i^' 'PS 


_ Delete 

[ Toggle PDU List Window | 


St Status Source Destination Type Color Time(sec) Periodic Num 



PC > telnet 192.168.1.100 

A .nK lA\^ I ^ . .. J As.1 J ‘ 

789 VI LgJLjJaj ^ 

JSjj JjJj^I I^A (. J yty -SI djbl^l ^^>ia 

dul j djUl^l 4-^1^ j ^jjuj ^)ijaui j 

^La^l4-ix^Li. ^Ljal ^ JjJJ^)^l 1^ jJj WlJ L_lJjuJl 1.^ J JJjl^l jl-g^ (^5^ 

^jiluj JJjijil J L<i (JLl^VI Jjijuoj] ^.iklLuaJ SSH J 

Jb^ajVI Vty l)A jjL^LiJl djbl^l ^ J AjjL^LiJl ^jjudJ 

jijuLc J 


^ u 


















































































































Routing 

♦♦ ♦ 


: Routing 

^ djLuLua^^All ^ djLS^jjulSl L ■j<^ j 2ui^t dijjiiVi ^ Ji« M= 

j L^lij ^ a<ua\\ Packet ^u^ ^^j^j / Lijl£jjai]| 

lIjIjIjui^ 4x> a Jjl^I ^Jjllilj 1 I>^jt 

Um\I l 1 ijI£ ^ C. 5 ^ C 5 ^) (J^ Pftcket cJ^ ^ 

jLud^l ^ 


U Packet -i' Aj^jjil\ J jjjljll jLg^ : • 

^1 C5^ U’ C5"*"^ C5^ ^ QJ ^^1 <alli^l 

^jl^l J ^jg ^ JLj^aU ^C-fljjuj V)j Cljl£jjai]| (J^ 

sj I nterface .i^U ^^ ^La ^jil\ ji 

^L Ua j iS^ji ^U-<^U (.**iKjui\l ^ iilUA (jj^ (ji <. j>j 

. >j'J' o^UJt Routing Table jllll J 


Jj^ <.u^ jjjtjlt jL^ : Routing Table Jj-^ • 




'J' 


il ui «a 


■A<^ 


Oij^ Jj^ ^ .i<iitj J Routing Table 
Packet ^jUa ^ Jj ^jcJ^ l 1 jI£.^I Li djliLui^l 

_^-iauL^ J£jklj 


: Routing Table dj^ cjLjja^ • 

J LgJt^ ^ 1^ n^)^l Cljl£jjal]| ^jUc« C** ll g -NA^ jllll Jjl^ 

,Sj£L]| ^ 

TCP/IP C5^ A^fjo]! IP Jiic. J£ ^ 

^djLg^^^^l Jaia (jj^j 

^l^^juj LgJ ^Ljj^Vi ^\)>> c.5^^ ^^Lli W Ip o^ \\ W ^L'n*uj>iI ^jj -£ 

^)i.l A-^^^ q\j1c> j] ^^jjoiL^ JjjL^jli LjjjujLaJI La 


jj^>i (route print) jW*^' Jj^ l>^6^ 

Ajl^ cULLil cIjLl^I ^ :u:i*]| j j ^1 ^iLuaVL (command prompt) 

.route delete, route change , route add : Jl 

\ g a.w ^ C5^^ "L^Llj Lg-L^)*j ^alL ^jiaju -1 






















: • 

. j£ 

j'jjc. j) ^L^l 4^j]l Liijl£ 5 . 1 _^ J Network ID 

4^j]l ^jj (_5j^l 

network IP -^' u' mask -1' ja j : Network mask 

IP 

A^Ull : Gateway 

dip. L^ JUijVt Interface ^ : Interface 

i^jc^ C *VwVi Ij£ ^1 Lg) A^u'l\ (j^ l_LujL^ U’ 

Interface (> lsj^. 

^ ! IVIetric 

(3:i^>ia]| ^.iklLuaJ jLujjVI As^ 

(jjlun metric ^ Directly attached network IDs 

^ (Jjuj^)^l jLiic*! ^)ijL^I j\ 

L^ (yj^\ (^ 5 ^ ^) djUl^l jUli-l jA router Cy^ • 

Jajjj <j| ^1 ^iLubj IP address C 5 ^ ^jijj 

j token-ring j Ethernet ^ilii^l data link layer a1^\ 

^Lij <jj ^ 13 ? J’ JljL^ajVI A-iL^*j • 

I Cy^ Cy^ C5^ 










































































- ^ 

djU^I j) ^4^ JI 4 ? 1 ^ :Direct Connected 

^)jujLi^ JljL^ajI Joid lIjIjI^ I Vj U^ S^)jujLi^ ^ ^ 

jU^jIL) " C " Jj^ '^>“J UJ^ J, J^j'J^' <^) iJ^j^ c> 

^jbj ^Lui^ ^jj V 'bj (_g-»-aj (0) ^j'-^V' ^LjiJI uj^ j (Connected) 

^^)juoLi^ (^) J (j^ (JLl^I <jj djl^^ V J 

j^ljl cirijia JL^I rStatic Routing 

(,j£julj Lljt£jjud]| (JL^^jVI VI A^JjullI 

^J^judj jllll l)j^ ^Ludjj 4y ^L^l ^ i^jLuj Lg jl djV4j* q ^j4 u^ 
cJ^-^ ^J’ ^Ljaj L<i.lic« J 

^LulaII uj^ J (Static) jlj^^ai^i ” s ” c-bj 2 kj A^jiill Jj^ ^ Ia 3 ^j 

J u*MI JJ cjui"\ ji (0) UJ^ djl^^ikll J (J) ^jIjVI 

.4j jl^vi 



j^ (jl>i^ <^1 JIj^VI (> ^>i]l 1 ^ iDefault Routing 

(JljL^VI cJ' ^ uj^ Leslie. jl liL 

(JLl^VI dibl^j 4y ^L^l ^ Sj^ <£^ ^1 ^ V A£u4^ 

^jj*^ C1 jI£jju^I ^ cJrfJ^J^l (Jx^alLi (jj£j J^ 

4Jc. c5^l A^jjoiit (jt J^ ^c^ {JLl^VI L<i.iic« lIujIIjVI ^I l1^ 

c^ J ( 1 )uj^ ^Lud^l ^ JLl^VI I-^ cJHa ^)^I I^ ^^^I I^ 

ip : O.O.O.O mask : > u'^' " S " uj^ Jj^ 

^ ^1 ^Ij^t .OA Gy : 192.168.1.100 -S' j O.O.O.O 

dujliVI 


Lijiic. (JIa s^>jiU^ JL^I ^-L^aiLi j4^l cijI£^JIj JL^VI : Dynamic Routing 

V djl£jjul!l 6^ (^^)£|| ^ Q^^ ^^)£,l A£jjuj ^ 4 q1^ A^JJUJ IjJ^ ^ 

djVj£j4 \)) L<i (JLl^I 4-^ (JLl^I -lajj -kg nj 

^ lIjV j£j 4J^>4ll C3:^^>^ O^ c**iKjui\l lli^ -^^1 J^l 4j^l£Jl 

diljl^j J (3^LiIaJ J (^jVI A£fkll!^ C5^ Jdiljl^j j / 

J djl^jjkilt C5^ c_b^)jL!l]| ^ilA Jj£jjj^)Jl ^jjaib A-iil^l 4< u*:^\l ^ djbl^VI 

<£jjj[i]| (j^ ua\l L<i jiil (J£jl 4 jii 

4^4juj c5^I l) djUicJ^Vnui AjI A^jlill Jj-1^ ^1-4 

^jVuki Aj AjL^Li ^Lal^ ^ J C5^ 1 g Ijgg 

^^ J J 


























: Dynamic Routing - 
j Dynamic Protocols ^ JU^Vl 

•loJXJ ^aJbui j ^LbiuJI j 4x-^)jbu]| ^ <>J 111*^ (.5^ ~ j ‘ ‘'O"' 

6^ ^jSLuj Packet j cJ^ AjLaC. 4x.^)jbu]l (_g-lc- Vj ^LbU-all 


cJj *'?• ^LuuJl 4x-^)juill AxJxj 

cr"^' ^ j-^ J Link Status Protocol j^ ^ ( 3 ^'^' 

^ AiSLuL^all ^ A^'^^joill ^ dj^ 

A > >>\ l ciiVj^jjj^)^! 6 ^ EIGRP J OSPF ciiVj^jjj^)^! 

Ai3LuL«a]l dul^ ^ ^ ^ ai Li\ a\\ ^ ^ 


(JjA^I 4x.^)jbuil Vj ^LbJiAll (_gic- XaJsiJ (_5^^ 

^^g-AjouJl liA cjajj ^j^ J Distance Vector j ^ 

cliVj^jJjj^t ejlA RIP v 2 J RIP vl J IGRP -i' cliVj^jJjj^t 

JjoJl Vj ^Louall ^ 

Interior ^jj '-^' lU*j iDynamic Routing 

Exterior Gateway j Gateway Protocols 

^ (Ja*j ciiVj^jjjjj J (Ja*j diVj^jjjjj Jl« Protocol 


Interior Gateway Protocols Exterior Gateway 

Protocols 

Distance Vector Routing Protocols Link State Routing Protocols Path Vector 


Ciassfui RIP IGRP 


EGP 

Classless RIPvZ EIGRP 

OSPFv2 IS-iS 

BGPv4 

IPv6 RiPng EIGRP for IPv6 

OSPFv3 IS-IS for IPv6 

BGPv4 for IPv6 


Classification of Routing Protocols 


4^UJ1 ftiA Jj£jjj^ J£ ^jdn ^jsLj Classless j Glassful -5 - 

djVj 4 j^>^l (J^ AjjL^LiJl ^^)jaiJ ^J , rP 

UY 
















Protocols -S' • 

: (ij^' j Routed Protocols 

^ j U Packet -S' ^j>^' ja :Routing Protocols • 

^ J OSI -S' ciila^ fjA Network Layer 3 cy^ 

(JjL^^ a \\ lIjV^ Packet 

Ia lIjIa^^LlaII 

j^Ult J Data ^^WS' l 5 ^ : Routed Protocols • 

j) (Jja-uuj ^jij <jj ^'i» A\ iQ'^9 1" 1 g >1 cLil^jl^l 

. Routing Table Jj-^' 

^j^tj^t ^ : iTiVjSjjjj^ ia^ ‘-V;*j tiVjSjjjjJi ^ u • 

dlLg^j-all jl JJj'^' (. 5 ^ J <■. ‘ ' g'< 7 > ^aJJ (—fljLstXall 

,'" ‘ JLb^allV' ^ •^'v' ^1 ‘ ^ La (3'asJI ^aJJ 



Routing 



ur 























static Routing IPv4 

! Static Routil^ Ja*J j ^ - 

Cisco Packet Tracer -5' ojjjjIj ^ji- «.Uu ^• 

Lg^jaaj J j^j'J f J Student 

I dll^jjoill (J - ^V' dll£jjulll (J£ (J* *' J A^lllll La£ 


JT.P H 


o o ^\m\ 


Set Tiled Background 




r^igM 

2^1 

RoulprO 


- — — — — - 10 . 0 . 0 . 0 / 8 -- 


1 

2Ai 

RouKrl 


PC-PT 

PCO 


295( r-24 
thl 


PC-PT 

PCI 


a 

X 

Qv 

^ • 


« 1 

III 1 

► 1® 

Time: 00:03:31 | Power Cycle Devices Fast Forward Time 


Realtime 


I Routers | 


SI S1^' ^ ^ S 

^ Scenario 0 •»• 

1 New 11 Delete | 

Fire Last Status Source Destination Type Color Time(sec) Periodic Num 

-1841-^ 

1 Toggle PDU List Window | 

« !- m -! t 


1 ^\\c^ ^Uj ^Vnui dibl^VI 


^ (^\ LgJ A^\kl) c**iKu*ri CLi^U Uj^ ^ 

: Network (1) 


uiJ) • 


jVl jtIP: 192.168.1.0/24 


.^1 jl^ Mask: 255.255.255.0 

(_>^jjjVl (_ylc. jj U li* J tjtjjc. gY: 192.168.1.100 

jW- C5^j j^j'j^' jW- Cy^ fO/0 

<Ty^> (4^ OJA Jib ^ ^1 Sjf^Sfl ji jjjjj^l JI4A 

; Jlut^l 


PCO 

. jl^t IP: 192.168.1.1 
.^t ^Ua Mask: 255.255.255.0 


Ui 




















































.jjjljll ^ jljii gY: 192.168.1.100 


^ La£ 



: Network ( 2) • 

IP; 192.168.2.0/24 
.^£^1 Mask: 255.255.255.0 

L>^j^V' Ls^ JJ U liA j 4£±ii]| ^1 jj jl jjc. gY: 192.168.2.200 

jL^ jjj) j\\ jl^ ijM fO/0 

<Ty^> 41^1 di* (Jib ^ ^1 Sjf^Sfl ji jjjj^l JI 4 A 

;(Jlu^l 


Uo 























































.^1 Mask: 255.255.255.0 

0'^ GY: 192.168.2.200 
Um Sj^i ^ US 



: Network ( 3) • 

La j j (_5ijVl A^jjJoll La iajjLuj ahA 

JJjl^t ^_yJc. (J^jSiul (^Li]t (JSjaJt ^_ylc. <£fiud]t cLa j ■ 

jjjljll ^ fO/1 jiiVI f J Router 0 

Jjijiij J Router 1 >jlJ^j Router 1 

. Router 0 jjj'j^' fO/1 ^_y^Jlj'^\ 


U1 

























































^ IP; 10.0.0.0/8 

jiSjlj]! fO /1 U^jii ^ ^ c^Vt liA GY: 10.0.0.1 

.Router 0 

fO /1 ^ ^ GY: 10.0.0.2 

.Router 1 <. 5 -^^' 

. 0 :jj 2 jlj]t ^£^1 ^Ua Mask: 255.0.0.0 


Router 0 0^1 


^ RouterO [ g | @1 ^ | 

Physical j|^ Config 1 CLI | 

lOS Command Line Interface 

to comply with U.S. and local laws, return this product immediately. 

A summary of U.S. laws governing Cisco cryptographic products may be found at: 
http:// WWW .cisco.com/wwl/export/crypto/tool/stqrg.html 

If you require further assistance please contact us by sending email to 
export@cisco.com. 

cisco 2811 (MPC860) processor (revision 0x200) with 60416K/5120K bytes of memory 
Processor board ID JAD05190MTZ (4292891495) 

M860 processor: part number 0, mask 49 
2 FastEthernet/lEEE 802.3 interface(s) 

239K bytes of non-volatile configuration memory. 

62720K bytes of ATA CompactFlash (Read/Write) 

Cisco lOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version 12.4 (15)Tl, RELEASE 
SOFTWARE (fc2) 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 06:21 by pt_rel_team 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: 


192.168.1.0/24 ^ c#' C 5 ^jVl jVi - 


uv 




























Router # config t 
Router (config) # 
Router (config-if) 
Router (config-if) 




interface fastethemet 0/0 

# ip address 192.168.1.100 255.255.255.0 

# no shutdown 

LaS 


^ RoutetO 


a I 


Physical | Config J CLI | 

lOS Command Line Interface 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


Router>enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router (config) #interface fastethemet 0/0 

Router(config-if)#ip address 192.168.1.100 255.255.255.0 

Router(config-if)#no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/0, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/0, changed state to up 
Router(config-if)# 

[ Copy I [ Paste 


. fO/0 192.168.1.100 ^ L^Vl j ^ - 

. Router (config-if) # exit ^jVI - 

■ 10.0.0.1 (/VI fjii J fO/1 ^ (jVl - 

. Aj) ^ ^ u^j^l ^ jj^l 1^ 



2Stl 

RoujerO 

fQ/O 


UA 

















Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/1 
Router (config-if) # ip address 10.0.0.1 255.0.0.0 

Router (config-if) # no shutdown 


LaS 



. fO/1 a^j^V' Ls^ 10.0.0.1 (/VI j (Jji^ ^ o^\ - 
. Router (config-if) # end (3^'^' l $ ^ecjV' - 
.NVRAM 3) 6j£tj RAM 31 Sj£lj ^>0 j ciibl.itVI iiia. AjLwu ^ ^jVl - 

Router # copy running-config startup config 

Router# 

Router# 

Router#copY running-config startup-config 
Destination filename [startup-config]? 
Building configuration... 

[OK] 

Router# 

3/tCuJ ^ Router 0 (_5-ajb«.All ^jl^l Cllbl.ic.1 d-astJ lUaa 0.1^ 

^bli fO/1 ^ J 192.168.1.0/24 fO/0 

)r‘\ 





















jpjl jil Janj jVl J£jij Jjjl j]l ^ ^ b'^ J 10 . 0 . 0 . 0/8 

jjjl J£ ^ 4 -iJ^jj J (jjjjaj^V' <- 5 :?*-*^ J Router 1 


Router 1 0^1 

(JLa£jjb«Vt AjLutl No ^ j^-?' (.5^ AsiJ 

192 . 168 . 2 . 0/24 c^' ^jl_jjc. iklj ^-^Ajjdll 4 jU» 1 ^jiLoi ^jVt 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 192 . 168 . 2.200 255 . 255 . 255.0 

Router (config-if) # no shutdown 

Sjj.1^1 ^jk LaS 

dP Routerl _ | ^ I fSil 

I Physical I Config I CLI | 


lOS Command Line Interface 



. fO /0 L>^>V' c> 192 . 168 . 2.200 c^V) j ^ J^\ - 
. Router (config-if) # exit (_ 5 jiaLAll ^ u*'^' - 

■ 10 . 0 . 0.2 fjii J fO /1 L>^j^V' u*'^' - 


. ^ Aiajj ^ JS ^ j>uJl iJA 


^r. 





























Router > enable 
Router # config t 

Router (eonfig) # interface fastethemet 0/1 
Router (config-if) # ip address 10.0.0.2 255.0.0.0 

Router (eonfig-if) # no shutdown 

^ Routerl 

, Physical | Config j CLI [ ~ 

lOS Command Line Interface 


Router>enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router (config) #interface fastethemet 0/0 

Router(config-if)#ip address 192.168.2.200 255.255.255.0 

Router(config-if)#no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/0, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/0, changed state to up 

Router(config-if) #exit 
Router (configlHBterf ace 

Router (config-if) #lp addrBHnHHHBHI 255 
Router(config-if) #no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/1, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed state to| up 

Router (config-if) #| _T 

Copy L Paste | 


. fO/1 10.0.0.2 j ^ u*'^' - 

. Router (config-if) # end (ijLJt (jjiuiJt ^ u*'^' - 

.NVRAM -i' (^) RAM j elibl.ic.yt ja-sa. AjLuij ^jAjjui - 

Router # copy runnii^-config startup config 



















Routericopy running-config startup-config 
Destination filename [startup-config]? 
Building configuration... 

[OK] 

Router# 

^ Router 1 d-aaj LLaS 

fO /1 ewajiliVt Jjut] ^ J 192 . 168 . 2 . 0/24 fO /0 
jjj) j\\ \ ^ J 10 . 0 . 0 . 0/8 


‘ ^ j"' ^ J djxjJuJ A^laxJ l_Lai • 

aJL^I 0 ^ claxj A^A^IaII A.£jjJAI j (. 5 ^ 

^ 192 . 168 . 2 . 0/24 ^ V 192 . 168 . 1 . 0/24 ^ 

A£^t J La iaJ^ ^jaIui j 10 . 0 . 0 . 0/8 A^fiudl] 

J cllLaji*-all (J>iLj J ^>>3? \\\ \ U (JU^AVI tj.a (j£.ajj] A jltlll 

J ^ j^' lUc- j Static Routing j-^' ^j^' jVl U> 

CjIaIac-I a.|A^ 1Till ^xa^ (J' ‘ ' A-A^ ^ajAl cJ^ CjI^JjJAI L-aj^)XJ 


^ ''U. ^ 4_A,aC, 1,1^ 1.1^ A..a^^l *_S^)xAj ‘ ^ j $.Ia^ * 

: cAll^l 

Router # show ip interface brief 

^jj^Llc. d' (2 ?~ 6A^^^^.AI ^LlAI ^aaJLuij ^)^VI 

Up or Down V lUa ^ Ja l^U. j caI jjjjli saj^jAI ^ 

Router # show ip route 

aAh^jAI eijl£jjuAt J jjjl^t cJj'A^ ^-^^Aua ^><aVl Iaa 

Router # show ip protocol 

jJjl^t A_l^jj]t taAaJLaiAt CjV jJj^jAI j_)ia^>*J ^A^AjjA ^)aV1 

Router # show running-config 

d-axj (^5^1 cJj ‘ cs^ dllAlAc-Vt ^_ Aa cJ^ ‘ °'' ^^)xA ^A^AuA 






















\ ^ Router 0 C 5 ^ (Jj)^>\i ^j)Viui - 

^ ^1 cixiaij J^l djbl^j 1 ^ jij ^1 Jj jl^l 1^ ^ ^ 

^ (J^Loui ^1 (.^I.Wj V <£jjai]| ^Lukaj J c_ijj*j ^ 

; ^lUll ^Vl ^ J 

Router # show ip route 

Router 0 Sjj^l ^ US 


^RouterO p I^ ^ 

, Physical | Config j CLI | 

lOS Command Line Interface 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 04:52 by pt_team 

Press RETURN to get started! 


Router>enable 
Routerf ^how ip rout^ 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, lA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C 10.0.0.0/8 is directly connected, FastEthernetO/1 

C 192.168.1.0/24 is directly connected, FastEthernetO/0 'I 

Router# , 

I Copy I I Paste | 


J 10.0.0.0/8 oiA - 

A^Ij ^ ^ i ^ oi 192.168.1.0/24 

^ ejlA ^Ljaj ^ ^ Aj) ^ 192.168.2.0/24 u' 

4.^^(jl ^ JljL^ajVI (J-liSjjul!l ^JaJJjudJ V ^UJl J 

<Sjjai]| (Ja aSIIj 4-^ (AjIjIac^VI a-iL^ ^lAii 

^Uj ji V ji Router 1 192.168.1.0/24 

^jAjjoj ^Uj J jUll J Router 1 JJj'j^' cs^ d 


^rr 
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Router>enable 

Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, lA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C FastEthernetO/1 

C ^92.168.2.0/24 Ts^aLreccly conneccefiT ] FastEthernetO/0 

Router# _^ 

I Copy I [ Paste 


Jac. ^ ^ 192.168.1.0/24 

: Static Routing jVt - 

. Jasj Router 0 u*'^' - 


Router > enable 
Router # config t 

Router (config) # ip route 192.168.2.0 255.255.255.0 10.0.0.2 

J ‘ V' ^Ljal ‘ClLaxJ ^}.ay I 

j 10.0.0.2 ^ f j ^Ua 

J 192.168.2.0/24 j 192.168.1.0/24 U 

CLlIJ11 (J-ailj (jl ‘ j La (JLb^VI ■ ■’ (J£juill 

. Router 1 


Router (config) # end 

Router # copy running-config startup-config 


)ri 

































Router 0 Sj^^) U£ 


lOS Command Line Interface 


SOFTWARE {fc2) 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 
Compiled Wed 18-Jul-07 04:52 by pt_team 

Press RETURN to get started! 


Router>enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 
Router(config) #ip route 192.168.2.0 255.255.255.0 10.0.0.2 
Router(config) tend 
Router# 

%SYS-5-CONFIG_I: Configured from console by console 


Router tcopy frunnina-confifll^stBlti^-cbnfi^ 
Destination filename [startup-config]? 
Building configuration... 

[OK] 

Router# 

Router# 


[_ Copy [_ Paste 


^ djlSjjud]! 

Router # show ip route . V j\ 192.168.2.0/24 ^Luaj 

: Router 0 Sjj^l ^ US 

^RouterO [ o iP S J 

|i Physical ], Config j CLl | 

lOS Command Line Interface 

Routertshow ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, lA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C 10.0.0.0/8 is directly connected, FastEthernetO/1 
C 192.168.1.0/24 is directly connected, FastEthernetO/0 

F (192.168.2.0/241 n/Ol via IO.Q.0.2 

Router# 

Router# 

Router# 

Router# 

Router# 

Router# 

Router# 

Router# W 

Router# 

[ Copy I [ Paste 

^ J 192.168.2.0/24 ^ ^ - 

A ^ ^ (jVl 10*0.0*2/8 









































jjjtjlt Router 0 j^j' j 

^ 192 . 168 . 1 . 0/24 j lUu j 


^1 Juu Li ^jJ ^) JJjl g 7k\ (JliLVI ci^ 

jk:! jUJI ^ ^1 d^l >11 Next Hop -St > tiA [ 1 / 0 ] 192 . 168 . 2 . 0/24 

3^t ^ <j) -1^1 J ^3^ [ 1 / 0 ] ^t3^l ^LuJl SjjjL^l > 

(3^ Lg ^jt J (J^ ^)^t t\t jLud^l (JjL^alLG 


4 -^jSll A-iLa*j ^ Router 1 

^1 C^J"^t A-l^jIill djLI^j 4jlx>3r \ (jl cJ^ 3^jt^l 1^ 

> J^Loui ^1 V A^jjoill ^Ljaj J L_ij^)*J > 3^ J^^t 

: JLili jJ^\ J 


Router # show ip route 

Router 1 Sjj^l > LaS 



dibljic^VI ^ ^ 192 . 168 . 1 . 0/24 V s LS 

. > ^UJI 

: Static Routing c 5 j^' djbljic^) jVI - 

. ^^Lill djbl^VI (>u Router 1 j^jtj^l > Lp^ u^^t - 

• ^Uli j-<^tjVI ^c)^t 

Kn 






























Router > enable 
Router # config t 

Router (config) # ip route 192.168.1.0 255.255.255.0 10.0.0.1 

Router (config) # end 

Router # copy running-config startup-config 


Router>enable 
Router#conf ig t 

Enter configuration commands, one per line. End with CNTL/ Z. 
Router(config) #ip route 192.168.1.0 255.255.255.0 [TO ■ 0 . 0 . l| 
Router(config) tfendl 
Router# 

%SYS-5-CONFIG_I: Configured from console by console 


Router#copy running-config startup-config 
Destination filename [startup-config]? 
Building configuration... 

Router# 

Router# 


^ .IxJ 

Router # show ip route . 192.168.2.0/24 


Router 1 Sj^^) ^ US 


^ Routerl [ czi iP ES j 

Physical j Config j CLI | 

lOS Command Line Interface 

Destination filename [startup-config]? 

Building configuration... 

[OK] 

Router# 

Router# 

Router# 

Router# 

Router# 

Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, lA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C 10.0.0.0/8 is directly connected, FastEthernetO/1 

I I 

C 192.168.2.0/24 is directly connected, FastEthernetO/0 = 

Router# 

Copy ^ [ Paste 3 


KV 






























192.168.2.0/24 ^ 192.168.1.0/24 ^ • 

Lljl£jjjl]l ^ ^ ^ UJ^ 6.^ 10.0.0.0/8 

J’ 1 g ;>Jo3r \ <Sjju 1]| jLllil • 

jLiii.1 ^jii j (^5^ l)^ jViui j lJ^ ^ 

Pii^ ^)-aVt (^^)Ja qC- 4.£jjui]| 

jA La£ Ping (JJ^jia qC- Vji ijii ^ (Jl >^‘ll lI'**-^ • 

: aJc^\ s jj^t 


Router 1 o-^>?■ 10.0.0.2 Ping cUv? ^'-a Router 0 

uj^ ping -^' u*'^' JL^Vt ^ <j] Success ji' 

.s^lj packet ^ packet 4 J * 5 packet (> 


packet -5' Jj^j -i^V 192.168.2.200 ping lU^j L^' ^ j 

192.168.2.200 5 packet J ^ ^ (,j£judJ 

[ (_Jijuj| S^j) )>^\l (_j£juJj 


Router 0 


1 ^ RouteK) _ _ ___ _ _ _ _ 

Physical | Config | CLI | ' 

lOS Command Line Interface 

Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 04:52 by pt_team 

Press RETURN to get started! 


Router>enable 
Routerfping 10.0.0.2 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds: 

Tin! 

Success rate is 80 percent l ^(4/5)^ round-trip min/avg/max = 0/0/0 ms 
Router#ping ( ^^168 . 2 . 20Q| 

Type escape sequence to abort. 

Sending 5, lOO-byte ICMP Echos to 192.168.2.200, timeout is 2 seconds: 

(OHD 

Success rate is 100 percent ( 5T5J , round-trip min/avg/max = 0/0/2 ms 
Router# 

Copy | Paste 


jjjlj ^ clllSjjilt ^ ij ■ ^1 tkiajl ^)iajl 


jUll 


^jij - 


: ^Ult Sj_^t ^ ^ Router 0 


^rA 


































Router 1 


lOS Command Line Interface 


Router>enable 
Router#ping 10.0.0.1 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 10.0.0.1, timeout is 2 seconds: 

I I I i I 

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms 
Router#ping 192.168.1.100 
Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 192.168.1.100, timeout is 2 seconds: 

I I I I I 

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms 

Router# 

Router# 

Router# 

Router# 

Router# 

Router# 

Router#! 


'A^u% ^ PC 0 CJjJuiLaJl jL^ (jM ping 

j jA\ PC 1 jL^ pii^ J1 ajLxj ji j 192.168.1.1 

; ^ ^ 192.168.2.1 


PCO 


jP PCO 


I ^ IIHI 


Physical | Confi'^ Desktop | Software/Services" 


Command Prompt 


POping 192.168.2.1 


Pinging 192.168.2.1 with 32 bytes of data: 


Reply from 192.168.2.1 
Reply from 192.168.2.1 
Reply from 192.168.2.1 
Reply from 192.168.2.1 


Ping statistics for 192.168.2.1: 

Packets: Sent = 4, Received = 4, Lost = 0 (0% 
loss) , 

Approximate round trip times in milli-seconds: 

= 13 


wm 


iQSfininiini 


veraae = 


T 


B 


bytes=32 time=0ms TTL=126 
bytes=32 time=0ms TTL=126 
bytes=32 time=0ms TTL=126 
bytes=32 time=13ms TTL=126 

















































. 168 . 2.1 PC 1 

. J^l£ Jl^j 4 packet 

nVi PC 1 (j.® ping -It AjLuij ^j)Vnn 

j jA\ PC 0 SJjW Ls^ pii^ -^' f j^ j 192.168.2.1 

; ^uii ^ jA ^ 192 . 168 . 1.1 




jjll ^ 192 . 168 . 1.1 PC 0 c>» -ijit ^ iaa.V - 

. cUl£ 4 packet 


. Static Routii^ l>"j-^ c> ^ ^ jj^ I^U 

.^Ij j ^1 ‘ _ '•^ j 1 . 1 ^ 1 .^ 1 . 1 ^ ^).ol dlLla^^La]) j A (j^* J 

(J» ‘ ■' I^La °'' ^ Axa ^ ‘'•^ tl 

^UUl j^Sfl Static Routing -J' l 3 :!j^ o^ ^Ljaj JU. ^ • 

Router (config) # ip route 192 . 168 . 1.0 255 . 255 . 255.0 10 . 0 . 0.1 

^).al J ^ ^' ‘"“tl ^1 jjc, A<u»J J LLoS ^).aVI • 

La ^jSLuj J C^'^t (j.a (Jaj ^SjjujJl (Jj^^alLall (jj^jAiVl (, 5 ^ 

^ /) ^ ^ ^ 

■ ^ V> .*• 

Router (config) # ip route 192 . 168 . 1.0 255 . 255 . 255.0 10 . 0 . 0.1 


^ i . 




































Router (config) # ip route 192 . 168 . 1.0 255 . 255 . 255.0 fO /1 

C5^ •lal T -.a j (Jjb^lLa Ja^V 

^_yJc. jLaJC-Vl j ci-aaii ^ iij <lLaJl e^A ^ CT^ cJjVt 

Ajyi .i*j Vj jj^L^ (jLk^Vl ^LaJt eift 


,Jjjj^l ^ ojj^l 0^ ^ C^J (Jj^^ SjjA^I ^ 



I ro /1 - 

2Elll 
Rou jerO 

192.168.1.0/24 

■ 


10 . 0 . 0 . 0 / 8 - 


— — —- fO/l-»| 



2EI11 


Roujerl 
192.168.2.0/24 

I 


Dynamic Routing IPv4 

CjUjk^l jluiA Jj£jjjjj 


RIP = Routing Information Protocol 

4 ^ _9 u^j ^ jLuia ■ RXP 

J AjLlxji^ ^ j ^LuJ^l J \ 

^ RIP -51 L>^ (jl-^ J lIjIjIajl^I 

.^l^l jl^VI 

^l^lkluaVI ^ J RIP 2 

Jj£jjjjj J (OSPF Vj) jLui^ ^)jL^a 3 ) 4 J djLiiij 5 a 

J IPv 6 RIP -SI Jj^jJjjJ ^ <:iuaiJ jl:i^) ^ La^ IS-IS 

.1997 ^ 1 -^ ^ (c-iSl^l lS: 1 ^I RlPng) RIP cJj^jjj^)fj L_i^)*A]| jU*^! 


^ i) 
















J RXP l)C5^ I Aj^k^lj 

jLiilil Jj) jL^^LuiJI j) (Bellman-Ford)^ jj'j^ 

. ARPANET (> ^jVl jill ^jjl 1967 

djlj))^^ C_Lla^ ^ 6^Lula]| ^Ijljuj I RIP ^ J ^ ^ 1 

RIP -11 Jj£jj^li V L<i ^) A K ui^ (. iWM j ,A^jliU ^LiL^ 

.A^^^1 L^ ^J ^Lui^ ^ 

Ljajl w^\l ^ RIP,l)_^_^_5^ 15 ^j^.ajl)>la]| cIjI^)^^\\ ^ 

cij^ RIP ^ RIP -^' cJj^j^jj^ 0^ c^' ^ jl£jjal]| ^-0>L2k ^.W\l ^ 

,l1j1jIajl^VI 520 ^j C5^ j .aj (j-^LiJI (Jiill Jj£jjj^)^ UDP cJj^j^j^ 

Application cijllifLaii]| a 1^ ^ j ^juLuJI ^ Jj^j^• 

. Layer 

Distance Vector ^jj'j^ C 5 ^ j Jj^jiijj^l 1^ • 

. Protocol 

Lljl£jjal]| ^jUc. jAauuJj A^ ^ A^jlill cJj^ ^ J cJj^ ^l^lklLujU • 

.Routing Table jl^l j 
. 120 RIP -S' Jj^j^jj^ -S ^j'^V' ^ • 

jLoiJI Hop Count -S' (Metric) ^j% • 

jLud^l SjlS^V' j'^' 

, Sji^I j]| ^ JJjlj 15 ^ J jJjj^' '^ ^:n • 

JLuo jj *OW^ J (J:^^ cS^ LljlL.i2kj]| JLuj jU RIP -11 Jj£jj J JJ ^ • 

A-^jj]i (jj^i^ 

^ djljjjlj]| jLoi^ j^l ^jjlji. : Distance Vector - 

c_iS jjU aIujj^ ^gjui J jLui^l ^ J^^'-^'-r^' L<i.iic« Jj-<i jLui^l 

SjiS 15 dilji^l ^ 15 Jaia RIP -S' Jjli ajjoijj j a^ uuSI ^ jS-j^ 

djUl^l ^UlSI ^Vnui o^^ju J fiiklj (Jy^luixtSl ^j%juj 15 ^J S ji^ djUl^l JjjL^J .lic« J Jaia 

. Hop Count 15 (> j^' jjW^ 6^ 

JJj'ji' J dilji^l ^ ^aJ^ !ilj jLai^l ^ JJUJ ^ ^aJ^ V RIP -SI cJj^jJJJJ - 

Lg-L<i djUl^l jLujjU ^lS^V' jLai^l ^ j'^' IjJ-lSa J jLuiaSI SJj^jaSI 

^ JIgjSc> , Rip cJj^jiijjj A-iic* (JjlLg a^ uVi t^isii ^^5^ lSS-^ 

A.^ 

^ tY 





















PC 1 jW sJtjl tjj ‘Ot j-ajll (_g-lc. ClLaS • 

jj 192.168.1.0/24 

? djUMI Jl^jj ^ jU^ jU. ^1 4 jIj. PC 4 192.168.4.0/24 

^_gic. ^ ^ jLuiaII jjiklj ^j'gj ■ ■’ ^^gjtjnJall ^j.a 

eJA ^ jLuiaII J cs^ j"'*^ j jLuiaII Laj^ jLuiaII J 

J^VI (—j^Lb.a ^Lui^l ^Ijj^I ‘ ‘' 


(> JjVt jA ; Administrative distance • 

C5^) CliljljbU.0 ^LoJC-VI ‘ “ jLbiuJI 

jA JaVI Administrative distance -1' jLaiJI ji dj^ ^jlkJl 

Administrative -5' Routing protocol ‘ ^Lud^l 

^l^liJLujlj A \\it x> A^Jjaa ^1 (JjjL^^I .He. (jg\ <J ^j^LiJl distftllC6 

^Lui^ cJ^j cJ^VI AD l)I ^l.iiJLuj| 

2ujbl 



^ tr 










































Admirastrative distance -S' j 


Route Source 

Default Distance 

Routing Table Entry 

Connected interface 

0 

c 

Static route out an interface 

0 

s 

Static route to a next-hop address 

1 

s 

EIGRP summary route 

5 

D 

External BGP 

20 

B 

Internal EIGRP 

90 

D 

IGRP 

100 

I 

OSPF 

110 

O 

IS-IS 

115 

i 

RlPvt, RIPv2 

120 

R 

Exterior Gateway Protocol (EGP) 

140 

E 

ODR 

160 

0 

External EIGRP 

170 

D EX 

Internal BGP 

200 

B 

Unknown 

255 



^ (J jj^ jil AjIc. ^LaJC-Vl ^ J IVIctriC 

Jj^jjjjj ^ metric J' f^j AD J' j'^ 

^ cij' jjj'jSt metric J' uj^ RIP J' 6^ 

^I.i^jLu]I ^jj EIGRP cJ' ‘ ^ 

Jl ^ajj Bandwidth, Delay, Reliability, Load-" 

‘ bandwidth -"cJrjjSa jc. aJ^j^^ OSPF J' metric , 
.JsV' metric -" jL^uJl jLajc.1 ^ AD -" 


1.1.1.1/32 2.2.2.2/32 3.3.3.3/32 



192.168.13.0/24 


Ui 

























djl jj RTP -51 j EIGRP -51 (j nWi5l ^ 4 ^um5) 

: JlillS j ghuo Router 0 J' show ip route j 

Routerttahow ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, lA - OSPF inter area 
N1 - OSPF HSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
^ - candidate default, U - per-uaer static route, o - ODR 
P - periodic downloaded static route 

admin^trativG distance 

Gateway of last resort ia not set/ 

^metric 

C 192.168.1.0/24 ia direetZy connected, F^«€Ethernet0/0 

C 192.168.2.0/2 4 is diredtly connecte^^-^'^astEthemetO/1 

C 192.168.3.0/24 is di/mctly connected, Seriall/1 

C 192.168.4.0/24 ia^/<iirectly c^ni^iected, Seriall/0 

D 192.168.5.0/24 [90/205171201 via 192.168.1.2, 00:03:14, FaatEthernetO/0 

D 192.168.6.0/24 [90/20517120] via 192.168.1.2, 00:03:16, FaatEthernetO/0 

D 192.168.8.0/24 [90/30720] via 192.168.1.2, 00:03:21, FaatEthernetO/0 

D 192.168.9.0/24 [90/33280] via 192.168.1.2, 00:03:21, FaatEthernetO/0 


J ^ ad ^ Table -S' / Rip J - 

A<^\ ji c Lia EIGRP -S' ^ EIGRP 

3 ^ J jLui<a jLalkit ^ 192.168.9.0 

. metric J' >■ jIjuuJ) xc:k^\ jjj'/ 1 jV 


metric -S' <^1 /j Vjl AD -S' ^Luc-V' 

CmS j CnJ^\ j.4]| Jj^ i ^Aiaa^La - 

. J.4& Cjk o^b 


^ i o 














: djt6^ ( RIPvl , RIPv2 , RIPi^ ) RIP -5' - 



RIPvl jlij jjujL^I CLiA\ m 

j^l jj£j L>^ JLi 6c_j 255.255.255.255 JjVl • 

^ 4 (J^ J 4 C5^ 

j'j 2 J 1 j^j'j C 5 ^ RIPvl -SI Jj^j ^jji 

J djlL.wMl jLujjU ^ 1 jlJ I 1-^-^ RIPvl -SI cJj^j^ 

5JUJI ^ Broadcast 255.255.255.255 j^MI ^1 lS^ ^jV- 2 j^jlj 
I ^^1J -S JjL^jjuj A^jjulSI lIjI^^I^I (JLuj^l ^ 

^ ^ RIPvl -SI Jj^jj jjj lS:^ ^f^4j3 j^jlj cr^l f^l 4 J 3 J 2 J 
4 j^jlJ J IS-IS cS*^ 3 j^jlJ l 5^ A i Sl^^ lS:^ 

.He. J C**iruWlSl J J ^Vnui <_i!)Li.VI 1^ ^ J OSPF l)lS*^ 

4 jS^gr \ ^1^jl^l ^3? ^ V ^1 ^jl^l c**irn.wMl Jj 

Jaia 2 J 1 ^jlj -S (JJ <Sjju 1SI Jij 1--^ ^LiJVI 
uix>SI ^ RIPvl -SI ci-^ (^1 

.(^l-^l ^^)^l RIPv2 -SI l)J ais (jl . 3 ^ 


224.0.0.9 c^l^l jl^i^V' RIPv2 c5^l >5 :j4^I ^I jI^c^ • 

Jj£jjjjj lS:^ ^ <^l C1 jIjjjIj]| ^ Jaia x>Sl ^)jHI.^I Cli^l ^^^-Se. ^I^^IxJl 1^ 

^^1 J^^1 cIjIjjjI^I lS^ c**iruwMI JLujjU ^ jii j^ V -Sa^ RIPv2 -SI 

^ tn 






















t J R 1 J LjjJ j] ci-axj 

laji jj R 1 ciitjjjt^l 6^ ^_gJc. ia^ RIPv 2 cJj^jjJ^ 

ia^ (jLuijI J 224 . 0 . 0.9 cr^ JjjoLiaII tliJl cJ-^J 

. i_y^^ (.5^ RTPv2 Jj^jjj^)^ ci-a*!! diljjjl^ 



RIPvl -J' Jj^' jll^aVl jA*il^l diJl 5 jL»fr ^ 1 ^ 


255.255.255.255 



RTPv2 21 Jj£jjjj2 ^l2l jlArt^VI ^ jiWiL^I di2l AjUfr ^ jj.A2l Ija 


224.0.0.9 



Distance Vector Protocol 2 4J| ^jjxju jLma j^\ ^Jjljjaj (>*j _ 

V Aj) (_s-ia^ Classfull 2) ^UiL Ja*j RIPvl 21 JjSjjjjj JjVl jIAx^VI - 

. Subnettii^ j VLSM cjl£f^l ^aj 
^Aj4-jj^_g-«^ Classless 21 ^LkijjA3ijRlPv2 21 Jj^jjj^^^^l21 jIa^VI - 

. Subnetting j VLSM cAllfAi]! 

: RIP 21 JjSjjjjj - 

J^a*j 11 ^ (JL^ ^ 30 cJ^ j21 cJj-^ (3-“jj ^ ‘^1 (J‘ 

^jij Ajl (Jj£jjj^)2l ^ t ^ s\CL 11* J (jLuijVl ^ ^jij (_JjA*j] 1 ^ ^ jl (JjA^l ^_ylc. 

RIP 21 (Jj£jjj^ Ljjfuill 1 a^ ^-^Aijjil (J^ j J e^La A ^ uVi\l JIJljujI ^ )^it k^\ 

\1 Lg j ^ J c_fl^)x22 ^1 ^ ^ J 

J EIGRP-S' Jl. dj^ J^uj] J-<^ 

. CjV j^ JjJj21 ^J^ J OSPF 

: RIP 21 JjSjjjjj iiijflljj - 

jx>umj dj^jll IIa j jll JJ^l^ jx>iuix>\l Update Timer ^ 

Ajus^ J-<^ Jj"^ JLujjLj 30 cJ^ JlujjVI 

JLuj jLj jl^)djujlj ajI IIa ijui J RXP -51 

. 30 


^ tv 

















cs-^ Route Invalid Timer A£^) jUifrI -\ 

0 ^j-a ‘^ic- ^ ^ lij 180 <£fiud]t c_fllaj| 

, jLu^l ^uil 

s-Uil ajLwu cs-^ Hold Down Tinier jtutoJl flill Ci^jl S 

pUtJI ^‘ ■' 180 (j' 

^j^' Route Flash Timer 

(J£ju1j jLbouJI (.UlIIj ^j'aj ‘ '< 240 



: RIP Configuration a^jj JjSjjjjj cjlJlJfrl _ 

Router > enable 
Router # config t 
Router (eonfig) # router rip 
Router (config-router) # version 2 
Router (eonfig-router) # network 200.0.0.0 
Router (config-router) # network 100.0.0.0 


RIP Configuration 
RIP -SI 


JjSjjjjj Jj*iSj J J Cjl%i ^ ^jl4 fU^ jVl • 

.f La AjLoftj RIPy2 

; Igjlp CjI fLL C 5 ^ • 

. 192.168.5.0/24 u'uj^ JjV) 

. 192.168.10.0/24 u'uj^ 

A£jjal]| L<i JaJjiLuJ <£jjul!l J 10.0.0.0/8 <£jjal]| -V 


192.168.10.0/24 j 192.168.5.0/24 

.RIPv2-SI 


l1jI£jj^I L_ij^)3LL ^ jij J R2 J R1 RIPv2 I J cJri^ilL ^ - i 

J J^l ^ l**iK ua\l ^jUc« ^Ljaj ^ 

^ ^ (j£judJ l1jL£jju11I 

J R2 J R1 ^^ 

Lljl£jjal]| J J j£ jJ J^)^l cljgr q ^ 6.^ J djbl^VI J ^ J 

alill J 3^1^ 


) iA 

















Network 1 
192.168.5.0/24 

} 

29S|)-24 
S witehl 


N etVn^ rk 3 
ID.0.0.D/8 


__ 

PC-PT 

PCI 


R2 



N etVsfo rk Z 


■ 

19Z.163.1D.D/Z4 

f 



29Sf-24 

Swifch2 


3 
__ 

PC-PT 
PC 2 


• 4djl.il.lC.VI (J-aC. j R1 (.5^ li< ^V1 

. j^ljVI ^1-^ (jSfl 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 192.168.5.1 255.255.255.0 

Router (config-it) # no shutdown 

Router (config-it) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-it) # ip address 10.0.0.1 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-it) # end 

















R1 

^ 

lOS Command Line Interface 

Router>enable H 

Routerlconfig t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router (config-if) #ip addiSAA 3BlBfil§«23S«'0 : 

Router(config-if) #no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/0, changed state toi up 

%LINEPR0T0-5-UPD0WN: Line protocol on Interface FastEthernetO/0, changed state to up 
Router(config-if) #exit 

Router (conf ig) flHterfacre^nHMHHnnr^^r' 

Router (config-if) lip addlHHnMHHHV 255 
Router(config-if) #no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/1, changed state toluaff:; 

Router(config-if) tend 
Router# 

%SYS-5-C0NFIG_I: Configured from console by console 

I Copy I I Paste | 

^jaiui ^ ^ ‘ Llaa J ijM-ujli LLaS 

.RIPv2 Jl (Jj jluua (J 

Router # config t 

Router (config) # router rip 

Router (config-router) # version 2 

Router (config-router) # network 192.168.5.0 

Router (config-router) # network 10.0.0.0 

Router# 

Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config)#router rip 

Router(config-router)#version 2 

Router(config-router)#network 192 .168.5.0 

Router(config-router)#network 10.0.0.0 

JlaliV) J Cljbl.ic.yi ^jaiui R1 ^_gJc. RIPv2 -Jl ^ - 

ajJc. cijbi.ic.yi ocA (jjjaj cJ-asj ^ R2 ^)^yi 

Router (config-router) # end 

Router # copy runnii^-config startup-config 

^ o . 



















• (J-aC- j R2 cs^ (jVt 

. J^lJ*^) ^Ij£j (jSfl 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 192.168.10.1 255.255.255.0 

Router (config-it) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip address 10.0.0.2 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # end 



R2 


f R2 

t Physical j| Config J CLI | 


\^.m a 


lOS Command Line Interface 


Router>enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router (config-if) #ip addredl . 10 . 1 

Router(config-if) #no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/0, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/0, changed state to up 

Router(config-if) #exit 
Router (config) ■Rterfad 
Router(config-if) #ip ad 
Router (config-if) friio shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/1, changed state tclufll 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed state to up 
Router(config-if) #end 


L ^py —I L P^ste ^1 


^jAjju) ^ Lbiajl LLaa J (JjUuujllj Llaa - 

.RIPv2 






# .Kt t 

























Router # config t 

Router (config) # router rip 

Router (config-router) # version 2 

Router (config-router) # network 192.168.10.0 

Router (config-router) # network 10.0.0.0 

Router# 

Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config)#router rip 

Router(config-router)fversion 2 

Router(config-router)fnetwork 192.168.10.0 

Router(config-router)#network 10.0.0.0 

Router(config-router)f 




Router (config-router) # end 

Router # copy running-config startup-config 



: J R2 j R1 -1) ^ 

Router # show ip route 

R1 


Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, lA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C I 10 . 0 . 0 . 0/8^ s directly connected, FastEthernetO/1 
C 192.168.5.0/24 is directly connected, FastEthernetO/0 
R 192.168.10.0/24 [120/1] via 10.0.0.2, 00:00:23, FastEthernetO/1 
Router#! 


(j^ W' J 192.168.10.0/24 ^Lja) ^ 4_j) - 

. ( R ) ji' Ita.V , RIPv2 -1) Jj^jj^ Jajjll ^ J 10.0.0.2 


Router # show ip route 












R2 

route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, lA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C jis directly connected, FastEthernetO/1 

R :jL?2 JL68 ,5 J 12 0/11 via 10.0.0.1, 00:00:21, FastEthernetO/1 
C 192.168.10.0/24 is directly connected, FastEthernetO/0 
Router# 

^ J 192.168.5.0/24 ^ 

. ( R )>« ji' , RIPv2 -1' Jj^jj (S^ ^ Jajjll ^ J 10.0.0.1 


^ 10.0.0.1 4-^^! (Ja 

R1 -i' U:^ Ping 10.0.0.2 

(jjjia ^jc. Packet J^jj jUikVl ^ j R2 j 

(Ja jUlkVt J ^j-a ' a £ l ^ (J£ ^ jjjoLaJi 

Router # ping 10.0.0.2 j Rl J1 J^. 

^ tit Lat ‘ ^ (j£judJ ^ *01 ! ! ! ! ! ta^lstJ R2 ^j.a ^ 

La ‘Oj ..... ta^lxJ 

R1 

Route r fplng~] 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds: 

1 !! ! 1 

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms 
Router# 

Ux.aiLa J ‘ ^ J ‘ cs^ ! ! ! ! ! ta^lxJ 0^1 ^ Ajl Li-v.*y 

'll i ^ \ 


) or 


10 . 0 . 0.2 





























R2 


Type escape sequence to abort. 

Sending 5, lOO-byte ICMP Echos to 10.0.0.1, timeout is 2 seconds: 

I I I I I 

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms 
Router#! 

Ig j A \ Um\I j (jl (^5^ ! ! ! ! ! ^ 

\\\ 


ci^jj Packet -i' c3:!^>^ <—jjjjoLaJi 6 jUlkVt 1 

• csjj Packet 


iP Cisco Packet Tracer Student 
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Lo<^al [f^oot] 

New Cluster 

Move Objcci 

Set Tiled Background 

viewport 
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Network 1 
192.168.5.0/24 


295 1-24 
Swi' fchl 


PC-PT 

PCI 


Network 3 

10 . 0 . 0 . 0/8 




Network 2 

I 

192.168.10.0/24 


PC-PT 
PC 2 


le: 01:26:44 I Power Cycle Devices Fast Forward Time 




X 

Q. 

4? 


Realtime 


Fire Last Status 

Source Destination Type Color Time(sec) Periodic Num 

^ Successful 

I^Cl^l rPC2^ ICMP ■ 0.000 N 0 

'^C2 “ PCI ICMP I 0.000 N 1 

^ L 

,„ 1 


fifl* ■no^ 

I Connections ~| 


000(3003 ^ @0 / 

41 Scenario 0 ▼ 

1 New II Delete | 

4 - lit > 

1 Coppjer Straight-Through 

1 Toggle PDU List Window | 


j EIGRP -i' RIP 

VJ A£jjal]| j (JJj^ ^ OSPF 

JjjlsIij RIP ^-uLA^ 

lIjV OSPF EIGRP l)^ 4 x>^ 

j djlSjjud]! 


)oi 




























































OSPF 

Open shortest Path First 


Vji Jm ^ jjSjjjjj 



link Cy *: ( OSPF ) Vji jI*a 4 j^l ^ 

. Link State j djjjijVt JjSjjjjj ^ state 

Routing 

(JslLol^ ^Llaj ^j..ojJa C. 5 ^^ 4 /s ^ 

. OSPF -ii <jlj ^j*:!j Autonomous System 

IGP = Interior jA\ J.jijj. ^ VL«i.l j^Vl uj^ ^ OSPF 

. (J^ ‘Gateway Protocol 

link 

^Lljl£jjai]| ^ Lc« J St&t6 

4 (^BGP} yi 

^dujliVI ^ 4 Vqiuix>\l ^ x>l^ iVl jlill JjJj^j 

(IP) dij jIjVI Jj£JJJJJ cilLd ^1 2 l^I^I ajIj^I Jj£jjjj ja : OSPF Sjl^ 

4 ^1 ^) ^li^) ^ x> ^x>;>Jo Joid 1 g 3? 

^ A^Jjudil AJaJ^)i A^UL^I djLG^^Lt^l 

dj|jl^)iSI A -^^ (J* Lg j A^jJa A-^A-IaJ^)^! 

dmjliVI djVdi.Wjl Jaia (^ 5 ^ .Vnun 


^ 00 














Jxiia ^ ^ J:^^' O^ cAxiiilb OSPF 

■ U^ ^ (J^:^ ^ L-JjlijJj S jjudJ 4- JaL^jVI 


4 1^ O ^ \c> ^ *1J^ CJ^^Lujj ^I^^^JjujIj ^LuUQ ^ UJ>1 ^ 1 CJ^ 

jLud^ (JS C5^ JaLL^I (^1 lIjLg- laJj ^1 C5^J l3:^^)^ ^ 

,Lg-Li£L j]Jj^^ja]! <£jjaiil Aj^).auaJ (LSDB) S^Uj JaL^jl£ 

OSPF ^^Llaj cJ^^ Cy^ cJ^-^ LSDB ^ ^ ui i c** ij>w*i 

^ qK*^\1 \ ^ OSPF (^5^ lIjLujL^ 

,A-i^ jlill djl jLui^ J£j <Ja^^)^l A-i^jLiJl 

jl Jaj|^)ll A£jjai]l <^liijj 4^ljljjj jllll ^LolaII AiKlllI ^1 j£. (JJ^ 

4 \) k j>ij ^^Aj V A-IaJjaiJ ^lij) ^JC. L<i£ 4Ai^lJ ^IIaII JaL^jl 

^^jL^lIaII AiKlllI djlji (J^)ia]| jj^)a11 ^jIjHa (J^ia^JiI 4j^jaUjJ 

A^jlill ^ ^ 4(j^)ia 1 g AjuiVl j\ 4 OSPF J^J UJ^ 

^I'^^luilj jj^)a] 1 ^j-ijoiajj cijl^l^)^yij 

.yfuMAll ^ ^l^Vl (J-<i J:^ 4^Jjai*]| ^ ^JaLui^ ^ ^^3^ 32 s-^ 

. jjjj^l IPv4 4(^^)JUd3L!l A-Ia^ 

^li 4 A^lijVI 

OSPF<^ 


(j-aLkJI ^ jiill J^^A*]| j\ jAj^ J^JAJ O.O.O.O (j^^) 0 AHalAll 


J C> J:^ jV' cir^J^ 6^ 6^ l5J^' 

3^ C5^ 3^^ C5^ AJjl)>UJ^I dujliVI 

(^^)ALlaj ^)jujL^ JljL^ajI L^ U’ ^ CLl^\ y a\I 

4AJaj|jIlA A^jJ jL^ L^ lIjVIa^VI JliA OSPF. 3^^"^ (j.^l-aJl 

djUl^l ^1 jS -laJj ^j (ABR). ABR AkJaJiA 

\ AjL^aaX^I Ai^La^lj 1 C5^^ 3^^-^^ (J^ A^JalA (J£J ^ \;>^Via\I 

,A£jjai]| 3^^"-^^ 

J^j^ c_Lilij]l ^ (j^j UDP V OSPF 

^>>jVi\l jA IIa ,89 ^j J c**il A ^ ^^juj1.Ja 

4 RIP djlA^^ixAll A_^3^ 3^ 4(^ u^ 

\ g K^*\ 3<^lj L^Uai.1 l-aLou^I ^jiL ^ (BGP) . OSPF ji 

J;^lij (jk (JjLa 

OSPF 

.OSI Layer -i' dili^ hu\ j]l OSPF -i' Jj^j^jjj lU*:? • 

.IGP = Interior Gateway Protocol Jj^jjjjj • 

^ 01 




















.Standard • 

. Link State Protocol cs^ • 

.Open Source 

SPF = Shortest Path First OR Dijikstra j^' ^ jj'j^ cUs • 

.Algorithm 

.IP = Internet Protocol ^ ia^ lUs • 

. Apple Talk j IPx jj^ V • 

. Has Unlimited hop count ^• 

elu^)ljVI ^ J -J ^~j ^ ‘ ^'' ^ • 

.Administrative Distance 110 ^ • 

. Subnetting j VLSM u4j'-^ • 

. u4j^' cr^ Classless ^3?^' lUs • 
Load dil^Luix 4 ^ ‘ ^Lui.a (. 5 ^ ^ 3 * 

.Balancing to 4 equal Paths 

Triggerd Update and jj-^' c34-^' j jj^' cU *4 • 

.Periodic Update 

J (Topology Table) djUl^l lIj^ ! lIjI^ C5^ • 

. (Routing Table) Jj^ j (Neighbor Table) u'j4^' 

.Area 

.Cost jLui^l ^UaJ ^ (J^Uaill • 

, JjjaaVI jLulJI ^^ (S^ ajLui^ ^ J it is the Metric 

^1 <Sjju 1!I ^^liaJjuoJ J cJ^ J ’ ^Luj J jLuj jj • 

{Jjujjj I ^Luj^l dIa J c ij^jllll ^Lujj ^ (j.^LiJI diSj]| uJoj ^ 

V (J^b ^ ^ CIjIjjjI^I -^bj ^jb 

OSPF Routers ^'j bij ^jj OSPF -S' cLl3l ^jljc. • 

. OSPF DR 224.0.0.6 -S ^'j j 224.0.0.5 

OSPF -Si Jji^ OSPF Tables 

Adjacency Database OR Neighbor Table j'j^' ^ 

^ oV 















OSPF -S' <S ^ a\\ lIjI^^I^I (^jc^ w\l 1^ 

^Lujj JLujjLj Iju^il ^j L<i ^Lij j L_fl^)jL!i]| 

Lg cJ*-Lg JljL^ajVI (^5^^ A^jjud]! 

<J 6 jjl a\\ lIjI^I J^I ^L<UujI Ja^juoJ A^ ^aJJ cJJ OSPF 

: ^uii j^Sfl jA 

Router # show ip ospf neighbors 

LSDB J* Topology Table j' 

= Link State Data Base 

cli£jjai]| djl jLula ^Jx>^ ; Lgi^ A£jjai]| j\ 

^^^^<uuaJ (Jj.1^ (J^l^ djLji^J djl^jl^l J Ll]l£jjai]| ^L<uuj| j 

CljL<iS^li JJ) ji^^^ia]| JJ-1^ 

1^ A^jjuj A^Jjuj ^ Q ^1 A^Jjuj ^Ljaj (JILq AjL^xj 1^ 

a1 CIjI^^j^7w\ c**irn.wMl (JLujjLj ^jqj k k) j c^n.wMl aJL^ J 

djLijix^l ^jAl A^A jjjI^I c. 5^^ Aii^ j\ AliaLukal ^ diLijLt^l 

^IAj ^ Ia^Aj IdS LljlLAaJl]| C5^ S^li (JJ^ J 

1^ (.^n.wMI J ^5 jjA]| djA^JllI dlLA^Jl]| ^ ^Lc« ^ Uja] A^ jj j OSPF 

dA^ j) ^Ljaj j) ^iAjU j) ^ LgAjc. AjI ^ djA^JllI ^AkiuaJ JjA^l 

dUl^l S^li ^ ^iA3L!l]| ^ AjI dljlijl^l ^aic^U S-^ S^li A£d 

(Jaa *1 ^ (^j£judJ ^A^JLlUJ jjA]| djA^JllI L<il CjA^JiII ^AiJLujlj ^j%juj JL^I 

^llill J ^l^)-i^l ^jc- <dju^l j\ c-bLud^ILujVI A-iL^jlI ^ ^A^^ 

.A<^uu\l (J:kb ^ 

: ^UJi j^Sfl jA 

Router # show ip ospf database 

Routing Table OR Forwarding Database 

A£d ^Laui J Lljl£jjaL!l dljLuui J ^jldJI (Ja^uluj a^ ^ 

SJA^JjA! dUl^ (S>^yi y j^ ^1 A£d ^yi ^ L<iAic. ^ 

V 4-JjjujL^I (jt A a\\ l)^ y^y^ c3^-^ 

^ ^ \\ k J>1 ^ \\]^\ ^^^ALuJ ^ \\ ^1 ^ 'N A^JjAII A^LuUQ A^JjAII ^tjul^ 

l-lujIAaII ^LudAll Aib ^ y^y^ fiAju A-^(JjA^ ^ y^y^ 

dl^jl^l bi AJjld JjA^I IaA 4 JbujjVI j a£jjA]| ^1 y^ 


)0A 
























La ‘ dlij]| L W f C 5 ^-j C 5 ^ 

^^>*-a j AjIc. t_a^)*j]t <£fiud]t ^ diljjjt^t (_]£] (J ■ (Jj.l^t lift clitjjjl^l 

dll^Luboll 

: ^UJ) j^Sfi jA Jj^i 1^ o^j*j j^Sfi 


Router # show ip ospf route 



(jLLLj 6^ Ig^ u iaj ^ (jjaLiAll ^ : OSPF -ii Area • 

A^jaXo]) ^lAp J ' C, ‘ .' ^ ah-^ ^ ^_^iaLLa <£.Xu^ cJ^ 

.AreaO 

J '_°^'''^ •" C5^ Lj^ ^ * ^Ll lAtt (JLIa 

^jjiH Jajjj ^jfliui ^ J Area 0 

^jAxo) ^jaio) ^^\ Area 0 cU*-? fu' j 

(jLIIaII c^liLx ^ Area 1 , Area 2 , Area 3 (jiaLw A£xji]t 

(3:?^ t^iaUJl 2 ^: 1 ^ JLxsjVI l>^ Area 0 31 f j 

. Area 0 <alaia]l 






























: Area jUaiAll lyx - 

Backbone Area OR Transit Area - ^ 


^ ah-v ^ ^^^iaLLo Lq JaJ^I AjV a al-»'/s\l ( » ' ■ ^ al->'/s\l « 

Area 1 , Area 0 ei* j Area 1 , Area 2 J^ 

. Area 2 


Regular Area OR Non backbone Area 
Area 1 Cy^ ‘Oj '■» < Area 0 ^ (^JaLLall <_»'■ ^JalLall 

^ 'tl ' ‘ (Jj ‘ ^^j^^alnl Area 0 ^ ^^^JaLLall c3^ ^ -3 


OSPF Routers 



j£Aj ^ OSPF Jj^j^JL>^ ^L>^ ^J:^ 

^1*1^ 1 ^ Lg ^ j\c> c_i^)3L!i]| ^ fiAA 

<. j JJjl^l 1^ ^Lij 


: j-4 UjSL ^jSLu ^Ijjj 5 ^ cjIjjjIjII l)J^ - 

^UJI ^1 jjSTI OSPF - 

Backbone Router 


lIjI^jIJ ^1 J Area 0 4 ix>\l l>^ 

. Backbone Router c3^ AikiJI ^ 


n* 



























Internal Router 

Backbone -S' Area 1 (_k.b j jiii cijIjjjI j]t ei* 

. Area 1 ^ikiJl oiA J«uij klia j Router 


Area Border Router = ABR 


6^ (Jkj J Area ^'-ikLa cs^' 

Area 0 uj^ l>^ dililLa^ Area ^ikia 

f j%S Area 100 j Area 0 u:^ j^j'j lU^? Area 100 j 
(3iaLL<Jl J(J^ L<i ABR J 1 

Autonomous System Border Router = ASBR 

OSPF ^Lallk^ c**iKjui ^ OSPF ^ 

Jjjl^l cJri^ij ^ J OSPF l)(IF' ^ JjJci-^ 

(JljL^ajVI A-iL^ ^alll] OSPF ^ ^ u*r^ C5^ 


Designated Router = DR 

djljjjjll jlik^lj jjjlJ jA (DR): >jb 

Lq L^Lcr j ^^JAgLiLc lLi^I (JI ^Uc\^ 4 A^Jjudll ^ul3 

L^ ^<i^j ^Lii^l tilljA (jj^ 4Jj^ JC5^ LljLiiSll]| .IaIIju 

^ s^Lc. ci^Lujj (NBIVLA) uj^ (^5^ (DR) 

NBIVIA ^ (^^)ALla]| ^1 A 

,.\jVn\l ^.Ikjjai^l djUiiilll ^Uakj 


Backup Designated Router = BDR 

jiijijii jiijijii jA (BDR) : >j)j 

jJjlj]| 2^jl ^ IkU ^jkui ( dr ) -S' j^j'J ^ C5^J^' 

. ( DR ) c^ji' 


Area 200 Internal Router 


























OSPF Networks Types 
OSPF -i' 

Point - to -Point Network - ^ 


OSPF -5' c3:J^ J ojlA 


Point-TO-Point 

Network 



BMA = Boradcast Maulti-access Network 


. DBR J DR jJj'j j cs-^j jJj'j ^ a < , u’:M 6M j 



NBMA = No Boradcast Maulti-access Network 


_ll (JLa du ^ V ^ddall 6^ 


. MPLS Frame Relay 



nr 














OSPF Neighbor Adjacencies 





OSPF JJi ci-^ (J^ ^ Cljli!>L*Jl ^lij 

dLcjLt^l ^(J ’ J Lg ^j ^ (JjL^aJJ ^1 

j diLc^ Ij^ Lg djI^Lui^l j dil^^i^^l j 

lIjI L_fl^)3L!l]| j Lljl£jjai]| ^Jx>^ ^ ^;llalLuaJ j djIjLui^l j LljlL.laa]| 

djUl^l (. 1 g jia jl jl AjaLukal ^ CljlL.1^1 j 

dj.ia^ J (J^b ^ OSPF -il 2::^^ C5^ 

j3ll (J^^**1 *1 \ ^ S.1^1 J J ^ 5 l3:^^>^ l )^ cJ^L^I 

bbi S^lj J 


c3^ J 0 l}J aIuu^ ^ >j' j^' : Down State - ^ 

Jj V A-j) <—(J^ <> J>J ^ OSPF 

^1J (Jj^JJUJ ^-kg \j;>^Jj ^ C1 ijI£ j]j ^^5^^ (J:^ ^ AjIjuJ bi j) djbi 

OSPF l) cJjgr ^ jii I L<i.iic« ^j£JJ ^ J J:^ ^ 

Hello <-Ji^j^ ^Lujj (JljbUjI AjLaaJ ^jj'ij 111 ^jl^l jl djl^jl^l .1^1 (_gic- 

5JLu)J JLujjl J ^_glc■ Lgj«^ jlJ:J^I >■ kui^sn . n Packets 

Multicast cr^ 224.0.0.5 u'j^' ls^ Hello Packets 
uj^ ^j^' Broadcast j Point - to - Point 

(JiLa ^ O^J J ^Ij (jjo^jjui ^_gJc. 4jjy.alLa 

JSJij JLoijVl ajL& ^aHui Frame Relay -^' l 3 :Jj^ 6^ ‘^-^j ^ cjlifijill 

.Unicast 


Hello 



nr 





























jj ^ jli jJj':Imt State - ^ 

Ij]l Hello Packets j^' j <J-“jj u' 

(JjlLg a 1 u' *• ^UJl ftjlA Wic-OSPF -5' Jj^JJjJJ J:?*^ ^ 

clLajJs«-all (JjauaUJ ^jij j ^jl (Jj-^ ^ OSPF 

6^ ^>^VI CllljJjl^)!] 4_uiaj QC- <-_flJ^)3tlj ^ j'aj ‘ '< J djIjLbOlAll J J 

Adjacency Database OR Neighbor u'^ j-^ cijUjkJl 

.Table 



Hello 



Nancy 


1 11 It State 


Donna 


Neighbor Table 

Router Nancy 


j^j'j^' u'j:?^' ^'j^j'j f 6^ :Two Way State 

(> Hello Packet j c^'j 

Router ID -S' Unicast Reply cs^j^' 

^ un^i^l jfl JIjSLujI .He. J ^ un^i^l ^3? ^ j 

Adjacency j Jj ^^Luj^I 

Two J Database OR Neighbor Table 

.Way State 



HELLO 



nt 




















jUl^l ^jj ijc. 6jUc. ^UJI ftiA lExstart State 

^ cjtjLuuJU ^UJI DBD J DataBase Description 

lijL^I (_yiS^ cJ^ ?• A^iLaxll a'^ ^ j 


.'^ jt ejjLa-al) clltjJjl^l ^ diUl^l s^li j 


DBD -1 will start! 

< 

DBD - No you won't! 



Nancy Donna 


Exstart State 


fjjj'ji' J^4-^' 6^ : Exchange State 

c> jA Router ID <^' j^j' DBD -^'j^ Jj-^ 

djUl^l ^ IjS Lg Sununary DBD JLujjj ^ ^ 

lg*uWi ^ djUl^l S^li ^ ^ J 

(Ja L_b^)*J J cJ^ ^ 

dj!>lj Ji^jj ^UJI^ Sequence numbers -i' c> j' 

DBD j^L>^ ^ (j^ ^ 

Link- j) 3ij^ o^ DBD ^ <^) j^j'j 

.LSAck j\ State Acknowledgment 

diLi(J^ Lg-L2Luj| dLi Router ^ 

IftjU dLddul^ I jj J ,, A^jjudll qc > dLd 

Link-JL^ jW .. c> up-to-date <3^ j' 4-^' 

(J_uijj A^iLac. AjL*il ftjiAJ .. ^jiia^JI ^j]*-all 4_L<uJaiaLSR j' State Request 

. Loading State 3^ LSR -S' 

^ujlk^l jk^l 2LLl£ JUjU <jI^VU jUJI -T 

JLaix^l ^ .. j^I AiaxiaiaLSU jS Liuk-State Update j!^ 

ejlA ^ jS^ LSAck JS-^jW '-^tJSc. Jj]U Cljljj.laJi]l RoUteP^ 

^j-al jj dll^jl^l U_?^ ■■ cJS-^jV'j 4-lDallj dlLlLaC-j 3^',^>^' 

Routers -S' j^ Waiii aIc. j ,, ajjx^ area -S '^'-^'-r^^' 

. Full-State -S' 


no 















































OSPF -it JjSjjjjj ^ cjUbJ) £^)jjj 

OSPF Packet Types 


OSPF -it (J ^ t^t dlljJjl^t La^ l^.lkluit ^ djUl^l ^3^ 

jjjl j 3^' *'?• t' f.Lij ^j-a ^j£-ajj] ' ^ 

!_].^8'^ (JSjdj ^ ^^Lui 5 ^3^ ” 

. >Vt 

^j-a J uituna idLj LSA 3^ U' ‘“-®,^)*-^ (j' (3-a*Illl ^ «.1^1 3^ 

LSA OxTFFFFFFF Jj 0x80000001 


t_aLdi£t l^ldkiuot ^ jj ^LuiJ ejL^ : Hello Packets 

j L ai .^,"'^1 ^1 dtJ j La ^^L3l «^Llj j 

_^\djjuall 3^tj ^_?^_5 LH® “'t ^LujJ 3t-'^dt dJjjLst-a 



: Hello Packets ^^j^t ^L-j diLjja^ • 

1- Router ID 

2- Router Priority 

3- Hello (default 10s for broadcast network, default 30s for non¬ 
broadcast network) and dead (4 times of hello) timers. 

4- Authentication password. 

5- Area ID 

6- Subnet Mask 

7- Designated router and backup designated router is ip address 

8- Known neighbours 

CHello Packets 3t j3l ^Lujj 3^b jj£:i diUjk3l ^y-a^ si* 

3; ‘ 3^ 


A£fd ^ jjjlJ 3j' edkU ^^31 ^ jtjjt ijc. 6 jl^ jA : Router ID 
. BMA Qj^lui A ^ um\I iJ>J J OSPF 


diLc^^Lt^ ^j 3 a^)ju J f Router ID 

. Neighbor Adjacency Database 3jd?. 3 :jLl^ j 


nv 




















Router # show ip ospf interface 

RoUtCr II) ^ A ^ \1 ■ ■’ .Iaj 

^l:i]l 


show ip ospf interface 


Router ID # 


Cost: 10 


Router# show ip ospf interface 

EthernetO is up, line protocol is up 

Internet Address 206.202.2.1/24, Are^ 

Process ID 1, Router ID 1.2.202.206, Network Type BROADCAST, 

Transmit Delay is 1 sec. State BDR, Priority 1 

Designated Router (ID) 2.2.202.206, Interface address 206.202.2.2 
Backup Designated router (ID) 1.2.202.206, Interface address 206.202.2.1 
Timer intervals configured. Hello 10, Dead 40, Wait 40, Retransmit 5 
Hello due in 00:00:00 

Neighbor Count is 1, Adjacent neighbor count is 1 

Adjacent with neighbor 2.2.202.206 (Designated Router) 

Suppress hello for 0 neighbor(s) 

SerialO is up, line protocol is up 

Internet Address 206.202.1.2/24, Area 1 

Process ID 1, Router ID 1.2.202.206, Network Type POINT_TO_POINT, Cost: 
64 


Transmit Delay is 1 sec. State POINT_TO_POINT, 
Timer intervals configured. Hello 10, Dead 4|0^f 
Hello due in 00:00:04 
Neighbor Count is 1, Adjacent neighbor count is 
Adjacent with neighbor 2.0.202.206 
Suppress hello for 0 neighbor(s) 


Retransmit 5 


Timer intervals 


^ ^1 dji jUji j]| ^ ^ : Router Priority 

.Priority Default (1) j Wlc- OSPF -S' 

■ 

Router # show ip ospf neighbor 


RouterA# show ip ospf neighbor 


Neighbor ID 

192.168.31.33 

192.168.31.22 


Pri 

1 

1 


State 
FULL/DR 
FULL/BDR 


Dead Time 

00:00:39 

00:00:36 


Address 

192.168.1.3 

192.168.1.2 


Interface 

FastEthernetO/0 

FastEthernetO/0 


RouterB# show ip ospf neighbor 


Neighbor ID 

192.168.31.33 

192.168.31.11 


Pri 

1 

1 


State 
FULL/DR 
FULL/DROTHER 


RouterC# show ip ospf neighbor 


Dead Time 

00:00:34 

00:00:38 


Address 

192.168.1.3 

192.168.1.1 


Interface 

FastEthernetO/0 

FastEthernetO/0 


Neighbor ID 

192.168.31.22 

192.168.31.11 


Pri State 
1 FULL/BDR 
1 FULL/DROTHER 


Dead Time 

00:00:35 

00:00:32 


Address 

192.168.1.2 

192.168.1.1 


Interface 

FastEthernetO 

FastEthernetO 


Priority is equal at the default value of 1. 

(_ 


nA 































Hello (default 10s for broadcast network, default 30s for non- 
_broadcast network) and dead (4 times of hello) timers. 

jLuJjl (J^ ^ ^LuJJ 

^ <£jjai]| ^ j JJuJl ^ Lljl£jjal]| ^ Lljl£jjal]| ^ ^ C5^ 

Ljajl C S.\l3g ^ j ^ jjuJi 


cJ^j^ jJ cJ^ (. jllll ^LujJ (jLujjl aJL^ UJ^ ^jujjudll L ■J<^\ -) 

^Lkj a£^ 1 siA UJa default 10s for broadcast network 

. jW- <.5^ UJ^ j' 

jl PPP -II ^-L^alLi UJ^ 4 n)^i\l j\ S.\i3r j\l djlSjj^l -Y 

jilt J JLoaj) ^UJI ^ Frame Relay j' MPLS 
default 30s for non-broadcast network C 5 *:^' 

(jUaill ^ UJ^ ^ C**lKjui\l 

Aju^I 40 C5^ ^Lujj (jLuj^l J) ^^1 ^ J 

^1 jj 10 jiill (jj^ J 5 jujVI (> ^LoiJ ^ J 4 itmes of hello j 

^1 J ngrjui ^L^l J l)^ J 4 J ^Luj J I g sr ^aJJ j 

um\I J^ ^ 


C5-^ L>^JJ- 


^)^VI cJ^I^ (J^ n^^pll ^Lujj duS^^I CL^jlsu^ 


IJUJJ 


Jlill 


Router # show ip ospf interface 


Internet Address 10.0.67.7/24, Area 0 

Process 10 1, Router ID 7.7.7.7, Network Type BROADCAST, Cost: 
Enabled by interface config, including secondary Ip addresses 
Transoit Delay Is 1 sec. State OR, Priority 1 
Designated Router (ID) 7.7.7.7, Interface address 10.0.67.7 


D) li^«xface IST^s 10.0. 

Me 11^10 JOea^an Wa^ 4'0^^etrans» 


Backup Designated router (ID) 10 
-•Timer Intervals configured 
oob-resync tiaeout 40 
Hello due in 00:00:07 — 

Supports Link-local Signaling (LLS) 

Index 2/2, flood queue length 0 
Next 0x0(0)/0x0(0) 

Last flood scan length is 0, fiaximum is 4 

Last flood scan time is 0 msec, maximum is 4 msec 

Neighbor Count is 1, Adjacent neighbor count is 1 

Adjacent with neighbor 10.0.68.6 (Backup Designated Router) 
Suppress hello for 0 neighbor(s) 

Fa5tEthernet0/l is up, line protocol is up 
Internet Address 10.0.17.7/24, Area 0 

Process ID 1, Router ID 7.7.7.7, Network Type BROADCAST, Cost: 1 

Transmit Delay is 1 sec. State DR, Priority 1 

Designated Router (ID) 7.7.7.7, Interface address 10.0.17.7 


67.6 
letransmit 5 — 


Backup Designated router (ID) 

Timer intervals configured. Hell 
oob-resync timeout 40 ^ 

Hello due in 00:00:06 ^ 

Supports Link-local Signaling (LLS) 
Index 1/1, flood queue length 0 


10. . 1, 

llO07|Pea( ^^ Wai{40j 


ress 10.0.17.1 
Retransmit 5 


Next 0x0(6)/0x0(0) 

Last flood scan length is 1, maximum is 2 

Last flood scan time is 0 msec, maximum is 4 msec 

Neighbor Count is 1, Adjacent neighbor count is 1 

Adjacent with neighbor 10.100.1.1 (Backup Designated Router) 
Suppress hello for 0 neighbor(s) 

R7# 




























jj^l djUK ^ AjLaJI siA : Authentication password 

^ UJ^ V'.' ^ ^^Lac- ^ j diljJjt^t ^_gJc. (_3;niaJ 

• ^.jLasJI i_]j»»' j diLa^^ls^l 6^ 


Router # show ip ospf mteiface 


PA-EDGE-01-0> show ip ospf interface 
vNic_l IS activated 

Internet Address 192.168.100.1, Network Mask 255.255.255.0, Area 0.0.0.10 
Transmit Delay is 1 sec. Network Type BROADCAST, State BDR, Priority 128 
Designated Router's Interface Address 192.168.100.3 
Backup ? -^r^^^face Address 192.168.100.1 

T-..uei intervals configured. Hello 1, Retransmit 5 

. Sinqple password authentication enabled 


J Area 0 cs-^ ^J ^j : Area ID 

La j) Area 100 Aiialaj jlili ^ oiA (jc. 


OSPF Autonomous System 



router (ASBR) 


w. 
















Xk ja-a ijA 4 - 1 ^jjll ^Lu)j jj£j ji i-j^ 4£^1 ^Ua: Subnet Mask 

Jill aJU j 1^1 aJU jJl cjl£^l jjjUt J£ 


OSPF -^1 j£*-a ‘ ^ j Aijaj La£ ‘ ^ j V A^Jjuill ^ U-vN /> 

. Wildcard Mask cr^ Wildcard Mask is^ 


Routing table for ABR: 



16.8.0 

,16.9.0 

16.10.0 

,16.11.0 

,16.12.0 

,16.13.0 

,16.14.0 

,16.15.0 


255.255. 

255.255. 

255.255. 

255.255. 

255.255. 

255.255. 

255.255 

^J5.255 


255 

255 

255 

255 

255 

255 

255 

255 


'^'1 

0 


0 172 
0 172 
0 172 
0 172 


16.16.0 

16.17.0 

16.18.0 

16.19.0 


255.255 

255.255 

255.255 

255.255 


.255.0 \ 
.255.0 
.255.0 
.255.0 


LSAs sent to R1: 


► lA 172.16.8.0 255.255.248.0 




lA 172.16.16.0 255.255.252.0 


: Designated router and backup designated router is ip address 

j J ‘ cIH® ^ja-a AjlaaJI o^A -V 

J jj ^ DR and BDR cjI jjjI jll j^j' j 

.^ J J J 


(J£judj (. jllll ^Luj J 


Router # show ip ospf neighbor 


RBtahow ip oapf 

neigl 

ibor 




Neighbor ID 

Pri 

State 

Dead Time 

Address 

Interface 

2.2.2.2 

1 

FULL/BDR 

00:00:33 

10.0.0.2 

FastEthemetO/0 

5.5.5.5 

1 

2WAy/DROTHER 

00:00:39 

10.0.0.1 

FastEthemetO/0 

4.4.4.4 

1 

2WAY/DROTHER 

00:00:34 

10.0.0.4 

FastEthernetO/0 

1.1.1.1 

1 

FULL/DR 

00:00:34 

10.0.0.5 

FastEthemetO/0 


4 ^ jjxJl djljjjljll : Known neighbours -8 

(J^L^ J ^>>3? 1 g \ A£jjai]| Sjjl y^W dj|^ 

djUl^l J djLjijLt^l 


Tom 












































U ^ Packets -S' : DBD = Data Base Description - ^ 

LS (jLujjU CIjIjJ j'^i j'j cJ^ ^ 

.IjlJ j OSPF -S' l)(JjlLi]' j A£jjai]| ^Jil\ j'^)^ ^-SS-^jJ-^ 

Sjc>laS(.^nwi aAjs^ ^'j^j'j lS^ ^j^^ ^'j^j'j^' ^-S^ Packets j^' lSj 

j ^LuJ^I ^ (J J^^^ c.5^' ji*^' ji Lljl£jjai]| ^'j' ji ^Ljaj djUl^l 

Lgj^jjoi J ^j^S-^ djUjia^ C 5 ^ j^^^ Packet -S' 



Hi, I know about The following networks: 
10,1,1.0/24,10,1.2,0/24 & 10.1.3,0/24 



I don't know about network 10-1-3-0/24, 
pleads give me more information 


Header Cy^ uj^ ^LujjI' :DBD SjC'li ^Lujj 

^ ^11.^ J ^xliLci lS^-^ ' i }f^jy ^ c> oj^ Header 31 Bit -S' 

Hello Packets j^' j J lU*j f-jV- Header -S' sSia 




^L-j Jib J OSPF Packet Header -S' v^iLjja^ jSL ^jSL- • 

: DBD-S' 


1-Version , 2- Type, 3-Packet Length, 4- Router ID , 5- Area ID, 
6- Checksum, 7-AuType, 8-Authentication, 9- Data 

JUUl ^ jj^l J US 



Protocol ID 
No. 89 - 
OSPF 


r 



Version 

Number 

Type 

Packet 

Length 

Router ID 

Area ID 

Check¬ 

sum 

Authen¬ 

tication 

Type 

Authen¬ 

tication 

Data 


WY 














j OSPF -S' j'aj^I L^ ^UJI: Version - ^ 


djUl^l (J^joi c_ix^j ^ j djUl^l ^3^ ^jjjaLAll ^LiJI I Type 

!lS^ 


jill ^LaiJ Hello Packets • 
djUl^l s^li J Data base Description • 

.djljjjlj]| ^ U Jajjll Link State Request • 

Link State Update • 
,:iA\jS\ ^ jljiLuiVI Jajj Link State Acknowledgment • 

OSPF J ^ ^ jyjiA\ ^UJI iPacket Length -V" 

.Header -S' ^ 

A\ ^liJI 6^ !Router ID 

JJj'^ djUl^l ^3^ ^c.5^*^ OSPF 


J cijIJJ j'jl' ^jiy <aiai<i]| ^j jc. ^jjjud^l ^LkJI ; Area ID 

' jSfL c^jjljII ID J ^** ^^**^ ^jJn^ 


^ a\\ac. (jc. ^jjjud^l ^LkJI ;Checksum 


jjLiij]| JiLi ^lAjL^a^l ^jj ^jjjui^l ^LiJI dIa : AuType 

L<i jjijuaj]| ^ (3^2^ 1 ^liJ' ^jii J 3:^J^' J jj^>^' ^S^ J 

J) S jjjgua JJJ^I C**ll x>K (J^ J j^jJa]| 


J jIjSLujV' ^jS^c:> JjVi ^jjll Jg ^UJt ejiA : Authentication -A 

jLuc-V' j ^j^luj jjqunll ^Vnui ^'A\ ^jj]| 


3jjL^a^l J Ay \ .bu ^LiJI ^Li. j^' J IjI^I jc. ^jjjud^l ^LiJI ; Data 

^ A^JjullI AJLujjI ^1A IjI^I CJ^JJ djLd jLl^I C5^ 

^ t. ^ / iN i 1 


wr 










^Jc. : LSR = Link State Request 

j I ^ j A \ \\ Lg aSjjII 

^Lujj ^l^Jl 6^ A^jjul! lIjIjLd jLuj^l AJnxj^ A^jjuj 

^Luj^l ^l^)-i^l dil^jlj ^l^)-l^l AjL^aSI LSR 

S^l^j lit A^ <jL^LiJl diljl^l j AjLg^C5^) 
A^jjudll ^ ^ IjI ^ ^ ^ A^jjudll 

dIa (Ja jlijl^l l)^-^ j djl^^^Lt^ \\)^ JLujjj 

Lq JnJ^I A^lL^xJl 6^ A^Jjklll l1^ j) A^Jjklll 

^ djUl^ S^li Aj^ J^L>“^ U^ C-bLoU^I Aic. J LSR U^ J^jU 

J djUl^l S^li (^5^ (J-<«-S LjjUa jLujjU ^jl^l ^ ' (2^* ^ 

A^ u*Ml 


Hi, I know about Tho following networks: 
10,1.1.0/24,10.1.2,0/24 & 10.1.3,0/24 



I don't know about network 10-1-3-0/24, 
please give me more information 


Header (> uj^ j^' :LSR-iajjil <-iIIa^L«j cijljjja^ 

Jiuit ^j ^jA i}$Jh jj ^ djUU. uj^ Header 32 Bit 4) 

djlSjjud]! djI^Lud^ Lg Jaj^l lIjLgC5^ ^J 

.LSR (J^ l1jI£jju1]| Lg JaJ^I Aij^)ia j 

^L«j Jilj ^ (^jSj Link State Request 41 ^iLj^ jSL ^JLm (jSfl • 

: LSR 41 

1- Link State Type 

2- Link State ID 

3- Advertising Router 


Wi 











^ ^ ^U. ^IjjI rLink State Type 

(j£judJ JaJ^I A-iL^ Lg JaJ^I 

(Jjujjl -kijui (.^vwx^ ^ lij j uj^ u^ <. jTwj LSDB s^li J• 

L>^ S^li -lajj L_lila 

^ J djji^ LiajI j) L_L^ Routing Table jIj^I j Jj^ • 

^ A^ djlSjj^l ^j^Tk ^Lukaj 


uj^ SjjU^I djljjjlj]! Neighbor Table u'j:^' • 


J JLujjVI jjjlj]| jlJajjll ^U. ^:Link State ID 

JljiLujVI 

j^j'j^' ^ c:jl^:i:iJ]| J -kijll ^ :bu :Advertising Router 

lIjIjjjI^)!] duj LljlL.laJi]| J J (Jj.1jl!1]| A-i1aju ^ 

(j£judJ (J-ojlSI j Aj 


Wo 





























Link State jL^I ai* :LSU = Link State Update 

iiibjja-a ^ (ji ^Luijil j Adveitisemant 

.LSU -Si AiLu.jj ^ j OSPF 


(3) 


Link $tat« Update (LSU} 



(4) 


R2 (Slave) 


o6 



Link State Acknowledgement 
(LSAck) 


R1 (Master) 


^LjojII 6^ ^i-^i :LSU ^Luuj 

4^jj ^ cjUU. 6^ uj^ Header 32 Bit -S' Header 

. J^i C5^j c^i (> 

^luij Jilj ^ ^ j]l Link State Update -S' jSjj ^jSL- (jSfl • 

: LSU-Si 

1- LS Age 

2 - Options 

3 - LS Type 

4 - Link State ID 

5- Advertisii^ Router 

6- LS Sequence Number 

7- LS Checksum 

8- Length 

9 - LSA body / LS type 

^ ^ La£ 


0 Bits 


S Bits 


16 Bits 


24 Bits 


32 Bits 



1 



LSA Packet Header 

LS Age 

Options 

LS Type 

Link State ID 

Advertising Router 

LS Sequence Wumber 

LS Checksum 

! Length 

>- 

TJ 

O 

CD 

< 

e/I 

LS Type & Details 


wn 



















di^ ^3£ ^^Luj (2)^^ - 

, Jx^ tJL4 j CjUjIaI) ^ Si^tj j£ 


j LSA ^Ij^I (j^ ^LiJI A qj 1 ^j I LS Ag 6 - ^ 

. 2 bits 

jl^ j^l jl^l j OSPF ^jij cijIjU^I ; Options 

.1 bits ^ ^LiJI ^^x>*n\ OSPF cJj^j^j^)^ 

La^V ^^Luj J LSA (j^ ^LiJI I LS Type 

.1 bits 

ciiKjuill J diljjjlj]! La Jajjl) ^jc. ^jjjji^l ^UJt el* ; Link State ID 
J IP ^ C^Vi L)'j^ cr^ ^LiJt ftjlA A^UJU J OSPF - 5 ' Jj^jjjjj eWi (^1 

.4 bits C> ^UJt sAA 

jl>«j jjjljll (>. ^j>^l ^UJI 6 aa :Advertising Router 

.4 bits ^LaJI 6 aa J jjjljlt ^_)^UJI IP 

^ J lSA - 5 ' c> ^j>aAll ^UJI dAA : LS Sequence Number -'^ 
oAjA^I ^ Va\l ^Lui^l Li^ J ^ ‘ ^ .' LSA ^Lui^ cJ^ 

.4 bits ftAA J Oj^)£lLa]l 

LSA -i' f j^ J LSA - 5 ' j 4 ^' d^ ^j>^l ^UJI oAA :LS Checksum -V 

.^LkLVI c_aL^t J ibjliai] 

AjAaJj J LSA ^o^ ^jjjouJI ^ ^LiJt 6^ ; Lei^th 

J LSA - 5 ' <^'-ij^ ^j>^l caUUJI 6 aa :LSA body / LS type 

^ LSA Packet Header JjVl a*. U .aa lSA -S' 

ajL»£ ^ j LSA body / LS type -S' jj-^ 

.LSA,^^^' 

LSA -S' ^'jjS ^f js' -^j' J LSU ^c> f-S-e^VI ^ 'a^La - 

U ^1 jjVl 6 aa jac. jjLaJj J Link State Advertisemant -S' uj^ 

. J ^jaLui ^jV' LSA -S' L>^ 11 -S' s-'j'-^ 

wv 












Types of link-state advertisements 

192.168.10.25 192.168.10.1 (DR) 




LSA Type 1 = Router LSA 
LSA Type 2 = Network LSA 
LSA Type 3 = Summary LSA = ABR LSA 
LSA Type 4 = Summary LSA = ASBR LSA 
LSA Type 5 = External LSA 
LSA Type 6 =Multicast OSPF LSA 
LSA Type 7 = External LSA for NSSA 
LSA Type 8 = External Attributes 
LSA Type 9 = Intra - Area - Prefix 
LSA Type 10 = Area - Local - Opaque 
LSA Type 11 = AS Opaque 

; IjLa ^jlCr j Jxij IjLa j CjUjS.421 0^ 0^1 j 


LSA Jl :LSA Type 1 = Router LSA • 

aJLui^Lj J LSA 0^ jLuijLj 

a ja ^ \ . SjjLa-all 

^ lUjj LSA -5' c> ^j : LSA Type 2 = Network LSA • 
(JSJdj a \ A\ J broadcast ^ 

^ Z ‘ .' a \. y<.'\A ^ ^'wi U u '* 


WA 

























AjUt ^ ; lSA Type 3 = Siumiiary LSA = ABR LSA 

oA T -la cJ^^AreS (jJaliail (JjiaI AjLuu U' CS^ -J ^ -ag ■« 

^** ^^**^ j ^1 l)^ cIiLg<S jjud]| 

^1 ^lilj ^Luj^l ^^Ia^I (jjjiij (jl^ u^ 

SA^Ij lAjL^^^Ll^I j ^ j\^3r 1 ^ 

(.^uwl 4 j\^3r 1 ^jLA cijL<ijLt^l jjjl^l Lg-L<i 


^j^' : LSA Type 4 = Summary LSA = ASBR LSA • 

_jjc. (j-aiaJJ t_JJjaill 1.^ j ASBR^i (jjl dll^Luball 

. ASBR -S' Router ID ABR 3' 


Cjj^' c3:J^ t -5: LSA Type 5 = External LSA • 

^cIH® CS^ •laA T .J (JljbU^l ^j-a 1^ j 

^ (Jt^n jt c 3 :!^>^ c^' Cy^ ^j%S Area 3' ^_ylc. 
(Ji^aluJl JJj'^i J'-^' (.5^ Area -S' -^J-^ C5^ JJj'^' O'® 

^CLujljV' 

J j^ ljiA : LSA Type 6 =Multicast OSPF LSA • 

1.1^ ‘'® (J^axiLoiA 

^li jc, ij\^ jA ^ jjll toA : LSA Type 7 = External LSA for NSSA • 
. OSPF 3' <£fiudS jLkil Cljl^Aiai]l ^ ^AiJLjoJ cllLaji*-all 

Jij] liA :LSA Type 8 = External Attributes • 

^ SjjSj ^Akjjuij .i*j ^ OSPF 31 ^1 BGP 3' (Jj£jjj^ >.-1'^ 

jA OSPFv3 L>® clillj]! jtAk^V' u^j OSPF -S' Jj^jjjjj 

.Ajla^ ^^uhSI -SajjS' ^ IPv6 address c?^j ‘--i'-aji*-aH J'-uijV 

ojj^ 4 j. 9j .Lj ^UJI ftjiA : LSA Type 9 = Intra - Area - Prefix • 

C5^' ^ J ^ ' ^" ^ ‘‘“" dlLa^^ls^ 

t :LSA Type 10 = Area - Local - Opaque • 

dlLaaj ^ ^LuiaII (j'-^ ^ ^''•^ ^Luia (JllLa 

.OSPF 3' Jj^j^>^S ^ ®jS^jSl 6.^ (JLujjl ~''j ‘ '< (j^j ‘"'''aj.'S**"'" 

V' Ai ^UaJ (> jll 0 ^ : LSA Type 11 = AS Opaque • 

. ^ jjSI i>ij*jiu< J ‘^jSl ^ 

























7 jLaj&VI ^ ^ J 11 ^ ^ c)~i% 

^ V O^J 0 3 ^^ C5^W J ^ A^Luil 

:^U2l Jj^l ^ L«S <,5-^j jLu&V) ^ (^1 AJUII £^ljji 7 J^ ^ 


LSA 

Generated by 

Function 

Flooding Map 

Type 1 

Normal Area Routers 

Advertising router’s interface 
and status to neighbors 

Intra-Area 
{Area of origin} 

Type 2 

DR 

Advertising DRs direct 
connected neighbors 

Intra-Area 
{Area of origin) 

Type 3 

ABR 

Advertising ABRs areas 
summary 

Inter-Area 
{Multiple Areas) 

Type 4 

ABR 

Advertising the presence 
of ASBRs 

Inter-Area 
{Multiple Areas) 

Type 5 

ASBR 

Advertising external routes 
to internet 

Inter-Area 
{Multiple Areas) 

Type 7 

ASBR 

Advertising external routes 
to internet to NSSA areas 

Inter-Area 
{Multiple Areas) 


£^)jjj ^ ^UJ) £^IjjVI J jSj (>> ^ 14 jjV 1 ^ jS c)JSj (Ji*iJ) 1^ J 

. Types of link-state advertisements 


c?^ ^'-“j :LSAck = Link State Acknowledgement 

A C5^ ^g J uij djLG^^Lt^l cJ^W^ J 

^ J LSA headers u:!j^ c?^ header -S' 

-11 ^1 ^^IILujVI (^5^ 6.bu J LSA (J^ S^l^)ill <Aac. ^alil]' ^(2 

s^li cJ-^ ^ 1 g uiq*i L^ AijUa^l LSA headers 

P) 



Unk State Update (LSU} 



Link State Acknowledgement 
(LSAck) 


^ ^LjojII dIa ^ :LSAck ^Luuj CjLjj^ 

ijjSjU (> jjSjj Header 32 Bit 3> i»T^ Header 

. Ji-I J! C> 


U. 























OSPF-Jt ^ fj jS oj% 1^ 

U J L)^J) ‘ ' cJj ‘ '^S'' U 

^ UJ^ J U^ ^jU-'.o' a<',^,\l ^ J (Jj>^lql ^J^JXJ 

.background network ^^ak 

A^ Ja*J 1 Vj A^ ci .U^"'^ ' V J (>» ^ Jiiil 

La a£jju 1]| Akk ^ diLlkl ^^)s..a j A-k ^^)kl j A-uj| j.l]| 

<_^jijjjIaJl jA Ik 


IKMP 

10.61.0.0/30 


10.0.0.1 




AMA3} 


I0.M.0.0/M / 
IO.)>.l4>/>4 / 
I0.3>.7j0/>4 I 
10J2.X0/M 
I0.J>.V0/M \ 


'\ / 
\/ 


10.0.0.2 


.10 

■’i3 

B>'" 

^fo/o 

11/0 Ifl 

IP 10/0 


\ 


N. lOJOM/M 


/ \ 
\ 




AlttA45 





1/7.4V.0.0/24 
l??.4V.1.0/>4 
t/7.4 V 1.0/14 
1/1.4 VXD/14 
































^j^Vuxi U^ C5^ (J^^ 

Lg j a-iL^*JI ^xij c *Qj^ L?^ j R2 j R1 (ihf^ ^ (J^ix^osj j 

C5^ J-lx^Lilll (jia^)*J ^jiijuj (Jli]| ^UjI ^ (Jilli ^3^^ 

j 0^)^ 0'**^^J ^) ^ ^ U^ ^ A^Jjud]| 

^JJJJ j 3^1 A-iIaC- ^)^Jij (^5^1 3jjL^li!l]| ^^)judj Jnid ^^Ijuj A-llc* (3^*il 

^Ij (J;ix^ai!i]lj A-^ 3-^1 ^ jqj^ J 0-<iU^)3l ^1 ^ 


Hello 


31 ^Lujj ^^3^ J ^3^^ a-i1a*J 3j) 

OSPF Header -SI ^Lij ajt^fL ^ ^ Qj^ ^>Saj^ A^jjkiil A-liii. ^ Packets 




0 Frame 47: 90 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface 0 

©Ethernet ll, src: c2:08:19:b8:00:00 (c2:08:19:b8:00:00), Dst: lPv4mcast_00:00:05 (01:00:5e:00:00:05) 

©internet Protocol version 4, src: 10.0.0.4 (10.0.0.4), Dst: 224.0.0.5 (224.0.0.5) 

B Open shortest Path First 
B OSPF Header 

OSPF version: 2 

Message Type: Hello Packet (1) 

Packet Length: 44 

source OSPF Router: 0.0.0.4 (0.0.0.4) 

Area id: 0.0.0.0 (Backbone) 

Packet Checksum: 0xeba2 [correct] 

Auth Type: Null 
Auth Data (none) 

B OSPF Hello Packet 

Network Mask: 255.255.255.248 
Hello interval: 10 seconds 
B options: 0x12 (L, E) 

0.= dn: DN-bit is not set 

.0.=0: o-bit is not set 

..0.= DC: Demand circuits are not supported 

...1 _ = l: The packet contains LLS data block 

_ 0... = np: nssa is not supported 

.0.. = MC: NOT Multicast capable 

.1. = E: External Routing capability 

.0 = MT: NO Multi-Topology Routing 

Router Priority: 1 
Router Dead interval: 40 seconds 
Designated Router: 0.0.0.0 
Backup Designated Router: 0.0.0.0 
B OSPF LLS Data Block 
checksum: 0xfff6 
LLS Data Length: 12 bytes 
B Extended options TLV 
Type: 1 
Length: 4 

B Options: 0x00000001 (LR) 

.0. = RS: Restart Signal (RS-bit) is not set 

.1 = LR: LSDB Resynchronization (LR-bit) is set 


Router Dead Interval : 40 seconds -S' ‘ j 

^LiJI ^3^ 40 -^1 ^^I ^ ^ 4-y^3^l ^1-^J dja 

dm Lg jL^mVI ^1-i-SI j A-iL^j31 















R2 ^Lujj (J jjL^j ^bu (jVI 

; ^Ull SjjA^I ^ ^ R2 s^li 4 j\^3g\ DBD 


0 Frame 19: 158 bytes on wire (1264 bits), 158 bytes captured (1264 bits) on interface 0 
0 Ethernet II, Src: c2:05:19:b8:00:00 (c2:05:19:b8:00:00), Dst: c2:06:19:b8:00:00 (c2:06:19:b8:00:00) 
0 Internet Protocol version 4, src: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.2 (10.0.0.2) 

B Open shortest Path First 
E OSPF Header 

OSPF version: 2 

Message Type: DB Description (2) 

Packet Length: 112 

source OSPF Router: 0.0.0.1 (0.0.0.1) 

Area id: 0.0.0.0 (Backbone) 

Packet checksum: 0x7f8e [correct] 

Auth Type: Null 
Auth Data (none) 

0 OSPF DB Description 
B LSA Header 

LS Age: 612 seconds 
Do Not Age: False 
0 Options: 0x22 (DC, E) 

Link-State Advertisement Type: Router-LSA (1) 

Link state ID: 0.0.0.1 

Advertising Router: 0.0.0.1 (0.0.0.1) 

LS sequence Number: 0x80000041 
LS checksum: 0x28b2 
Length: 36 
B LSA Header 

LS Age: 786 seconds 
Do Not Age: False 
0 Options: 0x22 (DC, E) 

Link-State Advertisement Type: Router-LSA (1) 

Link state ID: 0.0.0.4 

Advertising Router: 0.0.0.4 (0.0.0.4) 

LS Sequence Number: 0x80000026 
LS Checksum: 0xfde4 
Length: 36 
B LSA Header 

LS Age: 612 seconds 
DO Not Age: False 
0 options: 0x22 (DC, E) 

Link state ID: 10.0.0.1 
Advertising Router: 0.0.0.1 (0.0.0.1) 

LS sequence Number: 0x80000026 
LS checksum: 0xda30 
Length: 32 
B LSA Header 

LS Age: 791 seconds 
Do Not Age: False 

0 Options: 0x22 (DC, E) _ 

[Link-State Advertisement Type: Summary-LSA (IP network) (3)] 

Link state id: 10.0.0.12 
Advertising Router: 0.0.0.4 (0.0.0.4) 

LS sequence Number: 0x80000001 
LS checksum: 0x6eb6 
Length: 28 

0 OSPF LLS Data Block 



^ j ^1 ^ OSPF Header -5' ^ - 

^ L -kg f\\\ SjjjL^all ^ J LSA 

djLi^ ^ ^ A 

^ ^ IPv4 cJjJ OSPF 

. Dst 10.0.0.2 l 5 ' J Src 10.0.0.1 

LSA Type 1 , LSA Type 2 djUi^l ^3^ L)^ ^ 

. LSA Type 3 , 


ur 














o^la AjLaaJ ^Ls j RJ (j-a DBD R 2 ^ 2 )^ 

jjjtj]t j cjtjUJt aAj^ri A lSR Jl ^LuiJ (jLjojt dlUl^t 

1 g jW c_b^)jL!l]| 


S Frame 24: 106 bytes on wire (848 bits), 106 bytes captured (848 bits) on interface 0 
a Ethernet II, src: c2:06:19:b8:00:00 (c2:06:19:b8:00:00), Dst: c2:05:19:b8:00:00 (c2:05:19:b8:00:00) 
a internet Protocol version 4, src: 10.0.0.2 (10.0.0.2), Dst: 10.0.0.1 (10.0.0.1) 
a open shortest Path First 
a OSPF Header 

OSPF version: 2 

Message Type: LS Request (3) 

Packet Length: 72 

source OSPF Router: 10.0.0.9 (10.0.0.9) 

Area ID: 0.0.0.0 (Backbone) 

Packet checksum: 0xdf88 [correct] 

Auth Type: Null 
Auth Data (none) 
a Link State Request 

Link-State Advertisement Type: Router-LSA (1) 

Link State ID: 0.0.0.1 
Advertising Router: 0.0.0.1 (0.0.0.1) 
a Link state Request 

Link-State Advertisement Type: Router-LSA (1) 

Link State id: 0.0.0.4 
Advertising Router: 0.0.0.4 (0.0.0.4) 
a Link state Request 



a Li nk state Request _ 

tenk-state Advertisement Type: Summary-LSA (IP network) (3) 

pnk state ID: 10.0.0.12 
[Advertising Router: 0.0.0.4 (0.0.0.4) 


LSA JLujjl ^ 

^ (3^ J 

LSA lIjLg ^ ^ ^jQj ^ R2 

. LSU -S' j 

a Frame 26: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits) on interface 0 
a Ethernet II, Src: c2:05:19:b8:00:00 (c2:05:19:b8:00:00), Dst: c2:06:19:b8:00:00 (c2:06:19:b8:00:00) 
a internet Protocol version 4, src: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.2 (10.0.0.2) 
a open shortest Path First 
B OSPF Header 

OSPF version: 2 

Message Type: LS update (4) 

Packet Length: 160 

source OSPF Router: 0.0.0.1 (0.0.0.1) 

Area ID: 0.0.0.0 (Backbone) 

Packet Checksum: 0xb899 [correct] 

Auth Type: Null 
Auth Data (none) 

B LS update Packet 

Number of LSAs: 4 
B LS Type: Router -lsa 

LS Age: 614 seconds 
DO Not Age: False 
a options: 0x22 (DC, E) 

Link-state Advertisement Type: Router-LSA (1) 

Llnk-SLaL£ ..JJD.; _ 

Advertising Router: 0.0.0.1 (0.0.0.1) 

LS Sequence Number: 0x80000041 
LS checksum: 0x28b2 
Length: 36 
a Flags: 0x00 

Number of Links: 1 

a Type: Transit ID: 10.0.0.1 _ Data: 10.0.0.1 _ Metric: 1 

B LS Type: Router -lsa 

LS Age: 787 seconds 
Do Not Age: False 
a options: 0x22 (DC, E) 

Link-State Advertisement Type: Router-LSA (1) 

Link State ID: 0.0.0.4 _ 

Advertising Router: 0.0.0.4 (0.0.0.4) 

LS sequence Number: 0x80000026 
LS Checksum: 0xfde4 
Length: 36 
a Flags: 0x01 (B) 

Number of Links: 1 

S Type: Transit _ ip: 10.0.0.1 _ Data: 10.0,0,4 _ Metric: 10 


)Ai 



















j diLc(J^L^ j ^^llLujj <^iL^ C5^ ^Lujj 

j LSA headers ij^ header -5' ^UJt ^1 ^1^1 


^!>IjjuoVI .^llill ^Vnui 6.^ j LSA c>^ 1 JJ ^ (JjlLi]| 

^jjoaL (J-<^ djljjjlj]| Lg-uij LgJ ^Lk^l LSA headers u^j^ 

djULull d^li 


B i^lType: N€twork-LSA 
L5 Age: 614 seconds 
DO ^ot Age: False 
1 + options: 0x22 (DC, E) 

Link-State Advertisement type: ruetwork-LSA (2) 

Link s tate ID : 10.0. 0.1 _ 

Ad verti si ng Router : O. Q.Q.l (^0. 0. Q .l) 

LS Sequence Nun^er: 0x80000026 
LS checksum: 0xda30 
Length: 32 

Netmask: 255.255.255.248 _ 

Atta ched R oute r: 0. 0.0.1 _ 

Attached Router: 0.0.0.4 _ 

□ LS Type: Sumnary-LSA (IP network) 

LS Age: 792 seconds 
Do Not Age: False 
+ Options: 0x22 (DC, E) 

Link-State Advertisement ^pe: Sumnary-LSA (IP network) (3) 

Link state ID: 10.0.0.12 

Advertising Router: 0.0.0.4 (0.0.0.4) 

LS sequence Number: 0x80000001 
LS Checksum: 0x6eb6 
Length: 28 

Netnask: 255.255.255.252 

Metric: 1 


^ <j) U] <Aj^\ Attached Router - 

(JjS^ A£jjud]| J aJ djUl^l ^ J 



Router ID-l.l.l.l 


Router ID - 6.6.6.6 


Router ID -3.3.3.3 


Router ID -4.4.4.4 


Router ID-2.2.2.2 


)Ao 































^^^)Ja ^jC. CjLkliVI ^ 

5 ^^ j Priority -5' ^jVt (^) ,^>^W jjj'ji' 5 ^^ ^iPriority - ^ 
0 f^j Sjl^ jA J U j^ J Priority Default 1 cjtjjjt jll 

^_gJc.t jUlkt J LjLiJijVt ‘^LaC. cJ^"^ L>^ 0 j“’ 255 (. 5 ^ 

U^ cJj-a BDR ‘ ‘’ DR ^ 

5JUJI ftjiA Priority Default 2 j Priority Default 1 

liilLaj jjj' ji' J Priority Default 2 -5' (> DR -5' jjj' j ujV- 

Jt ^ ji BDR -5' jjj'j uj%“ Priority Default 1 ^ 

JlUjVl J el* cpaiJi djtjjjljll Priority Default 1 

cjUijVl ^uL*J RID -11 ^ 


Priority -11 J j Router ID -1 jl-^^si^l ja :RID 

4 ^jjulll J ^ 1-^1 jlAjb^yi ( j-a (jl _jjc. ijc. bj)\-^ jA J RED <^j cJl-^'^l 

t _ flj^>*jll ^lA OSPF -11 '^ l ^ <_ l * i^l ^ jl^l cIjIjI^I (_ l < a*J 

jA J OSPF JjJjjJ 1 gjlc - l )*^1 »-iiljjjljll (^41 

^ ^'w'\l ^ cJl^ (-4^ J 1 ■» '!-« ^1^1 ^lAk^aVl ^lj^»il 

J 10 . 10 . 10.10 c^Vl 4 ‘- 5 - 5 *'^' ^' j ^ j'j 

liiliaj ^^jill jjjljll 1^ g,»j.i41 1 ^ dr oj ^^ c> 11.11.11.11 (^'^1 

4 JUJI ftjiA ^ ^Ull jjjljll jA J 11.11.11.11 jA J ^1 Router ID 
J BDR 4 ^ 113 "^^4 ^ j )'4 ‘ *' l 1 _ j '^1 . j ^ jl^l _j DR - 114^1 j ) * *'*‘' (. s ^ l^l g-l 4 c . 1 

^)^V1 (Jl^jjjVl ‘ ‘’ ‘4^^)4l '1 l-*"'!! ^aJJ ^ Ijl 


ui 


















jjjljlt jL^ ji' jA iLoopback IP Address 

^JC- ^l)^ JA(^ JUaC-VI J (J^ljaui]| C—flLoi^JjuJI 

^ln] jLiiil A-iL^*j ^jViui V 

^ (Jjj^jUjI >^ 1 ^ ^) l)L^ ^ CjLiJiiVI ^uL^ M\a\\ ^.ikjjLuJ J 6JJjl^l 

L>^J^V^ ^^ li) (^5-^ j cJ^-^ jW^ 

^Ui J 100.100.100.100 

ikU c> 200.200.200.200 (^' 

^ ^ tjj J bDR j dr -St j:tj'J 


^qVnui 


^ U ^. 5 ^^ jaj*jj ^ JU ^ ^UJl :High Physical Interface 

fastehtemet l>^j^V' l>^j^' c 5 ^' c 5 ^) ^d?^ 

J OSPF -S' Jj^j^jj^ lUs c 5^' giga ethemet j' 

_l1jIj)^^\I a^iL^ J BDR J DR -S' ^j'j il^Vi' 

^1 4-1^ lIjI^jI^I Lg il diljJa^ ^ f-L^Vt .iaJ ^Vt 

_11 j^jt^t A K ui<> CLljA^ cJt-^ (^ '^t 1 g V <.llljSr^tt ftAA ^S 

Jtj'J Jjt o^ 4jUjiil ^ dr -S' j^jtJ u' ^J*-^' DR 

dr (.s-'^jSl JJjt jSt ^t-J t>a ji>> ‘^ic- OSPF -St (Jj^ lS:?*^ f^J ^_ylc. 
(jliaj ^ uj^ cs^t Broadcast jj^t-^t di^t 4 .j£jjo (JiLa ^ 

Ujt‘ ^''■^St ^ ''* BIVIA U^ aSjjm ^^g-Sc- cS'axj A^lLaxll I AJs^^La 

Fraine cBt-S^ c?^ ci-asCi <£fiudil aauoj Lai <£fiud]t j ^tj (j^jt-s^ c?^ 
^^u^iSI jjjtj J 6 - 1 ^jS (_g-ui^jll jjjtjSt PPP -St jS Relay 

J (jUaj ^ <£fiuo ^_gJc. t jjjj^ J ^^fjjdll (jt-S^ ^a^l ^ DR ** ‘ ‘’°''S Oi*^ ^t-:! 

.BMA -St Jl« 

J BDR J DR cjULkliVt A^Iat ^jj£j V ^^t clIjjjIj]! ^ : DRother - 
Two -St uj^ DRother ^t^ uj^ ^t Jtj'j^' t-^ uj^ 

. Full State uj^ BDR j DR ^t^ t^', Way State 

0:“ La ^ <>jlAiJLjot ^ ^Ij ^lc._jj ^jJ OSPF -S' cJ ^ , ^1 11 ^jLwJl 

. DRother -St ^'jjj'j -^.iLiuit ^ ^Ull j BDR j DR -St cLtjjjtjll 

^ JUfljV) ^jlaL-j DRother -St ‘^tjjjtj ljIjjaS) IIa j!5Lk Ly» :224.0.0.5 • 

.(j^a*J) Ifuaxj 

^ Jl«ajVI BDR J DR -St ‘^tjjjlj c)ljxi) 1^ J!5U :224.0.0.6 • 

. o^t 4.*.ia*j 


^ AV 


















BDR j DR liLJj OSPF 

1^1^ A^ckiuJa A ^ u^Ii ^LL ^ A^^jjudll J 4-S^)juj l-ij^ (jl ^ \\ 

dll^jl^l AS.^ ^J djl^jlj ^1 ^^^jt-nJa]| ^L^l 

jui ^LiiJ U’ C> ‘-111 Jjjt j]t ^_glc. OSPF -J' Jj^jjjjj ^J^J 

JIa -l^lj (jLlaJ Um U^ (JISjojI dll^jl^l 

^jJa ^ c3^-^ J ^-L^all^ djl^jlJ AjujI ^ 

^ ^ uij'i^l (J^ C-jliAjVI A-iL^ ^ 

aA^ S^li L<i Jj^ijuj 1^ .bu ^J£ju1j L^LklljVI A-4-<^ duli AjI j jii] 

aSL^I ^jl J J ^jl J (J^^ ^ j\^c:> S^lill L<i J L^LiJliVI 

J djl^jl^l ^IaIIxJ 4-^^)jud]| Jdjl£jjud]| ^1 ^aixJ ^1 ^ ^ J 

L)^ J y^j S^li ^ AjI ^^^jLJjJall 

J^ J^c_blij| j\ j\ (jl jli.1 ^ AjI (jiajjij] c ^ \\ -si jVIA-4-<^ j jlijl j 

^ W 1 ^^1^ ^^^£j ^ ^1 (J^OxJl yC> 1-^-^ A^Jjudll I^LijI ^ ^l^Jl 6^ ^ A^JjullI 

^jjJJ l^iajl ^jij J ^uUJ^I JJjl^l JJ-^ ^J ^ 

(jl (J^ lIjI^Ij^I (Jx>^\l ^ 13? x>J cil^l^)j]l 

(^JjJaSl (J^uij (J-OJLJ A£jjud]| C5^ (Jx>^\l 

^jl J (J^ S.1^1 ^1 A£jjai]| 1-^ ^ (J^ (J^ ^>J i l»^ ^^^4 

Cljl^,laJl]| jLuJjU ^jl^l ^J^Loui DR c.5-^*^ 

JJjl J jUlkl ^ L_lJjud]| 1.1^ A£jjal]| (J^b ^ (J^LolA AjC. ^CJJJ I^ j djUl^l J 

J^judll 1^^^ Cy^ cJ^-^ A jM j\l J ^^^JaLii^l ^)^VI j j 

^J^UL^ (j£judJ A£jjud]| ^JjL^aJ 



UA 



















5* Jl Jj£jjjjj j RIP J1 Jj£jjjjj (jc. *■ OSPF -It Jj^jj jji - 

j LS V Subnet Mask -5' cjl o-^ 

Wildcard Mask cs-^ j <Jj RIP 

f^j Process id ^jj j , OSPF -S' 

OSPF -11 JJjxilL ^ (JlLi Jj£jjj^)JI ^ 

AjLixll 0^ ^x>^*n\ U’ J C5^ 

Process ^j ^ J£ji 

jjj^>^l (iF' dilj^l dIa j ij 

65,535 (^j 1 (> Process id 3) - 

^ Wildcard Mask j Subnet Mask -S' u'^' - 

: 

255.255.255.0 c3^' '^ : Subnet Mask • 

0.0.0.255 c3^' \hi : Wildcard Mask • 

: OSPF Configuration cjlJlJfrl _ 

Router > enable 
Router # config t 

Router (config) # router ospf 1 Process id 31 ^j ja IjiA ^Ij ^j 
Router (config-router) # network 10.0.0.0 0.0.0.255 area 0 
Router (config-router) # network 15.0.0.0 0.0.0.255 area 1 

^ CjLa jiftiAll C9^' J^' 

Router # show ip route 

jUll ^).aV' 13^ 

Router # show ip ospf neighbor 

o^jl dll^jl^l ^).aV' 13^ 

Router # show ip ospf database 
















OSPF Configuration, Network BMA 
je. OSPF -II JjSjjjjj Cibljc.) 

^j■■ j “ 7 Cy^ ^ OSPF Jj* ■■ • 

. J-Atdi 

J 7 J J^l CjUI^V) ^JXA • 

Jiwu A£^l Jis. JjSjjjjJI Jjxiu Area -i' 

. 192.168.1.0/24 u'j^ uj^ JjV' ^ 


. 192.168.2.0/24 u'uj^ ^ 


Ijoii 


. 192.168.3.0/24 u'uj^ 

. 192.168.4.0/24 u'^ 


Ijudi 


. 192.168.5.0/24 u'uj^ 

. 192.168.6.0/24 (1)^A^JjUdll 
Area 0 A^f^l 10.0.0.0/8 .v 

C!jl£jjaill Lo JaJjJjuj 


J Cljl£jjal]l .bu (jVl 

(JjxilL ^j^luj j CIjIjjjI^I ^ J 

Lg (JLg 1 g kJpgr (JljL^ajVI djl£jjul]| OSPF 

^jUo ^Ljaj ^ilA CIjI JJ j\j^\ ^ Cljl£jjai]| ^J 

J Lljl£jjal]| C_b^)3L4]| j jlill (Jjl^ ^ Lljl£jjal]| 

^ 10.0.0.0/8 BDR J DR -1' jjj'j 

BDR jiijtjll jDR 


,apHaji,igifflt:i)] 

Logi cal 


Set Tiled Background 



L0;06 I 




il 

X 

Q. 


Time: 02:10:06 I Power Cycle Devices Fast Forward Time 


Realtime 


IHD^ 


c 


^a«9< 


000000 ^'00 . 

Scenario 0 ▼ 

1 New II Delete | 

< i in ! t 

1 Toggle PDU List Window | 

Copper Straight-Through 


Fire Last Status Source Destination Type Color Time{sec) Periodic Num 


^ ^ * 



























































• j R1 (.5^ cJ^jilu) 

. ^uiii j^ijVi c)^^ 

Router > enable 
Router # config t 

Router (eonfig) # interface fastethemet 0/0 

Router (config-if) # ip address 10.0.0.1 255.0.0.0 

Router (eonfig-if) # no shutdown 

Router (config-it) # exit 

Router (eonfig) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.1.1 255.255.255.0 

Router (eonfig-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router ospf 1 

Router (config-router) # network 10.0.0.0 0.0.0.255 area 0 
Router (config-router) # network 192.168.1.0 0.0.0.255 area 0 
Router (config-router) # end 
Router # copy running-config startup-config 


• (J-ac- J R2 l)^ jaiui 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 
Router (config-if) # ip address 10.0.0.2 255.0.0.0 







Router (config-it) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-it) # ip address 192.168.2.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-it) # exit 

Router (config) # router ospf 1 

Router (config-router) # network 10.0.0.0 0.0.0.255 area 0 
Router (config-router) # network 192.168.2.0 0.0.0.255 area 0 
Router (config-router) # end 
Router # copy running-config startup-config 

R3 ^jAjju) ^Vl R2 l oiA 


• (J.aC. j R3 (jVt 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-it) # ip address 10.0.0.3 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.3.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 


nr 






Router (config) # router ospf 1 

Router (config-router) # network 10.0.0.0 0.0.0.255 area 0 
Router (config-router) # network 192.168.3.0 0.0.0.255 area 0 
Router (config-router) # end 
Router # copy running-config startup-config 


• 4 C1j1j 1.1C.VI (J^aC. j R4 (.5^ ^V1 

. j^ijvi (jSfi 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 10.0.0.4 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.4.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router ospf 1 

Router (config-router) # network 10.0.0.0 0.0.0.255 area 0 

Router (config-router) # network 192.168.4.0 0.0.0.255 area 0 

Router (config-router) # end 

Router # copy running-config startup-config 

R5 (jJJ-al^Jl jJjl^jil (J^jaiui ^jVl R4 C1 j1j1jc.1 cJA 

. djblji^Vl 







• j R5 (.5^ cJ^jilu) 

. ^uiii j^ijVi c)^^ 

Router > enable 
Router # config t 

Router (eonfig) # interface fastethemet 0/0 

Router (config-if) # ip address 10.0.0.5 255.0.0.0 

Router (eonfig-if) # no shutdown 

Router (config-it) # exit 

Router (eonfig) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.5.1 255.255.255.0 

Router (eonfig-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router ospf 1 

Router (config-router) # network 10.0.0.0 0.0.0.255 area 0 
Router (config-router) # network 192.168.5.0 0.0.0.255 area 0 
Router (config-router) # end 
Router # copy running-config startup-config 

^jAII ^j)Vnn (jVl R5 -^11 l 


• (j-ac- J R6 l)^ jAiui 

. c)Sfi 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 
Router (config-if) # ip address 10.0.0.6 255.0.0.0 







Router (config-it) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-it) # ip address 192.168.6.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config) # router ospf 1 

Router (config-if) # exit 

Router (config-router) # network 10.0.0.0 0.0.0.255 area 0 
Router (config-router) # network 192.168.6.0 0.0.0.255 area 0 
Router (config-router) # end 
Router # copy running-config startup-config 

g.1 ^ ^ ulll J AiaLS R6 l 

. djljjjljll c 5^0SPF -II Jj^jj JJJ Jjsiij J djljjjlj]| 2;:^ JJ 


^Luial ^ (_Ja ,'1^1 Vl t j (jVI 

(Ja dllSfiud]! La jLikl (j-a*j J dlljJjl^l 

j JjVl ^jl^l (.5^^ J ^jiiuj V jl ill I g > 1 ^.a (JLb^jVI dl^dall 

. V ji di£^i ^Ljaj ^ j jllll C5^ j^ 

J^J O ^J^l OSPF -JI >»J 4iaaiU . 

. OSPF -Jl JjSjJjjJ J:*1 j fj ^1 Lji Jj-^ O 

! jUll (^L^l ^>aVI ^Li^ ^jij J Rt (.5^ ^^j'iLn ^Vl 

Router > enable 
Router # show ip route 


no 











lOS Command Line Interface 


Router>enable 

Router#®ow route \ 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, lA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 


C 10.0.0.0/8 is directly connected, FastEthernetO/0 
Q _ 192.168.1.0/24 is directly connected^ FastEthernetO/1 

O 192.168.2.0/24 [110/2] via 10.0.0.2, 02:25:50, FastEthernetO/0 
O 192.168.3.0/24 [110/2] via 10.0.0.3, 02:25:50, FastEthernetO/0 
O 192.168.4.0/24 [110/2] via 10.0.0.4, 02:25:40, FastEthernetO/0 

O 192.168.5.0/24 [110/2] via 10.0.0.5, 02:25:40, FastEthernetO/0 R 
O 192.168.6.0/24 [110/2] via 10.0.0.6, 02:25:27, FastEthernetO/0 =1 
Router# ^ 

L ^py ^1 L P3ste ^1 


J OSPF AlisLjal ^ djLSjjud]! 

OSPF ^ 

.W Um CIjI JJC5^ JJ 

. OSPF -St uj^ JL^I 


! J R2 C5^ (jVI 

Router > enable 
Router # show ip route 


































lOS Command Line Interface 


Router>enable 

Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, lA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 


C 10.0.0.0/8 is directly connected, FastEthernetoTol 


0 

192.168.1.0/24 

[110/2] 

via 

o 

o 

03:10:57, FastEthernet0/0| 

C 

192.168.2.0/24 is directly connected. 

, FastEthernetO/ll 

0 

0 

0 

192.168.3.0/24 

192.168.4.0/24 

192.168.5.0/24 

[110/2] 

[110/2] 

[110/2] 

via 

via 

via 

10.0.0.3, 

10.0.0.4, 

10.0.0.5, 

03:10:57, FastEthernetO/0 
03:10:47, FastEthernetO/0 
03:10:47, FastEthernetO/0 


0 192.168.6.0/24 [110/2] via 10.0.0.6, 03:10:47, FastEthernetO/0 " 

Router# _ ^ 

I Copy I I Paste | 


j jlill J R 2 

c_bj*j jl ^UJI ^ j Area 0 -S' 10 . 0 . 0 . 0/8 -S' ^j 

J-lJ^jlL ^Cljl£jjud]| ^ UJjI j\ A£jjal]| dIa A^u'l) (^\ <jj 

>1^1j a J djlSjjud]! Lg JaJ^I 10.0.0.0/8 ^ ^ 

^ J 10.0.0.2 J 10.0.0.1 (jUaill ^ AjLiiio (j'^^ 

L_L^ ^LaJl ^ BMA ^ J J (jUaJ ^ ^ 

(j£judJ (J-ojlSI u' 

J R 5 J R 4 J R 3 lSj'^^ a-iL^ iui ^jV' 

^ jS^ V djL^jjoill 4 l >>i ^ lS R .6 

: Jliill jJ^\ U:^ 

Router > enable 
Router # show ip route 

































lOS Command Line Interface 


Router>enable 

Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, lA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 


C lQ.Q.Q.Q/8 is directly connected, FastEthernetO/Q 
0 192.168.1.0/24 [110/2] via 10.0.0.1, 03:45:27, FastEthernetO/0 

0 192.168.2.0/24 [110/21 via 10.0.0.2, 03:45:17, FastEthernetO/0 

C 192.168.3.0/24 is directly connected, FastEthernetQ/ll _ 

0 192.168.4.0/24 [110/2] via 10.0.0.4, 03:45:07, FastEthernetO/0 

0 192.168.5.0/24 [110/2] via 10.0.0.5, 03:45:07, FastEthernetO/0 

0 192.168.6.0/24 [110/2] via 10.0.0.6, 03:45:07, FastEthernetO/0 | 

Router# 

Router# 

Router# 

Copy Paste 


R4 

Router4 ^ 

I. Physical j Config J CLI | 

lOS Command Line Interface 


Router> 

Router>enable 
Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 


C 10.0.0.0/8 is directly connected, FastEthernetO/0 


0 

0 

0 

192.168.1.0/24 [110/2] via 10.0.0.1, 
192.168.2.0/24 [110/2] via 10.0.0.2, 
192.168.3.0/24 [110/2] via 10.0.0.3, 

03:48:18, FastEthernetO/0 
03:48:18, FastEthernetO/0 
03:48:18, FastEthernetO/0 

c 

192.168.4.0/24 is directly connectedi 

r FastEthernetO/ll 

0 

192.168.5.0/24 [110/2] via 10.0.0.5, 

03:48:08, FastEthernetO/0 

0 

192.168.6.0/24 fllO/21 via 10.0.0.6, 

03:47:58, FastEthernetO/0 


Router# 

Router#! 


Copy Paste 



























































lOS Command Line Interface 


Router>enable 
Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, lA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C 10.0.0.0/8 is directly connected. FastEthernetO/TI _ 

0 192.168.1.0/24 [110/2] via 10.0.0.1, 03:51:47, FastEthernet0/0| 

0 192.168.2.0/24 [110/2] via 10.0.0.2, 03:51:47, FastEthernetO/0 

0 192.168.3.0/24 [110/2] via 10.0.0.3, 03:51:47, FastEthernetO/0 

& _ 192.168.4.0/24 fllQ/21 via IQ.0.0.4. 03 = 51 = 47. FastEth ernetO/ol 

C 192.168.5.0/24 is directly connected. FastEthernetO/1 I 

O 192.168.6.0/24 [110/21 via 10.0.0.6, 03:51:37, FastEthernetO/Ol 

Router# 

Router# 

Router#! _ 1 

I Copy I I Paste | 


R6 

^ Router6 _ ^ ^ j I— 1^*^ 

Physical | Config | CLI | 

lOS Command Line Interface 


Router>enable 

Router# 

Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C_^J^£j_0_i_0_i_0/8_J^__direct ly_connected^_^;a^tEtherTiet^/0] 

^^T92TT68T^o72rTTlo72M?TTl?T^ToT^T3TM:16, FastEThernetO/Ol 

0 192.168.2.0/24 [110/2] via 10.0.0.2, 03:54:16, FastEthernetO/0 

0 192.168.3.0/24 [110/2] via 10.0.0.3, 03:54:16, FastEthernetO/0 

0 192.168.4.0/24 [110/2] via 10.0.0.4, 03:54:16, FastEthernetO/0 

0 192.168.5.0/24 [110/2] via 10.0.0.5, 03:54:16, FastEthernetO/ol 

^"^^9?TT68T6To72TiT*directT^"connectedr^astEthSne^/l| rl 

Router#! - 

L ^PV —1 L J 


Backbond -5' ^ 7 

L» JL^yi ^ j 10.0.0.0/8 jjc ^^1 Area 0 


^ jj]| JLL<iS .bu 

^ j^j'j Jj' C5^ J^ BDR J DR ji' 

; ^J OSPF 




















































f R 1 j^j' OSPF - 

: JUll jJ^\ Ajl:i£ j A^ 


Router # show ip ospf neighbor 


R1 


RouterfSflow ip ospf neighbor 


Neighbor ID 

Pri 

State 

Dead Time 

Address 

Interface 

192.168.2.1 

1 

FULL/DROTHER 

00:00:36 

10.0.0.2 

FastEthernetO/0 

1192.168.3.1 

1 

FULL/BDR 

00:00:39 

10.0.0.3 

FastEthernetO/Ol 

192.168.4.1 

1 

FULL/DROTHER 

00:00:35 

10.0.0.4 

FastEthernetO/0 

192.168.5.1 

1 

FULL/DROTHER 

00:00:38 

10.0.0.5 

FastEthernetO/0 

192.168.6.1 

1 

FULL/DROTHER 

00:00:31 

10.0.0.6 

FastEthernetO/0 


^ LiaS j R1 cJjVI jlijl^l LlAa A*J 

J DR cs^ji' JJj'J^' jA ^ fJ JJj' U^J cs^J^' J^j'J* 

Ajl ^j-a J ^ *—‘ /T- j ^l^Jl 6^4 ^_y3 

jA ^ J^Uil R2 JJj'ji' iS J^' JJj'J dr cs-^ 

^jJaLii^Vl ^l^Jl e^A O^J DR (J, > 

jJjl j^\ ji> fjA<k llaS ^LaJl ftjlA 192.168.3.1 u'>^ J BDR 


^jij J R2 cs^ ^jaLoj q ^\ 

.JUll jj^\ 


Router # show ip ospf interface 

R2 


Router#show 

ip ospf neighbor 




Neighbor ID 

Pri 

State 

Dead Time 

Address 

Interface 

192.168.3.1 

1 

FULL/BDR 

00:00:36 

10.0.0.3 

FastEthernetO/0 

192.168.1.1 

1 

FULL/DR 

00:00:36 

10.0.0.1 

FastEthernet0/0| 

192.168.4.1 

1 

2WAY/DROTHER 

00:00:32 

10.0.0.4 

FastEthernetO/0 

192.168.5.1 

1 

2WAY/DROTHER 

00:00:36 

10.0.0.5 

FastEthernetO/0 

192.168.6.1 

1 

2WAY/DROTHER 

00:00:38 

10.0.0.6 

FastEthernetO/0 


Jaa.V dlljpjl^l J dll^jl^l ^ J ^_)Ja^)C. ^ 4jl Ja^V (jVt 

J 192.168.1.1 u'^'-rJ DR cs-^ji' jjjljll ^j*-a ^ 4_j| jVi 
^_gJc. lj3^)*J ^ (J^ uill J ^ I R1 cJjVl 'Oj I^A (j.a 

^ a<'.?,ll ^ JJj'jl' 

(jliaj (i<axj A^Jjoill BlVhV aS.^ cs^ (J.axil ^ 

t_aj*iil ^Jaiii] ^Ja^l Point-to-Point A^\kl\ U’ 

. J 


Y * * 




















OSPF Configuration, Network Point-to-Point 

OSPF 

^ jj " 3 Cy^ ^ OSPF Jj* ^S^'‘ “ (1)^^ * 

J 3 J) |->l<^«. ntt ^JXA J J^l ■■ CjUI^V) 1-1^ * 

:^ja^ Jiwu A£^l ^ JjSjjjjJI Jjxiu Area -i' 


. 192.168.1.0/24 u' j^uj^ c5^jVi ^ 

. 192.168.2.0/24 u'uj^ ^ 

. 150.0.0.0/8 u'uj^ 

(Jji-iujj J dibl^t (_J-<wj^jaiui J dil^Ajja]! ^_gJc. Ua^)*j ^jl • 

(Jjwijj ^jaiui e.l*j J clitjjjt^l ^_ylc. SJ^J.a7> (_gic. ^ S-y^J^ J 

La (JLa ill 1 g >>i» 1 (JLb^jVI l1iI£^ 1 OSPF -It Jj^jj JJi 

^jUc. ^Ljaj ^aA lIjI ^ Lljl£jjai]| C-ij^)3L!L ^jIIjujj (Jiuil 

J Lljl£jjal]| j jlill (Jjl^ ^ Lljl£jjal]| 

j^j'j^' oy*J 10.0.0.0/8 BDR j DR -S' jjj'j ^Lkijt 

. bDR j2j'j]t J DR 



192.168.1.0/24 



29S 1-24 
Swii thl 



Jr * 


PC-PT 

PCI 


10.0.0.0/S 


281.1 

Rou|Er2 


u|Er 


192.16 8.2.0/24 


29 51-24 
Swi< th2. 


■ 

fl. 

PC-PT 

PC2 


C5^ (J£J A ^ J C5 ^ (jVI 

^jii La ,.^ j A-ilo ^ J L>y^J^V^ ^J R1 l 1 

(jjaiL ^ J JViViui J A-^ OSPF cJjgr q\i 

j) A^Jjulil jLlli.1 ^jVlul j lIjIjI^VI 


Y * ^ 























• 4 j\l“ill j Rl (.5^ cJjl'^^j|V<111 (jVt 

Router > enable 
Router # config t 

Router (eonfig) # interface fastethemet 0/0 

Router (config-if) # ip address 10.0.0.1 255.0.0.0 

Router (eonfig-if) # no shutdown 

Router (config-it) # exit 

Router (eonfig) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.1.1 255.255.255.0 

Router (eonfig-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router ospf 1 

Router (config-router) # network 10.0.0.0 0.0.0.255 area 1 
Router (config-router) # network 192.168.1.0 0.0.0.255 area 1 
Router (config-router) # end 
Router # copy running-config startup-config 


• j XX2 cJ^jaiui 

. c)Sfi 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 
Router (config-if) # ip address 10.0.0.2 255.0.0.0 

T .T 







Router (config-it) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-it) # ip address 192.168.2.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-it) # exit 

Router (config) # router ospf 1 

Router (config-router) # network 10.0.0.0 0.0.0.255 area 1 
Router (config-router) # network 192.168.2.0 0.0.0.255 area 1 
Router (config-router) # end 
Router # copy running-config startup-config 

^ ^ j ^jaijoj jVi R2 JjVl Jjjljli oiA 


jjjljtt Ping J R1 J 

<j) ^ !!!!! ^ t\t R2 

^ ^ . ^ ^ ^ 

. RJ cJj^l (j^ 1 

Rl#p±ng 10.0.0.2 

Type escape sequence to aPort. 

Sending 5^ 100—byte ICMP Echos to 10.0.0.2, timeout is 2 seconds: 

! I I I { 

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms 
Rl#| 

A^jjud]! R2 !!!!! ^ 

jA J A^Jjaill ^ DR L>^ (jVl 

. BDR 


R1 


Neighbor ID Pri State Dead Time Address Interface 

192.168.2.1 1 FULL/DR 00:00:35 10.0.0.2 FastEthernetO/0 

Rl# 


R2 


Neighbor ID Pri State Dead Time Address Interface 

192.168.1.1 1 FULL/BDR 00:00:34 10.0.0.1 FastEthernetO/0 

R2# 
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EIGRP 

Enhanced Interior Gateway Routing Protocol 



.Cisco Routing Protocol 

u^ Enhance to IGRP c> ja EIGRP -S' - 

.EIGRP -S' cs^ lS^' j EIGRP -S' jj^Ssj ^ jS cS^ cS^ 

j jLuix j^\ jjl 1 ^jlaj ij^ EIGRP -S' Jj^JJjJJ j^ - 

j Link Status Protocol -S' <^) <j) cr^ jS^ ^ 

.Distance Vector 

^ jLaiJl Netxt Hop Count 224 j^' - 

. EIGRP -S' 

dll^LuL.a A a (JjJaSV' ^Luball A DUUl -S' S^'.' 

A J CLu.l&Jl]| J lljJ.l&JllI ^l.lkjjbulj cl'OXJ 

(Jjl.1^1 j' <1jj. 1^ .lie. ^JLbUj (JLujjU ^jSj i^jjAaJllI 

.Triggered Update 

<j\ ^ djjjlaJi]! jA Periodic Update ls jj-^' - 

(Ja j) (_Ja I sLuoSauJ jLul j (jLui djS^ 

^.jLuu La jl (_J<aaJl ^jc. 4^3jLa dll^jl^l 
.224.0.0.10 .i.i*iJl LjJI j'jjjij Ja*j - 

«.LajjoV' t. LiA L)^j OSPF -S' eJSi^ l5j'>^ cL^li) (_S»«j 

. S-s^ J S-* ^jaLui EIGRP -S' 

Autonomous System = cs^ clIjjjIj]! ^ Ja*j - 

.Area c?^ (jLkiJt OSPF -S' c_k]iL^ ^ AS 

Administrative distance 90 EIGRP -S' Jj^jj^j'-^V' ^LuiJl - 
jLuLa J (_5-ui^' J jLuta lS^ -Iji^jSI Jj^jJjj^l jA EIGRP -S' " 

^U jLuuJt ^_gJc. (JjjaLlt j■ jLuball t_alaj| ^ (JL^ ^ ia^ 

dj'^JjJ^)j| 


Y * i 

















JaiuJall j ^Lui^l dil^LuuJI La ‘-^Lal^'ill C5^ 

Ia jjLjjj j jjj-ait f'i 

.MD 5 - 5 ' J:?^ - 

.IP, Apple Talk , IPx ^ lUhj - 

^J^J fJ J'^ J <-i-^ J djIjLuuJl 4..^!^)^ (.5^ 

4X-^)juU ^LiLoC. ~‘''' ‘ ‘' ijLr-- ^1 ^1 ui <> 

. TCPjUDP -i'^Vj^j:5j^e“‘-^'^EIGRP -S'Jj^j:ij^ - 

.Network Layer 3 j ^ Ja*j - 

. Sumiiiarizatioii - 

. VLSM J CIDR -S' - 

.Classless - 

EIGRP -S) 

EIGRP Table 

Neighbor Tabe O'j:?^' ^ 

^ Uy^j^tl a£jjJIi]| ^ SjjLa^l dil ^ 

^ JL^VI (>i EIGRP J 

L_il^)jalj l1i^ J J 

. EIGRP -S'Jj^j:Sjj^ 

: ^UJ) jj>Vl jA Jj^l t^A o^j*j ^jSj j^Sfl 

Router # show ip ospf neighbors 

Topology Table Jj^ -Y 

cJ^?~ ‘ ^ '* '^-S^ ^ ^ ^ La. ^ 'W (Jj *'?•" 

cllt jJjt^l p.Lajui' J Metric ‘^jL^S' ^'-liill ^_ylc. ' ■ J u'J:?^' 

: ^UJ) jj>Vl jA Jj^l t^A o^j*j ^jSj j^Sfl 

Router # show ip ospf topology 

Routing Table OR Global Routing Table Jj>^ 

J 0jjL^^I J dll^LbOuJI (JjA-uU ^oJJ jUll cJj-^ 

(JjJaSi ^Lldj ‘“^j..a C5^ .J'SiLj ^^ ^ ' /^ ^‘^r^- 

^ \ .a\ 1 ^ ^ \ i*l\\ ^ ^ L ^^ il 

; ^UJ) j^Sfl jA JjJ^I IJA (J^J*J ^jii >«Sfl 

Router # show ip route 


T .0 













EIGRP -i' f 

EIGRP Packet Types 

Hello Packets, Update Packet, Query Packet, Relpy Packet, ACK Packet 
EIGRP -i' ^ j^j' L>^ Lg-xiJiiJLul ^ - 

(J£judj ^ 5 (j^ - 

.ci>Vl 

dij ^^JLuij) ^ jj ^Luij sjLp Hello Packet ^L^jj 

^ J ^Luj^l dl3^1 1^ A^jjudll ^^lldljuaJ j 

^1 (J£judj ^Luj^l 6^ Lg ^^Luj ^Luj^l 

JLujjj A^jjud]! ^ djl^jl^l ^1 ^ jl Leslie. JiLi 

^Luj^l 13?yi ^1 i^j j) c^i.w <jj ^ 13?cJ^-^ ^Luj^l 

^jSi ^Luo^l A qj]^J A ^ iui\l J’ J’ c_b.l^ ^ Ja c^i.W liL<i 

^ ^ JL^ ^ J A-^ EIGRP cJj^J^^ ^^Jjoiil C-bLud^lujI ^ i\^3? 1 

(313?x>j(J£jujj ^Luj^l 6^ (JLujjj ^ ^Luj Lg ^)-iili]| ^1 (dj^i*li]| 

6^ L)^_5 A^Jjulll ^ C^Lud^lLuJVI ^ Uri. v w ^ CllS^ (JS 

^jc. C—fl^jlLi dll^jl^l .1^) (jl ^ 13? A\ (J^ UlJ ^Luj^l 

^Luo^l I^A C Qui^J ^ ^) ^j-a ^Ljo^I 6j (J<a*Jl 

? ^^)jjo J (JSjij ^)jill]t ( ° .^X*' 



Hello packet 

* Use to d Iscover nei g h bors & form adj acenci es 

* U n rel iable so no response req u ired from reel pient 


T .1 


































jjll j ^1^1 : Hello Packets ^L-j cjLjja^ 

^j^djULk ^ ^ c^j^j Message Format c> uj^ EIGRP -5' 

^ ^ ^ ^j ^ L u i M.jlc' ^ilj djl^j)W A 

Encapsulated EIGRP a \\ J A^Aj^ 

: fAj£jij ^jSLi djUU ^jl ^j£>> Message 


1- Data Link Frame Header, 2- IP Packet Header, 3- EIGRP 
Packet Header , 4- Type / Length / Values Types. 

^UUl ^ j^uJl ^ US 

Encapsulated EIGRP Message 


Data Link Frame IP Packet EIGRP Packet 

Header Header Header 


Type/LengthA/alues Types 




Data Link Frame 

MAC Destination Address = Multicast: 01-00-5E-00-00-0A 
MAC Source Address = Address of sending interface 

IP Packet 

IP Source Address = Address of sending interface 
IP Destination Address = Multicast; 224.0.0.10 
Protocol field = 88 for EIGRP 

EIGRP Packet Header 
Opcode for EIGRP packet type 
AS Number 

TLV Types 
Some types include: 

0x0001 EIGRP Parameters 
0x0102 IP Internal Routes 
0x0103 IP External Routes 


k\\ djULiJl J ^ 

j lla j 


^ ^ ^UJI ftjiA :Data Link Frame Header 

MAC j lLj L>"J-^' liJUll OJjUc. JJ J (jJ 

JLui jVi ^ MAC Source Address j Destination Address 


hA ^ IP Packet -5' ^UJt eiA : ip Packet Header 

IP Source c3^aijiA]| j lLj c^VI 
J1 Jia. Uajl J IP Destination Address j Address 


EIGRP 


T .V 










j <^jp A\ ijc, ^jj^l ^UJt ejiA : EIGRP Packet Header 

uj^ Header ^UJt t>'^ c j AS Alkull 

^jaLui ciiULk 6^ <iktj ^ iSj^ J Header 31 Bit -5' j <«iiLjLk 

Lg-^^)jal J djljLiJl 


^^UJl cjUI^I ^Jc. ^UJl siA :Type / Length / Values Types 

J J J JL^Vi EIGRP Message -J' Jj^ 

.Message Format -5' ^UJt JjUt J£ j J^t j 

uj^ J c> J^' uj^ : EIGRP Packet Header 

Header 31 bit -5' Header 


Data Link Frame 




... IP Packet Header 

Header 

EIGRP Packet Header 

Type/LergthA/alues Types 

Bit 0 7 

8 

15 16 

23 24 31 

I Version 

Opcode 1 

Checksum 


EIGRP 

Header 


EIGRP 

Message 


Flags 


Sequence 


Ack 


Autonoimous System Numbers 


TLVs 


j * * Opcode: EIGRP Packet Type: Update (1), Query (3), Reply(4), Hello (5) 

* Autonomous System Number: ID for this EIGRP routing process 


j£ Li Header ^ cjUliJI J£ ^- 

, (j£ ^ L 4 J tJL4 di^tj 

1- Version 

2- Opcode 

- Flags 

- Sequence 

- Ack 

- Autonomous System Numbers 

3- Checksum 

4- TLVs / EIGRP Message 

; ^ IjLa AijAiA J ^jdLyi ^Vl 


T . A 































L ** Q i A ^ jIa^I ^ (^' 0 ^ :Version - 

j diUl^t (jJj^ <itA^ Jla diULk SAc. ^_gJc. jlaJj ^Lkil 6^ ; OpCOdC 

^L^l 6^ djUL^I 

j Header -i' ^j^' ojj^ (>• ^j>^' : Flags - 

^Lkil J 

.Header -S' (J^ ^ j^' lULu ^j^uuJI ^UJI ^aa : Sequence - 
^Lkil (JJ ^^llujj jIjljujI ^jc. ^jjjuj^l ^LiJI ; Ack 

^^JjujjiLuj AS >^.w1\l ^ilA AS 

5ikiJI ^J ju^ ^ 5J5 jUJI fiiA : Autonomous System Numbers - 

(JLujjVI 

L^l ^LkJI J J ^Uai.1 ^1 (jc. <1 jjjud^l ^LkJI ; Check sum 

JjuJ^ ^1 C-bLud^lLujI A-iL<«J 

^ i3r A\ JljL^ajVI (j^ Li^^)juj ^LiJI I TLVs 

J JljL^ajVI A-iL^jl! ^^ ^ J ^3^^ A-iL^ ^jyjaiA]| 

. JI--jV' 


^Li^iic- JLi cijIL. 1^1 ^jjjai-<JI : Update Packet 

4j\^3r 1 ^<jIjuj L<i j) djUl^l ^ Jj.1jl!1]| j) C_bi^ j) A^\kI] ^LjaU 

3-^ 4^1 J^Ia j^ ^ dil jjilLJl ^ ^3^ j) 

J djLijLt^l J djUl^l ^jx>7k EIGRP 31 3^jj 

*^^3^ A^jjudli ^ ai i >>i ^ (^*31 ^ dj| ^LuiaII 

jl Ia^Hc. aJLuj^ Jaia ^Luj^l J c**il3.wMI 

c5jj^ 3^3dj 3^3^ ^) c3*^ 3^3dj aJLujjI ^ VJ 

^Ull ^ LaS 

































jLujjU ^ CjJ.laJl]| L<i.iic. j 

(Jj.bL!l]| ^ j cJ^-^ djlL.wMI ^!>IjjujI ^ <jj ACK djlL.wMI 

Jj,lx!l]| ^ djlL.wMl (Jx^a^ ^ JJjl^l UJ^ cJ^J^I 1.^ J J 

. ^ J:?^' 

JIjujj) ^uW. ^Ijjoui j) ^Lujjll ; Query Packet 

J jLuia C5^ (jLuJ jj ^^liaJjujJ J (J^ ^ l)^ dll jLud^ 

(Jjj I^A ^ jLaLA ^^1 (jLuJ^I ^aJ^IijulI dl^Lul^l ^^1 Lg ^J£ju1a ^ 

^ ACK 1 n\c:> ^JJ cJIjuj jVI Dual ^.ladjoj <jj 

, ^!>llLuoVI J^jia]| 



Querv packet 

* Used by DUAL when searching for networks or other tasks 
Reply packet 

* Autoniaticaily sent in response to Query packet 
Acknowledgement (ACK) packet 

* Automatically sent back when reliable RTP is used 


. Query Packet J' ^ U» Ju.jj ^\^J\ e,^jt>: Relpy Packet - ^ 


^!1u)Lj dll JJ jl jll ^jAi jl dj jll 6 j^Vl ^Lui jll ftiA : ACK Packet 

^ ^^ V ^^ ^1 ^Lujj jLujjl ^aJ^ d!ilj.bLj]| J dljjiLj]| J dlL.laLl]l 


Thanks, I received your information! 



* 








































: EIGRP -i* CiAy . 

IfcA Cj^J j£ ^LuIJ^ Ci ^JJ AjI • 

. A£ja^I ^ LAyiM ^Jfilui j^l A£^ J A£^ 


JLi. ^ j ^p'jj 5 Hello Packet ‘-ry^j^' j 

, •^^Ajjdll ^ _y^ jn» u>i lA.i*j A^Ij X5 j^''V J^J 

BMA= Broadcast Multiaccess Network / a*jj ^1 A £^1 cjjajS]) I^a 

Point - to -Point 


‘'j; La -iajjj (Jla j (jUaj UJ^ J jj]t (jLuij Ljjajj 

(JLujjl 4 _iLa 3 tl 4 _ijlj duajj]! L)j^ ftiA J Frame Relay , MPLS 
j^ jjjljll 0 ^ J 180 J:? (. 5 % J^' fJ '\' J 4 ^:^“J^' J 

NBMA = Non Broadcast Multiaccess -S' 

Periodic c^jj-^' LLj^I j Triggered Update jj^' - 

: Update 


j^ djj^ ^ dj^ : Triggered Update (#j^' - 

diljjjl^l cJ^ jLujjl J 

djlJJjljll ^ a£jj^I ^ j^I 


cr^ jjj Jldj jj^l djjoadll dj^ : Periodic Update du^l . 

^Ijj ^Luo j JLuj jU ^jh L>^ J jj ^ jj <jj 

^jj^l djj^l^^l jA djIjLui^l (Ja djijjjlj]| Ja 

. Multicast 224 . 0 . 0.10 ^ - 
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EIGRP -i' ^ ^.Uj 

EIGRP Neighbor Adjacencies 



Ajjujtjuji ^ djl^jl^l j) ^l^)-i^l L<i diLa^bLlI ^Lij 


1- Hello Packet 


1 gjlc. j 

.jjii ajLujj 


2- Hello + Update ^^^1 j 

3- Ack ^ j 

4- Modify Topology Table 

5- Update ^ JI«jjI 

6- Ack ^vHui) j 

7- Modify Topology Table ^L-j 




1 g jia EIGRP ^ (J:^^ ^ ^Uj 

lIjLqlIjI W U' ^ J ^ A^LoxJI 6^ ^Xll] ^aixJ ^1 ^ ^ J , 

u' AS 1 u'^ '\' cP*-^ ^ AS -^' uj^ u' 

Li dj^jlill J ^j^^)ia]| ^ J C_b^)ia]| ^ AS 1 (JJ^ 

^llJl aA<^ 

dtjj (^ La dli^UJt fU j j J^j) ^LLosJ J^l^l ^J 


updatfd I-1 


EIGRP 

Neighbor 

Table 


1 ^ y Hello. I am Router A Is anyone there? 


Hello, I am Router B. 


K 


Updated 


EIGRP 

Neighbor 

Table 


Updated 


EIGRP 

Topology 

Table 


Successor 


Updated 


IP 

Routing 

Table 


Here ts all my routing information 
r m using split horizon 



Thanks for the information! 

That is very nice of you 



Here is all my routing information, 
i' m also using spik horizon. 


Thanks for the information! 

We've reached convergence 



Updated 


EIGRP 

Topology 

Table 


Successor 



Updated 


IP 

Routing 

Table 

J^ACK^ 
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AS = Autonomous System 

lu|j ^Uuil 


J j j (jLlaJ dl^ *OW^ ! AS 

t^l^)lLuaJ J w \1 ' ^ i>>* (J^ ^ (jUaill 1^ ^** ^^**^ 

(.5^ EIGRP -1' Jj^JJJJJ 4ilaia]l oiA J^b J ^1J AS -^' ^J 

AS -i' c> ^J J L>=»*-^^' f> ( S JL^Vi ^ djljjjlj]l 

^jjJadljl^j ^4 q 1^ ^1 J <a]ai^ 

^lu^jLiJI ^JaiL<i]| J ^ulkl:i]| Li -Ljj]| Exterior 

: ^J ^ AS L>^ AS -^1 " 


: Interior Gateway Protocol JjVl • 

dill*j J ^Liii.1^1 AS ^^l^lkluil ^ <jj ^uikl^l ^1 jA ^^1 La 

^UaJ diaJ ^>>3? i\l Ig ;.>i3g J ^ C1 jI£jj^I -Ljjj ^uikl^l dV jJJ^)^l 

.AS did dljjjl^l J dl£jj^l ^jxi-s J AS J 

: Exterior Gateway Protocol • 

-II ^ qV^-v ^ C5^ ^^^LLdl dl A^^^IdJl ^1 ^^1 ^^^1 IL^ 

^ J 4ilidi ^lio ^ jj^jjj J AS 200 J AS 100 u'^ AS 

Li -Lj^I ^ilaJjuii] jld ^1 ^ dV J^)^ ^Ldjuj ^a-^-d Li -Lj^ ^1 j (jdu 

EGP ^\1 dV^)^dl J a qViA. a \\ ^^^Lldll 

A-^jIdJl ^1 ^.idjuaJ dV jJj^)Jl fi^A ^ BGP 

Id^ ^jj 3JUJI ^iA ^ AS 200 J AS 100 ^j:^ dl JLII ^i^l ^ - 

^)dVI (JC* < _q\1^ a as c3^-^ c** A J ^>i3g l\l \ ^Idlidi ^L£.d 

^1 jj (Jjj(I h^ \)} Li -Lj^I ^ AS c L^Vixi ^ dl Jd-V J 


. AS ^ uj^ J^dll Lg-j EGP , BGP jLk 

RIP. IGRP, 

EIGRP, OSPF EGPs: BGP 



Autonomous System 100 Autonomous System 200 
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EIGRP Key Technologies 
EIGRP -5' A^\ 

1 - Neighbor Discovery / Recovery (NDR) 

2 - Reliable Transport Protocol (RTP) 

3 - Diffusion Update Algorithm (Dual) 

4 - Protocol - Dependent Modules (PDM) 


djljjjljil ejiA iNeighbor Discovery / Recovery 

j .1^1^ J ^ C ‘ .' cs^ *_ 

j JLuijj Hello Packets j^' j cr^ ei* axu*j j diljjjlj]l 

,S jjLa-alt cllt t-'\. di) jjiiH J ‘“''’'j (JUaiuil 


J 1 ^ A^l ftiA iRehable Transport Protocol (RTP) • 

jjll J j ]^Vn ^ (JjojJJ Packet Cy^ Packet 

(_]^judj ‘OLuijI ^jj V ^Luijll 6 ^ J EICjRP ^ ajIajlII 6 ^ 

.LSJJ^ 


A^l ftiA :Diffusion Update Algorithm (Dual) 

Jj£jjj j^ jaall Jjj«JI JLaj J EIGRP Jj^jJj ^ 0 JjaII 

jLubftll jLuuj cJjbiaat jLllkl <jj^l 6^ ^ ^ Aj.uiJJj]I ^j^t ^_gJc. AxUXJ 

4 jU» J ' ■ J U' ^ jLuuJt jjlkU Lkiajl ^jflJ J ^uiJJjll 


,Clll jLubftll .1^1 «.Uad (_]‘ l)^ djIjLuiA J J^uball 


ftjiA :Protocol - Dependent Modules (PDM) • 
f J Network Layer 3 <a^t ^ EIGRP -J' Jj^jj 

JPX J^Vl <-llV J^jjjj^t ^ j’' M ^ /v\l ^aUl LkJajt J dlUl^t t ^ ^ ^ 

. AppleTalk j 



YU 












^ djl jLulo jill 2 ^jjj a- 4^ ^ :Load Balancing - 

lIjIjL^I (Jjuj^ ^Lud^l j 


^ ^JJ L<i^ diljLui^l JaijukaJl C jA <£jjai]| ^ (il^ljlill ^JJ^ ^l.lkjjuj| S^li 

^LiLoc- S^Lall (JIjSILujVI ^ (JtjujjVI A^jjulSI ^-c»^)juj 

^Ij jljud-G jLiikl cJ^axj J C5^ lil^ljlill 

Ljajl <lxi jllll ^!illLuj| J 

: Load Balancing -J* fcOjJ {J^ - 

^jjli A-ii^ C5^ c_fl^)3Lli] ^• 


JlL^I C5^ ^ ^ u*r^ jjujL^I ^ 

L<i.iic« J A£jjal]| djUl^l (jLuJjU ^J%JUJ j|-^ ^(J’ J:^ J 

jR2 jjjl^l djUl^l 2 ^jjIL jjjI^I ^J^ 

^ J£jai]| RX jj ^1 g A^Jjudil J J cil^l^pll 

^1^1 ^1 ^Lud^l JaiLjJa]| QJQ^*^ j cil^l^)Il]| ^ 


ni 



vn 














Passive Interface -i' 


Sjia : Passive Interface -J' 

^jii ^LL<i]| ^ J ^LL<i (Jikl ^.iklLuaj 6j ^Lc« (JSjOlJ 

lIjLg(JL ujjj j) lIjIjI^I JLuj jLj 


Passive ^j' ^ Vj 

^JUiLuoVI ji JIjujjVI j^li j^ cJ^ jiiL<JI jiiijJI Interface 


^Vl ^J cJ^ HOSTl 

... R 1 j^jljll jUlt 

Router (config) # router eigrp 1 

Router (eonfig -router) # passive-interface fastethemet 0/1 

Passive Interface 



R1 >j'J J f 0/1 M\a\\ (Jia ^ ^ UJ% Aij^)ia]| 

.HOSTl -SI jiijljil^lo- 

^ EIGRP -SI lS< jjL^LiJI cJrP^ : 1 *^ 1 *^ • 

^Vl 1-^ ^ C5^l J^jl^l (J:^^ 1^ ^!il3t-Sl ^1 ^1 4-1^ 

^(J^LuLg ^1 C5^ (jl J ^>^VI ^jl^l J 
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: EIGRP Configuration - 

enable 
config t 

Router (config) # router eigrp 1 -^ AS number 1 

Router (config-router) # network 192.168.1.0 
Router (config-router) # network 192.168.2.0 
Router (config-router) # exit 


Router # show ip route 
Router # show ip eigrp topology 

lift 

Router # show ip eigrp neighbors 


EIGRP Configuration, Network BMA 
ijujuA\ Jis^ EIGRP -J) JjSjSjj. liUlJcj 

^ j'■ j <-»l < »-*■ y ^ AS^ EIGtRP ^jaIm • 

j 7 J J.4adl ■■ CjUIj&V) • 

Jiwu A£^l JjSjjjjJl Jjxijj AS -J' 
,192.168.1.0/24 u'j^uj^ 

. 192.168.2.0/24 u'uj^ A 

,192.168.3.0/24 
,192.168.4.0/24 
, 192.168.5.0/24 u'uj^ 

, 192.168.6.0/24 u'uj^ 

^ A^jjujJl 6^ 100.0.0.0/8 111 AjijLuJI A^jjujil y 

(jUaj j A^j,^ J ill ' g 1 \ 

AS 1 (jLlaj ^ djL^jjulll _A 

TT^ 

















juo j 4 C5^ L>^J^V^ ^ S-y^J^ 

1 g ;>Jo3r \ ^a djl£jjud]| EIGRP 

^jUc« ^Ljaj ^ilA CIjI JJ j\j^\ ^ Cljl£jjai]| C_ij^)3LL ^J^ijuJj 4 (JijujI 

(J^JOIJ Lljl£jjud]| C_fl^)JL!l]| J J^l ^ Lljl£jjal]| 

J^t *1 jit j-<4l2t 



^ U Jl« 



• 4^1j] 1 dlljl-iC-Vt cJ-aC. _j Rl (.5^ cJj'^ *'.' 

. ^Ui]| j^ljVI .. 


Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 100.0.0.1 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.1.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router eigrp 1 


TTY 





























Router (config-router) # network 100.0.0.0 
Router (config-router) # network 192.168.1.0 
Router (config- router) # end 
Router # copy runnii^-config startup-config 

(Jaxj ^^jaiui R1 (JjVt 6^ 




• dlljl-iC-Vt cfaC. R2 cs^ (jVt 


Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 100.0.0.2 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.2.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router eigrp 1 

Router (config-router) # network 100.0.0.0 

Router (config-router) # network 192.168.2.0 

Router (config- router) # end 

Router # copy runnii^-config startup-config 

(Jaxj ^ R3 ^ jaiui R2 cJjVt 6^ 




• (_fac. J R3 cJ^jaiui (j^\ 






Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 
Router (config-if) # ip address 100.0.0.3 255.0.0.0 
Router (config-it) # no shutdown 
Router (config-if) # exit 
Router (config) # interface fastethemet 0/1 
Router (config-if) # ip address 192.168.3.1 255.255.255.0 
Router (config-if) # no shutdown 
Router (config-if) # exit 
Router (config) # router eigrp 1 
Router (config-router) # network 100.0.0.0 
Router (config-router) # network 192.168.3.0 
Router (config- router) # end 
Router # copy running-config startup-config 
R4 c)^j)Vl111 (jVl AialS R3 


• 4 ‘ill (.faC. j R4 (.5^ 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 
Router (config-if) # ip address 100.0.0.4 255.0.0.0 
Router (config-if) # no shutdown 

TTi 







Router (config-it) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.4.1 255.255.255.0 

Router (config-it) # no shutdown 

Router (config-if) # exit 

Router (config) # router eigrp 1 

Router (config-router) # network 100.0.0.0 

Router (config-router) # network 192.168.4.0 

Router (config- router) # end 

Router # copy ninnii^-config startup-config 

^ R5 R4 6^ 


• 4 j\l‘ill j R5 (.5^ ^j|V<111 (jVt 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 100.0.0.5 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.5.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router eigrp 1 


TTo 






Router (config-router) # network 100.0.0.0 
Router (config-router) # network 192.168.5.0 
Router (config- router) # end 
Router # copy runnii^-config startup-config 





• j R6 ^ jaiui 


Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 100.0.0.6 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.6.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router eigrp 1 

Router (config-router) # network 100.0.0.0 

Router (config-router) # network 192.168.6.0 

Router (config- router) # end 

Router # copy running-config startup-config 

^ J R6 6^ 

.dlljJjlj]| EIGRP -1' Jj^jj JJJ J dlljJjlj]| JJ 





'J<^\ ^ (Ja (jVl 

Ja ^lH] LgJ^ Cljl£jjud]| Li jLl^l (S^ ^ (j^ J J^^ 

(JjVI ^jVlui V jl 1 g ;>>i3r \ jL^aJ^I ^aLjjuoJ djl^Jjadll 

V jl Lljl£jjai]| ^Liaj ^ (Ja ^Lj j jllll cJj^ C5^ ^^J 


LsAic. D Jj"^ EIGRP J I • 

.EIGRP ^ <jj t_a jxj ij\ L_L^ Jj"^ D J ci jj 


• j_)ia^)*J ^^llill ^)-aVl ^IjSj j Rl (.s^ *'.' (jVt 


Router > enable 
Router # show ip route 


R1 


^ Routerl I <=■ tP ^ I 

I Physical J Config^ CLI | 


lOS Command Line Interface 


Router>enable 

Routerfshow ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, lA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 


C 100.0.0.0/8 is directly connected, FastEthernetO/0 
C 192.168.1.0/24 is directly connected, FastEthernetO/1 

D 192.168.2.0/24 [90/30720] via 100.0.0.2, 01:42:26, FastEthernetO/0 
D 192.168.3.0/24 [90/30720] via 100.0.0.3, 01:41:14, FastEthernetO/0 
D 192.168.4.0/24 [90/30720] via 100.0.0.4, 01:40:43, FastEthernetO/0 
D 192.168.5.0/24 [90/30720] via 100.0.0.5, 01:40:12, FastEthernetO/0 
D 192.168.6.0/24 [90/30720] via 100.0.0.6, 01:39:33, FastEthernetO/0 
Router# 
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enable 

show ip route 
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7 ^ 1-1a3 j R2 C5^ ^1-1a3 (jVI V 

Aj^ A^jlill l)j^ ' ^>>j' ^li R2 U^ C5^ l1jI£^ 

djL^JjUdll ^ >■ >>1 ^1.3 ^ 

Igj^ L-uL^I jl uilj a£^ c**il^uVi\\ aJo^ ^jJa jl ^1 

^ djl JJjl jil 2::H^ -^J^ AAkljllI A^u*MI 100.0*0.0/8 (jI 

(^1 AjI c_b^)ju ^1 4-1^ ^L^l j .1^1 j (jLlaj j 4 .1^1 j (j^C5^ S.1^1 j a£^ 

(JJ^)ia (JrlJ^ jIj ^Lljl£jjai]| ^ (Jx^aJJ (jl djjl jl j\ A^Jjaill A£^ 

iklj a£^ AjI j 6 l1jI£jju 1SI Li -laJ^I ^jc. ^jjjuj^I 100*0*0*0/8 

100.0.0.2 J 100.0.0.1 ^ (^Vl 0JJ J (jUajll AjLjalLi ^1 

S.1^1 J S^)jujL^ lLu A^jui J .1^1 J (jliaJ L>^ ^.1*J L<i J 

^Ij ^jIj*JI uj^ U’ ^l-^l J BIVIA 

^J^UL^ (J£jklj 

R5 J R4 J R3 ^Llll lIjI jiijl^l ^ A^jjll Jjl^ c-bLud^iLujI a-Aao ^Vl 

j\c> ^j^Vu)>l V jl Lljl£jjai]| ^Ljaj ^ Ja ^LL j R6 J 
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Router > enable 
Router # show ip route 


YYA 































R3 


IP Router] 


Physical | Config | CLI | 


lOS Command Line Interface 


Router>enable 
Routerfshow ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, lA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 


^^^OO^O^^^direcU^^nnected^^FastE^erne^^ 


192.168.1.0/24 [90/30720] via 100.0.0.1, 02:20:20, FastEthernetO/0 
192.168.2.0/24 [90/30720] via 100.0.0.2. 02:20:20, FastEthernetO/0 


FastEthernetO/l| 


D 192.168.4.0/24 [90/30720] via 100.0.0.4, 02:19:45, FastEthernetO/0 
D 192.168.5.0/24 [90/30720] via 100.0.0.5, 02:19:13, FastEthernetO/0 
D 192.168.6.0/24 f90/30720] via 100.0.0.6. 02:18:35, FastEthernetO/0 

Routerf 


Co py I Q 


R4 


RQUter4 __ [ □ |^ | S | 

, Physical | Config J CLI | 

lOS Command Line Interface 


Router>enable 

Router# show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

^ _ 

D 192.168.1.0/24 [90/30720] via 100.0.0.1, 02:21:57, FastEthernetO/0 

D 192.168.2.0/24 [90/30720] via 100.0.0.2, 02:21:57, FastEthernetO/0 

^^J92a68^j0/2^90^30720^i^00j^j^^2^2^^^^tEthernet0^ 

D 192.168.5.0/24 [90/30720] via 100.0.0.5, 02:21:17, FastEthernetO/0 

D 192.168.6.0/24 [90/30720] via 100.0.0.6, 02:20:39, FastEthernetO/0 

Router# 

[ Copy ] [ Paste 
























































_Ph^sira|_J_ConfigJ CLI 


lOS Command Line Interface 


Router>enable 

Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, lA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C 100.0.0.0/8 is directly connected, FastEthernetO/ol _^ 

D 192.168.1.0/24 [90/30720] via 100.0.0.1, 02:25:15, FastEthernetO/0 

D 192.168.2.0/24 [90/30720] via 100.0.0.2, 02:25:15, FastEthernetO/0 

D 192.168.3.0/24 [90/30720] via 100.0.0.3, 02:25:15, FastEthernetO/0 

D 192.168.4.0/24 [90/30720] via 100.0.0.4, 02:25:15, FastEthernetO/0 

C 192.168.5.0/24 is directly connected, FastEthernetO/ll 

D 192.168.6.0/24 [90/30720] via 100.0.0.6, 02:24:31, FastEthernet0/0| 

Router# _ 

I Copy ] I Paste 


R6 

^Routef6 *■ • ^ ' _ ^ ^ ^ . ^ pigii s l| 

I Physical | Config J CLI | 

lOS Command Line Interface 


Router>enable 
Routerlf ^how iiTroutel 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C_^JO-L£j-QZLJ.s_directly_cQnnectMi-J!a^^ 

D 192.168.1.0/24 [90/30720] via 100.0.0.1, 02:27:22, FastEthernetO/0 

D 192.168.2.0/24 [90/30720] via 100.0.0.2, 02:27:22, FastEthernetO/0 

D 192.168.3.0/24 [90/30720] via 100.0.0.3, 02:27:22, FastEthernetO/0 

D 192.168.4.0/24 [90/30720] via 100.0.0.4, 02:27:22, FastEthernetO/0 

D 192.168.5.0/24 [90/30720] via 100.0.0.5, 02:27:22, FastEthernetO/0 

^^9n6r?!^/^isdTrecU^Qnnec^drFa^hernetO^ 

Router# _ 

[ Copy I [ Paste 
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_ll 4 ^u'l) ^>>3? l\l ^-^g ik^9 \ ^j-llx^alLG C** ll ^ Um 7 djl^jl^l 

j cJu>i ^ ^ EIGRP -IlJj^jiijj^ ^ j 100.0.0.0/8 


^jiLuj 6 ^LuJI cijVjj IPv 4 ^Ijjc- (_3;nlajj LLoB Axj '4- 

• iSJLiiJI CliVj^jJj^)^ IPv6 U^CS^ <. 5 ^'“'^^ 


IP Address v6 - ^ 
Static Router IPv6 

Routing Information Protocol Next Generation (RIPng) 

Enhanced Interior Gateway (EIGRP) 
Open Shortest Path First (OSPFv3) -® 


. JCjUIj&V) j CjIjIj&I (_ij9ului 

Static Router IPv6 

Router > enable 
Router # config t 

Router (configt) # ipv6 unicast-routing 
Router (configt) # interface fastethemetO/0 
Router (configt-if) #ipv6 address fec0::l/64 
Router (configt) #ipv6 route fec0:l::/642005::2 
Router (configt) # show ipv6 route 


dll^l^yi (JrJflaJJ ~ja'... jUll dlH^l AsiJ (jVt . 

‘^LaxJ 


Tr^ 





















, fUj 

^JXj^ J ^ ^ J.4xit ^5^t CjtJti^Vt ^JX^ C5^ 


fecl::l/64 
fec2::l/64 
2001:: 1/64 


^lj^3LJ A^Jjui!| -) 

^1 ^J^JJUJ A^l^l A£jjal]| -Y 

jl>u 2 l£^| .r 


4^Um\I Li JaJjJjuj ^Lll ^ j \ ^aixj S-^J dibl^j 

jlill ^ j\^3r 1 ^^1 ->g nj Li^ JL^VI J jVI 

J ^jjj^^)I1jVI (J-lijuaJ j dlljl^j ^djLI^^VI J djl£jjud]| L3^)*J (jVI 

dibl^j J djl^jl^l ^jjj^^)liVI C5^ ^ ^ 

\ g \ djL£jjud]| ^j)^uiM 4 

^L-kaj ^ali^ J^Cljl£jjai]| ^L-kaL ^J^iujj Jiual (^Lll Li (JLi 

(J^judJ djlSjj^l C_bj*Il]| J JL^VI jllll Jjl^ ^ Cljl£jjal]| ^jUc. 

J.4Ait jit ^Ult 


ifte 

28lLl 

Routerl 


2DDl::l/64 


m/D- 


fO/D- 2DDl::2/64 


2dlii 

Route r2 


fo/l 


fO/l 

1 

feci;: 1/64 

1 

Netivork IPv6 Address 

fec2::l/64 

1 


' 29^0^4 

^witEhl^ 

feci:; 2/64 fecl::3/64 

_ > - -* 

“1 


29^-3^TT 
^ witch ^ 

fec2::2/64 fec2::3/64 

y \ 




PC-PT 

PCI 


PC-PT 

PC2 


PC-PT 
PC 3 


PC-PT 

PC4 
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• jx^jVt 

Router> enable 

vrv 
































Router # config t 

Router (config) # ipv6 unicast-routii^ 

Router (config) # interface fastethemet 0/0 
Router (config-if) #ipv6 address 2001:: 1/64 
Router (config-if) # no shutdown 
Router (config-if) # exit 
Router (config) # interface fastethemet 0/1 
Router (config-if) #ipv6 address feel:: 1/64 
Router (config-if) # no shutdown 
Router (config-if) # end 


Router # copy running-config startup-config 

La£ 4.^jUll I Au ^ ^ ^ ( cJjVl lIiIaIac. j 6^ - 

:R1 

Routerl * 

I Physical | Config 

lOS Command Line Interface 


Router>enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config)#ipv6 unicast-routing 

Router (config) #interface fastethemet 0/0 

Router(config-if)#ipv6 address 2001::1/64 

Router(config-if)#no shutdown 

Router(config-if)#exit 

Router (config) #interface fastethemet 0/1 
Router(config-if)#ipv6 address feci::1/64 
Router(config-if)#no shutdown 
Router(config-if)#end 
Router# 

%SYS-5-CONFIG I: Configured from console by console 


Router#copy running-config startup-config 
Destination filename [startup-config]? 

Building configuration... 

[OK] 

Router# _ _ 

[ Copy I [ Paste 

: AJUl) CjUIjc-VI j R2 0^1 - 
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enable 
config t 

Router (config) # ipv6 unicast-routing 

Router (config) # interface fastethemet 0/0 

Router (config-if) #ipv6 address 2001::2/64 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) #ipv6 address fce2::l/64 

Router (config-if) # no shutdown 

Router (config-if) # end 

Router # copy ninnii^-config startup-config 

: R2 



Router2 


Physical | Config J CLI | 


lOS Command Line Interface 


Router>enable 


Router#config t 

Enter configuration commands, one per line. 
Router(config)#ipv6 unicast-routing 
Router (config) #interface fastethemet 0/0 
Router (config-if)#ipv6 address 2001::2/64 
Router(config-if)#no shutdown 
Router(config-if)#exit 


End with CNTL/Z. 


Router (config) #interface fastethemet 0/1 
Router(config-if)#ipv6 address fec2::l/64 
Router(config-if)#no shutdown 
Router(config-if)#end 
Router# 

%SYS-5-CONFIG I: Configured from console by console 


Router#copY running-config startup-config 
Destination filename [startup-config]? 
Building configuration... 

[OK] 

Router# 
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^UJ) cjbijc-vi j Ri JjVi (Jj^ fjSidu ^Sfi - 

. j^jV) ^ 

Router > enable 
Router # config t 

Router (config) # ipv6 route fec2::/642001::2 

Router (config) # do show ipv6 route u^j*^ 

J^b ^Ull ^_gk La^ Rl JjVi jj'jji' djbl^j oiA 

: Rl JjVi 


Routerl 


1 CD ID . S 

1 

Physical | Config J CLI | 



lOS Command Line Interface 




£jiiLt^i (joii J.J.CJ uiaLj-Uii (j(jiuniaiiu.a, oiitf pt^i. 

J. . Hi I Id W J. LIl diN 1 J-i/ Zj . 

* 



Router (config) #ipv6 route |fec2 : :/641|2001: : 2 
Router(config)#do show ipv6 route _ 


IPv6 Routing Table - 7 entries 

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP 
U - Per-user Static route, M - MIPv6 

II - ISIS LI, 12 - ISIS L2, lA - ISIS interarea, IS - ISIS summary 
O - OSPF intra, 01 - OSPF inter, OEl - OSPF ext 1, 0E2 - OSPF ext 2 
ONI - OSPF NSSA ext 1, 0N2 - OSPF NSSA ext 2 

_ D - EIGRP, EX - EIGRP external 

C 2001::/64 [0/0] 

via ::, FastEthernetO/0 
L 2001::1/128 [0/0] 

via ::, FastEthernetO/0 
S FEC0::/64 [1/0] 

via 2001: :2 _ 

C FECl::/64 [0/0] 

via ::, FastEthernetO/1 
L FEC1::1/128 [0/0] 

_ via ::, FastEth ernetO/1 

S FEC2::/64 [1/0] 

via 2001: :2 
L - FF00::/8 [0/0] — 

via ::, NullO 


c 3^J 3^ j aSjjI ^ JV 

3g > J A£jjai]| <jj C_i^)3U 4-1^ C (^5^1 A£jjai]| 4 (JC* 

L^Ljal ^ S 3^J 4 jlill 

L >>j j c Static jA S >>j j c3:J^ 

^ 1 x>nj Cj^ APTPA -51 

JLuiajVl ^jj FECI: :2/64 

J (jc. A^jjujJl 6.^ La FEC2::2/64 u^j"^ a£.^ 

.2001::l/64 iklj J L<i -5aj3^ 4.£jjai]| 
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Router > enable 
Router # config t 

Router (eonfig) # ipv 6 route feel ::/64 2001 ::! >»' 

Router (config) # do show ipv 6 route u^j*^ 

(Ji,b ^j-a Sjjjy^all ^ La£ R2 clltjt^l 6^ 

:R 2 


^ Router2 | i=i , gl . 2S j 

Physical I Config 1 CLI | 


lOS Command Line Interface 


Router (config) #ipv6 route |fecl: : /64|| 2001: : 1 I 



Router(config)#do show ipv6 route 




IPv6 Routing Table - 7 entries 

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP 


U - Per-user Static route, M - MIPv6 

II - ISIS LI, 12 - ISIS L2, lA - ISIS interarea, IS - ISIS summary 
O - OSPF intra, OI - OSPF inter, OEl - OSPF ext I, OE2 - OSPF ext 2 
ONI - OSPF NSSA ext I, ON2 - OSPF NSSA ext 2 
D - EIGRP, EX - EIGRP external 
C 2001::/64 [0/0] 

_ via ::, FastEthernetO/0 

L 2001::2/128 [0/0] 

_ via ::, FastEthe rnetO/0 

S FECO::/64 [1/0] 

_ via 2001::] _ 

S FECI::/64 [1/0] 

_ via 2001::1 _ 

C FEC2::/64 [0/0] 

via ::, FastEthernetO/1 

L FEC2::1/128 [0/0] 

via ::, FastEthernetO/1 

L FFOO::/8 [0/0] 

via ::, NullO 

[ Copy I [ Paste ] 
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JL^VI ^ liA !!!!! ^ <j) R 1 R 2 c> - 


Router^ ^ing 2001: :l!j 


Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 2001: :1, timeout is 2 seconds: 


j j j j j ] 

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms 
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^ ,^1 (3^1 J (J^ ^ ^ uj^ cJ^j^l 1.^ • 

^jc, Lljl£jjai]| jiL ^n^l A^jlill J^J 

. EIGRP , OSPFv3 , RlPng -IIJl. ci^V j^jii jjJI 


vrv 










































































Dynamic Routing IPv6 
Routing Information Protocol Next Generation 

(RIPng) 

jA j RIPng -5' u^j RIP -J' -Ujij jA iRIPng • 

(jjojLoJt ^ Ajl ‘RIPng cllllj]! 

PqI*^ cJ'**:! RI P ng (JjALoJI jtAj-aVt (_5^1 A^Jjuill j 

J Process ID ^j j ‘UDP -1' Jj^jjjjj j 521 

. Multicast Group FFX)2::9 u'j^' C 5 ^ cU^j 

: RIPng -J' • 

Router (config) # ipv6 unicast-routii^ 

Router (config) # ipv6 router rip 1 ◄- Process ID 

Router (config-rtr) # exit 
Router (config) # interface fastethemet 0/0 
Router (config-if) # ipv6 rip 1 enable 
Router (config-if) # exit 

Router (config) # show ipv6 router ◄- 

RIPng 

Process ID -S' Process ID -S' ja j a.^^' ^j ^ j:^ 

, ^ fUj 

fed:: 1/64 ^jV' 

fec2::l/64 y 

2001::! /64 u' >4 r 

vrA 

















jlill ^ j\^3r 1 ^^1 .bu ->g nj L<i^ J jVI 

j ^jjj^jliyi cJrlijaiJ j djbl^j ^dibl^VI j Cljl£jjai]| Ua^)*J .bu ^Vl 
dibl^j ^J C5^ L>^J^V^ ^ S-^J^ 

^Jajou] 4 JJjl^l ^ Cljl£jjai]| ^Lukaj j A^jllll J REPllg -5l J 




J.4Ait jit ^Ult 


: ^UJl cjIjI^VI ^jSj j r 1 JjSfl j2jljil L)^J - 


• j^j^l ^ 


Router> enable 
Router # config t 

Router (config) # ipv6 unicast-routing 
Router (config) # ipv6 router rip 1 


vr^ 


















































































Router (config-rtr) # exit 

Router (config) # interface fastethemet 0/0 

Router (config-if) #ipv6 address 2001:: 1/64 

Router (config-if) # ipv6 rip 1 enable 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) #ipv6 address feci:: 1/64 

Router (config-if) # ipv6 rip 1 enable 

Router (config-if) # no shutdown 

Router (config-if) # end 

Router # copy ninnii^-config startup-config 

^ ‘RIPng l)(Jj* a"'; LlaS ^ ^ 6^- 

:R1 

• 


j^Routerl _^ 

I Physical | Config j CLI | 

lOS Command Line Interface 


Router>enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 
Router(config)#ipv6 unicast-routing 
Router(config)#ipv6 router rip 1 
Router(config-rtr)#exit 

Router (config) #interface fastethemet 0/0 
Router(config-if)#ipv6 address 2001::1/64 
Router(config-if)#ipv6 rip 1 enable 
Router(config-if)#no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/0, changed state to up 

Router(config-if)#exit _ 

Router (config) #interface fastethemet 0/1 
Router(config-if)#ipv6 address feci::1/64 
Router(config-if)#ipv6 rip 1 enable 
Router(config-if)#no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/1, changed state to up 


[ Copy I [ Paste 


Y t * 

























Router (config) # ipv6 unicast-routing 

Router (config) # ipv6 router rip 1 

Router (config-rtr) # exit 

Router (config) # interface fastethemet 0/0 

Router (config-if) #ipv6 address 2002:: 1/64 

Router (config-if) # ipv6 rip 1 enable 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) #ipv6 address fec2::l/64 

Router (config-if) # ipv6 rip 1 enable 

Router (config-if) # no shutdown 

Router (config-if) # end 

Router # copy running-config startup-config 

^ ‘RIPi^ _ll (J(Jjailj IjbiajI LLo^ ^ CLiIaIac- I • 

:R2 

I Physical | Config^ ^^I | 


lOS Command Line Interface 


1 Router>enable 
|Router#config t 





[Enter configuration commands, _one_per line. End with CNTL/Z. 

Router(config)#ipv6 unicast-routing 

Router(config)#ipv6 router rip 1 

Router(config-rtr)#exit 



Router (config) finterface fastethemet 0/0 

Router(config-if)#ipv6 address 2001::2/64 

Router(config-if)#ipv6 rip 1 enable 

Router(config-if)#no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/0, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/0, changed state to up 

Router(config-if)#exit 


1=1 

Router (config) #interface fastethemet 0/1 

Router(config-if)#ipv6 address fec2::l/64 

Router(config-if)#ipv6 rip 1 enable 

Router(config-if)#no shutdown 

Router(config-if)# 


I] 

%LINK-5-CHANGED: : 

Interface FastEthernetO/1, chanced state to u p - 


• 


L ^Py -.1 L Paste ^1 




























! ^><aVI J R1 cJj'^^ 

Router (config) # show ipv6 route 


IPv6 Routing Table - 6 entries 


Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP 


U - Per-user Static route, M - MIPvG 

II - ISIS LI, 12 - ISIS L2, lA - ISIS interarea, IS - ISIS summary 
O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2 
ONI - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2 
D - EIGRP, EX - EIGRP external 


c 

2001: 

: /64 

[0/0] 


via 


FastEthernetO/0 

L 

2001: 

:1/128 [0/0] 


via 


FastEthernetO/0 

C 

FECI: 

: /64 

[0/0] 


via 


FastEthernetO/1 

L 

FECI: 

:1/128 [0/0] 


via 


FastEthernetO/1 

R 

FEC2 : 

: /64 

[120/2] 


via 

FE80 

::260:2FFF:FE02:3E01, FastEthernetO/0 

L 

FFOO : 

:/8 

[0/0] 


via 


NullO 


A£jjai]| .1^ jJ j 4 uVi jJ <jj RJ (JjVl ^ 

^Lui^l J R 3^^ J RI Png 31 


. ■^LuJl ^jj^l ^ ^ ^^1 [120/2] 



IPv6 Routing Table - 6 entries - 

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP 


U - Per-user Static route, M - MIPv6 - 

II - ISIS LI, 12 - ISIS L2, lA - ISIS interarea, IS - ISIS summary 
O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2 
ONI - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2 
D - EIGRP, EX - EIGRP external 


C 2001::/64 [0/0] 

via ::, FastEthernetO/0 

L 2001::2/128 [0/0] 

_ via FastEthernetO/0 _ 

R FECl::/64 [120/2] 

_ via FE80::240:BFF:FE56:D601, FastEthernetO/0 

C FEC2::/64 [0/0] 

via ::, FastEthernetO/1 

L FEC2::1/128 [0/0] 

via ::, FastEthernetO/1 

L FF00::/8 [0/0] 

via ::, NullO 

^jj J 4 ^jj <jj R2 ^131 (j^ 



Y tY 
































Opne Shortest Path First (OSPFv3) 

jjjLwJt ^ OSPF :OSPFv3 

OSPFv3 cJ' OSPF Ji jjjk] ^ ^ JVl Ul jll 

_ll JILg ^Ljaj ^ J ^jjjjLuJl (J^ 

djJI jljki jM ^ j i Encryption j Authentication j IPsec 

j-ixiLall (.’’i'll ^jljc. 6^ FF02ii5 / FF02ii6 
(^ lU*:? u'^ f^-^' OSPF 31 Jj^jjjjj ^ jl£ (_531 OSPFv3 31 Jj£jjjjj 

224.0.0.5/224.0.0.6 jj^LiJl Jaxl3l <.li3l tjl^jjc. ^jl£ J ^Ijll jlAk^yi (jl^ic. 

: OSPFv3 31 JjSjjjjj tilJlJfrl ^ • 

Router (config) # ipv6 unicast-routii^ 

Router (config) # ipv6 router ospf 1 ◄- Process ID 

Router (config-rtr) # router-id 200.200.200.200 

Router (config-rtr) # exit 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ipv6 ospf 1 area 0 

Router (config-if) # exit 

Router (config) # show ipv6 route 



lU*:J u' 


l^A ( OSPFv3 31 JjJ(.5f“31 ^jij ^1 1 a^ 'Cla^^iLa • 

4-a)al31 (. 5 ^ 1 t^ijl A«aIi i tJ j PrOCeSS II) 31 AjIa*]! <.s^ .lAJaJ (JjJj^)31 

\ ^jc. dil^l^yi ^ 131j ui< 4^uTill Area ID 31 

‘ J J ‘ ^x3ajjaij Vj ^ ^ 'will 


. A£a^^l fUj ■■ CjUI^VI - 

. ^ J) <-.!< 4.ajx.a J J.ax21 -'*j'" ^_^1 tJjlJl.^yi 4^ 

fecl::l/64 u'>4 uj^ JjV' ^ 

fec2::l/64 ^ljj*j ^131 ^ ^u^il l .X 

2001::! /64 u'>4 uj^ T 

Ttr 













jlill ^ j\^3r 1 ^^1 .bu ->g nj L<i^ i ^ C5^ 

j ^jjj^jliyi cJrlijaiJ j djbl^j ^ dibl^VI j Cljl£jjai]| Ua^)*J .bu ^Vl 
(J/ijtj ^jiijuj L^.bu J cIjIjjjI^I Sj(^5^ 

4 JJ jl^l ^ djlSjj^l ^Lukaj J A^ jlill J OSPFv3 cJj^J^djljl^j 

J.4Ait jit ^Ult 




• j^j^l 

Router> enable 
Router # config t 

Router (config) # ipv6 unicast-routing 

Router (config) # ipv6 router ospf 1 

Router (config-rtr) # router-id 100.100.100.100 

Router (config-rtr) # exit 

Router (config) # interface fastethemet 0/1 

Y 11 












































Router (config-ii) #ipv6 address 2001:: 1/64 

Router (config-if) # ipv6 ospf 1 area 0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/0 

Router (config-if) #ipv6 address feci:: 1/64 

Router (config-if) # ipv6 ospf 1 area 0 

Router (config-if) # no shutdown 

Router (config-if) # end 

Router # copy ninnii^-config startup-config 

.OSPFV3 cJI aJojI Li-aS ^ ‘cJjVt 6^- 


: AJUJI cjlJlJfrVl j R2 CS^S - 

. JiAjVI '■ 

Router> enable 
Router # config t 

Router (config) # ipv6 unicast-routii^ 

Router (config) # ipv6 router ospf 1 
Router (config-rtr) # router-id 200.200.200.200 
Router (config-rtr) # exit 
Router (config) # interface fastethemet 0/1 
Router (config-if) #ipv6 address 2001::2/64 
Router (config-if) # ipv6 ospf 1 area 0 
Router (config-if) # no shutdown 
Router (config-if) # exit 


Yio 






Router (config) # interface fastethemet 0/0 

Router (config-if) #ipv6 address fec2::l/64 

Router (config-if) # ipv6 ospf 1 area 0 

Router (config-if) # no shutdown 

Router (config-if) # end 

Router # copy runnii^-config startup-config 


^ J OSPFv3 dlbl^j ci-aaj LLoS • 

tjl U^J ‘ 

J^^ JCljl£jjai]| ^Lukaj ^ <jj ^ JJ j\j^ 

^ j-aVt j R1 JjVl 

Router (config) # show ipv6 route 

R1 


Physical J Config~] CLI | 

lOS Command Line Interface 


Router>enable 

Router#show ipv6 route 

IPv6 Routing Table - 6 entries 

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP 
U - Per-user Static route, M - MIPv6 

II - ISIS LI, 12 - ISIS L2, lA - ISIS interarea, IS - ISIS summary 
O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2 
ONI - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2 
D - EIGRP, EX - EIGRP external 
C 2001::/64 [0/0] 

via ::, FastEthernetO/1 
L 2001::1/128 [0/0] 

via ::, FastEthernetO/1 
C FECl::/64 [0/0] 

via ::, FastEthernetO/0 
L FECI::1/128 [0/0] 

_ via ::, FastEthernetO/0 _ 

O FEC2::/64 [110/2] 

_ via FE80::230:A3FF:FE36:C402, FastEthernetO/l| 

L FF00::/8 [0/0] 

via ::, NullO 
Router# 

[ Copy I Paste' 

^ ^ lIjLSjjuj R1 (J^ 

o J OSPFv3 -i' 


. ^LuJt ^^ ^ [110/2] j'^VI 


1 g j\c:> ^Ljaj ^ (Ja R2 L5^ ^f 

. V J OSPFv3 -11 


Y tn 































dp Router2 _ I ° lH SS | 

Physical | Config J CLI | 


lOS Command Line Interface 







Router>enable 

Rout:er#show ipv6 route 

IPv6 Routing Table - 6 entries 




Codes: C 

- Connected, L - Local, S - Static, R - RIP, B - BGP 



U 

- Per-user Static route, M - MIPv6 




11 

- ISIS LI, 12 - ISIS L2, lA - ISIS interarea, IS - ISIS summarY 



O 

- OSPF intra, OI - OSPF inter, OEl - OSPF 

ext 1, OE2 - OSPF ext 2 



ONI - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 

2 



D 

- EIGRP, EX - EIGRP external 




C 2001: 

:/64 [0/0] 




via 

: : , FastEthernetO/1 




L 2001: 

:2/128 [0/0] 




via 

: : , FastEthernetO/1 




O FECI : 

:/64 [110/2] 




via 

FE80: : 260 : 5CFF:FEB6 : 1102, FastEthernetO/1 




C FEC2 : 

:/64 [0/0] 




via 

::, FastEthernetO/0 




L FEC2 : 

:1/128 [0/0] 




via 

::, FastEthernetO/0 




L FFOO: 

:/8 [0/0] 





via 

::, NullO 




”1 

Router# 





t 




Ik Copy j| 

Paste 



. O 3^jL^aikl J OSPFv3 


^jVuj>i J ^ jfl (J^ lIjIjI^VI <3^ .Iju (jVI C—Vu)>i 

Router # show ipv6 ospf neighbor , R1 JjVI jiijljll ^ 


R1 


Routerl tshow ipv6 ospf neighbor | 


Neighbor ID 
200 - 200 . 200.200 
Router# 


Pri 

1 


State 

FULL/DR 


R1 


Dead Time 
00:00:35 


Interface ID 
2 


Interface 

FastEthernetO/1 


^jVuxi J 4 DR ^ u^l J ^ R1 cJ 

1 gj\c:> ^ J R2 


RQUterl|shQW ipv6 ospf neighbor 


Neighbor ID 

Pri 

State 

100.100.100.100 
Router# 

1 

FULL/BDR 


R2 


Dead Time 
00 : 00:38 


Interface ID 
2 


Interface 

FastEthernetO/I 


Router # show ipv6 ospf neighbor / Router# show ipv6 ospf database 


TiV 















































Enhanced Interior Gateway (EIGRP) 



^ I_a^)*J ^ ‘ A^jlLa _jA lEMjRP 

‘ ci'^^ u AS^)jj1 cHloLS 

Interior ^_yJc. (Ja*j <j\ (_g-uijj V ^jt ‘-r-'^j IPv6, 

^1 j]l jIaj^VI (jtjjc. ^ (jl£ (^jJl ^Ijjc. j^ ^ j Gateway 

J1 ^Uajj Ja*j 4_il j FFX)2::A jijjsJl j 224.0.0.10 

.AS J Router-ID 


: OSPFv3 -it tiiJi-iC'j tij*jl« • 

Router (config) # ipv6 iinicast-routii^ 

Router (config) # ipv6 router eigrp 1 ◄- Process ID 

Router (config-rtr) # router-id 1.1.1.1 

Router (config-rtr) # exit 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ipv6 eigrp 1 

Router (config-if) # end 

Router # show ipv6 route 

Router # show ipv6 eigrp interfaces 

Router # show ipv6 eigrp neighbors 

Router # show ipv6 eigrp topology 


TiA 










Routing Loops Avoidance 


Network 1, Distance 6 


Network 1, Distance 7 


itance 6 | Netwoi 

.Distance 51 [Network 1, Distance 4 


N0 


Network 1, Distance 5 



C5^J I LiwiiCe A^jjai]! ^ djUl^l A K kl\A 

S i a ^ t,** v^^ I jj 4 ^ A^Jjudll clidal 

C5^ (jl^A£jjai]| J ^ J’ -^1 

1 (Jlijaijlj A£jjai]| ^ jlj (jUli.) ^jCe 0JJJ L<l^ A£jjai]| J 

^Ldl 4J djLdwl^ ^ cJ^-^ A^Jjudll Iwl^ 

(.^VWj liLi ^-Lil£ J ^JSUS^ (JJ^ 1 g jW C-flJgtVuiil A^jjal]! ^ djUl^l 

A^Jjalll ^ djUl^l <AaCe ^ 


^atg-Lc J ^A^lLiCe ^1 ^ 


0^^ wl^ Jj 


; Ia jL^I ^ J 1 glqjl^J Li 


1- Maximum Hop Count 

2- Split Horizon 

3- Route Poisoning 

4- Hold Downs 

5- Periodic Updates Triggered Updates 




C_b^)JU ^1 4 - 1 ^ 4 U^L^I J 4 j\x> 3 t \l 4 ^ 1 -^ (J’ (J^J 

4^Um\I ^ djLl^l ^ jLa ^ djLiwliJl wl^l ^wlkluiJ jllll lIjV 

A-iLc- W*iuij 4j\x>y \\ ^Lce^ ^1 W*uj>n l)^ 

^1 W*iuix>\l c** 1^*1 4 Sw^l^ 


Y 





































djjjjl j]| U djl3^1 ^ : Maximum Hop Count 

Jiii <3^ ^Uj) 1 g jia jLiliC^VI ^Vnui jLoi^l ^ ^ 

j 4A£jjai]| 3^ ^gVn lA.buj <iakj l) 

RIP , EIGRP ^ u^LkJl 6.^ A^jlill CIjVj^j^j^ 

.diUl^l 6.^ (J-<«J lIjVjJ j^)^t 



Leslie. 4 Aij^)Ja]lj J-oxjj ^Lc. s^La \l ; Split Horizon 

djUl^l Lg-iA dlLujj) ^ g L^ ^ ^ L>^ lI^j) ^ I 

^Lcr 3£ju1j djl^jjul!l 



jjj j^j ^ RIP -SI Jj^j ^jji ^ a- 4^' :Route Poisoning 

j\ j\ cJri-^ ji J:^ I Li-liC. CjJ.laJi]| <A<^ ^ ^c^-SaJ RTP Jl 

^ ^ 3£Jj 4 ^^juiSl ^ ^1J^jl^l djlL.wMl cJIjuj j) diaj]| (J^a^u ikl ^Vnui 

^aic. Aj^ ^ U^l JJjl^l J Jj A^ UuSlJ (.^UWMI ^ JJjl^l J <.^UWMl 

Matric -SI lU*^ Route Poisoning -SI lU*^ ^^.^I ^Jiuu ^ ajI 

.Next Hop -SI ^Ig-i 16 uj^ ^ j^l 


R2 “poisons” route with an “infinite” metric. 


10 . 1 . 0.0 

FaO/0 


m 


10.2.0.0 

~ZL- 


10.3.0.0 
^ SO/0/1 


10.4.0.0 


Network 

Interface 

Hop 

10.1.0.0 

FaO/0 

0 

10.2.0.0 

SOiOfO 

0 

10.3.0.0 

SO/0/0 

1 

10.4.0.0 

SO/0/0 

2 


Network 

Interface 

Hop 

10.2.0.0 

SO/04) 

0 

10.3.0.0 

SO/0/1 

0 

10.1.0.0 

SOfOlO 

1 

10.4.0.0 

SO/0/1 

16 


Network 

Interface 

Hop 

10.3.0.0 

S0)0/1 

0 

10.4.0.0 

FaO^ 

16 

10.2.0.0 

SO/0/1 

1 

10.1.0.0 

SO/0/1 
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Yo* 





































































RIP-S' a- 4^1 :Hold Downs 

^ (.**iruWl ^!>IjjujI ^ C5^ jUiliVI 1 JJ 180 

180 jj^ ^ lij Lil 4 180 

^ A^jlill J^ Cljl£jjai]| ^LiJj ^Vnui ^Ij 

Preventing Routing Loops with Hold-Down Timers 



Hold-Down TffT>ef 


UpdiC* 




FaOO 


R1 


SOrOKD 


10.4.0.^ 

2hop^ 


SCMJO 


i^KVVS Updd!« 

atXKC 10 4 00 


R2^ 





Update 

dropped 



10 4 00 

90X^1 I 

R3^ /\ I 


Network 

Interface 

Hop 

10.3.0.0 

SOAO/1 

0 

*f\ A rk fx 


n 

lU.^.U.U 


u 

10.2.0.0 

som 

1 

10.1.0.0 

SOiO/1 

2 


Network 

Interface 

Hop 

10.1.0.0 

FaOA) 

0 

10.2.0.0 

som> 

0 

10.3.0.0 

so/tvo 

1 

10.4.0.0 

SOAWO 

2 


Network 

Interface 

Hop 

10.2.0.0 

SO/0/0 

0 

10.3.0.0 

SOAVI 

0 

10.1.0.0 

SOAVO 

1 

1 10.4.0.0 

SOAVI 

1 


Same or worse metric received - Still possibly down - Keep Hold-down timer going 


• If an update from any other neighbor is received during the hold-down 
period with the same or worse metric for that network, that update is 
ignored. 

• Thus, more time is allowed for the information about the change to be 
propagated. 


cjljjoaJ Sjl^ ajLwJI ftjiA : Periodic Updates Triggered Updates 

Jtjujjj A-iIajl! C5^ ^ 

vwj I L<i.iic. 4 ^L<ij dj^jj ^ 

^ ^ dl jjjI jil ^jx^7k\ aJLuj jU ^dSj]| 

k^W 1.1^ A^jjudll j3jli A \l \ a\u 4A^ um\I 

<djjJt^l AjV dljl^l (jt JJ^ jl jdaal ^dj j jduj^ cJ^dj A^Jjud]! jLi-dl j 

jljj^l A-iL^jl! -1^jJ Vj L^lij ^ ^ ^ ^ dl^^ldll j) 


Network 10.4.0.0 

Is Unreachable 


Network 10.4.0.0 

Is Unreachable 


Network 10.4.0.0 

Is Unreachable 

◄ - 

< - 

< - 


10 . 1 . 0.0 


EO 


10 . 2 . 0.0 

“Z 


so 


so 


10.3.0.0 

-z 


10.4.0.0 


SI 


so 


EO 


* The router sends updates when a change in its routing 
table occurs. 
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Border Gateway Protocol (BGP) 

Baisics 



dujiiVI ^ JJjI BGP 


L±Ui 


CL>{<^\ 


(jj^ a^jjoJIj ISP 


1^ ^LjujI (J^ ui \ 

C-flj3rViui ^Ijl^l cJ^juIj 1 g jW (J-<«JI ^jWiunj L^ (3 ^<^jl!1]| ^jj JL^ ^ Jj£jJj^>Jl 


; ^j-L<ijLuS ^1 -> k kiVn CIjV U’ 


Interior gateway routing (IGP) 

OSPF , Jl^ ^'^1 

EIGRP , RIP, 


Exterior gateway routing (EGP) 

Jla ^jUJt 2;- Cjl£^l jiL CIjV jJj^>^I ^ ^ 

dj^j£jjj^)Jl ^jc. tLg-j (JLl^VI (Ip^j c5^ UJ% 

^^)Ja ^JC- Lljl£jjal]| -laJj ^jc. ^jjJUd^l BGP , EGP ^ 




179 ^f j^j TCP -It Jj^jjjjj (_ 5 ic. JasJI BGP -II Jj^jjjjj 

Jj£jjj^)Jl (_>Jiajj (Jaxj djljjjl^l (Jl-Jb^VI ^jl^’iuijl ( 

. BGP -il Jj^jjjj^ (^afcu (^1 U J^liU) (j^ i>ij*jiu< - 

La °'' ^1 (J 1 ^ I ^ ^ II (, 5 ^ ‘_S^)xjilj lAoluj 

. Jj^jjjj^l lU*J C5^' ^Llij]| ^ 


TOT 














(J^ BGP ^j 

<JC* djl^^^Lt^l ]^\ k k) \ cJ^-^ C 5 ^ 

. EGP j^j ( 3 ^^ L>^ ^^ BGP 

AS J ( 3 iaLL<Jl ^Llx^Li. BGP cJj^J^ 

. EIGRP -IlJj^jiijj^ 

Lljl£jjai]| -iaJjj <jV j^I ^ <jL^LiJl diV jJj^^Jl Uajl JjJj^)Jl 1 ^ 

^>>3g \\\ 1 g ;>>>:? J 6 

.Path Vectory BGP -5' Jj^j^jjj lU*^ 

A-iL^ TCP cJ^ 

dljlijl^l (j^ L<i 

Peers Table , Topology Table Jj'^ (> BGP -S' Jj^j^j u 

.Routing Table 

3 :i^)Ja BGP -S' l) jLiii .1 jldc. I j \\ ui"*k 
<dj^)*j dljl^ 1 ^(j) A^dd]! C 5 ^ ^ ^ 7 -J ^1 BGP -S' l)^ ^ 

. L?J^ lS^^ BGP -S' c.5^' j^j'J^' 

4 ^ UmW 4 j\^ IaSI A^Jjulll (J^ (JS^^ C 5 "S^ 

A- 1 ^ jLiJ' 

^ ^jlLi ^ 13? x>J ^ BGP -S' lSj^j^j^ 

\\ lS^-'^ L—iic*V' ^Sc> BCtP ^' ^l.^^jjuji ^lij 

TCP -S' Jj^j^jj^ Application -S' c^j ^LuJ' ^ lUs 

. Port 179 



^1 dljt^3 dL^^^Lt^l BGP -S' 

^J%ui Jj£jjjjJl Jbuj ^ BGP -S' J:^ C 3 ^ J^j' J^' 

^ j) (.^n.Wl ^ Jd ^j jLujjV' (jc. dSjjj dL<ij dUl^l jLujjl 

dddall (jLujjl SJ 

Cljd,laJl]| ^ ^1 jjj I L<idc. Lljd.laJi]| jLujjj d^jli 

Adlj 30 Sec lS^ s.\i:g j\l < uaW cdjiill s^lj ajl^^ L^LujjIj 

c^uwMl d^jj ^j^jui AS ^'J 3 S-S^ lS^'^ ^ddli ^uikl^l dl£jjai]| ^J 

^x>*i kk\A ^J^judj 4^1 k\\\\ ^Lxjdl dd^ 4 3 Sec lS^ 

<dj^)jd ^<^Jjul!l ^jjjd^ ^1 ^jd Aij^)IaJ <dj^)jtJ <^iL^ ^d 

A-i^^ld^l A-aj^)ia]| ^^c-d Vj 4 SJC5^ u'^):^^' 

^ jUJt BGP Ex -S' Jj^jJjjJ Admin distance 20 ^j'-^V' ^ 

. Admin distance 200 ^ uj^ BGP In j 

. Vlsm , CIDR , Classless ^.ijj 

J dUl^l (j'jj-^ A-id A£jjai]| ^ dUl^l (j'jj-^ ci-^ 

. Split-horizon 












Yor 
























: BGP -i' ^ JLuajVl c> c)^>5 

Single homed Customers 

I ^)jujL^ uiJ JljL^ajVI (3^ 

^ g *0J* 

^)juoL^ JljL^ajVI 


OPTION A 


Default route Static route 


Company X 
Main Office 


ISP 


BGP 


Internet 


OPTION B 


Multi homed Coustomers 

^jJLi£-^ I Lg^Hc* JAxILq L)^J UJ^ (JljL^ajVI (3^ ^1^ 


CompanyX 
Main Office 



ISP1 


Internet 


ISP 2 


BGP Table , BGP-5»c3jl^ 

dll jJjl^l La ^ j BGP cJ daJ*J (Jjl^ <di^ -^J:! 

, C_flj»Vun BGP (_i-a*J 

1- Neighbor Table 

List of BGP Neighbors BGP peers, Configured statically 

2- BGP forwarding database table 

List of all Networks learned from each neighbor 

3- IP routing table 


List of best paths to destination networks 


Toi 
























(_U*j ^\ cjt jjjt jll ^l£ ^li (_glc- iSj^ Jj-^' :Neighbor Table 

.BGP -II Jj^jj jj^ 


cjIjLuiaII ^ iJj^ c^^l Jj-^l :BGP forwardii^ database table 

Cli^gQ-pJl Jjli L>^ ^ LgJUijjujI J L^Lujjl ^ djUl^l J 

^(JjL^aa^ djIjLui^l aJJ 


Jj^jjjj^ ^1 (jjjUi^ Jj^' :IP routing table 

djLSjjudll 4 g uix^\l l1jISjju1]| (^\ Wu)>n\ ^BGP 


BGP Messages 
BGP -5' Jj^j^jj^ 


AjLiC. ^BGP l)^ ^ ^ JjLuj^I ^.iklLuiJ 

djUd^^lx^ C5^ ^L^LujVI (jLuj^j 

• 1^1^ ^ ^ ^LuJJ AjUJ) j 4 (JjLuJ^I 



1- Open Message 3- Update Message 

2- Notification Message 4- Keepalive Message 


liL<i C_b^)xli] Lg_^^)jalJ BGP ^LuJ^I 

^diLc^^Luall ^Lujj (J^ 

cijIjjjI j]| Li JL^I sUS J (jc- ^jjjaui]| ^Lujj]| ; Open Message 

ID. -St ^1 j!ic^ C5^ J 

Li V ^1 ^jiLi JL^VI sUS ji^Li ^ VLji j]| : Keepalive Message 

4j\xi3r\ 60 Sec cJ^ ^Lujj (jLujjj 4 jLujjVI ^ jS^3r 1 ^^tjlijl^l LhW 

^1 SL^I AjI ^^^Llll 


Y 00 












































jla ^ 6^ : Update Message 

dlLaji*-allj jj^lj diljLubftllj l^jaLuiat ^ 


^ j J'^ Jri f <iLkkVl Qc- ^Loj j]| ojiA : Notification Message 

•' (2 J ' (2i-'l. ^-N. f' Ua.^ 1 j>o 


BGP Startup Operation , BGP-^' 



<jaiij IAj^ jJjl^t ^1 ^_ylc. BGP ‘^LaC. .lie. • 

^LaJt clltjJjl^l S.ic. ^1 

. jy^j 

^_j]e (JjA^ tjc. dia-JI ajIaxj ^jii t LaAic- eAA ildel State 

.lS clitjjljjli 


jjj'j^' (4^ lh*-" ^La)j]l ftAk : Active 1 State 

.Active 6^ <^j 

<^lg:ijVI ^ .ia (jj^j jll jjj) jll c^j*j t UAit jjjt j]t ^U. eAA :Connect State 

.f^ c3:“J^' C> 

jj diLa ji*-a ^^)a-al L^LuijU ^Luij eAA I Open Sent 

La (jLk^Vl 

jjjljil ji JJ La JL^Vi sLa ujjoiA. ^-jiaxj ^jSj ^La)j]l ftjiA : Active 2 State 

.JL-jVl 

:Open Confirm 

^lIjLgJjLLj (JljL^ajVI A^l(^5^ ^UlU A^Jjud]! 

U djUjkJI a-4^ j :Established State 

^djl^ jl^l 


Yol 















































BGP Synchronization 


AS 10 


AS 11 



V j j BGP -i' :Synchronization • 

131 VI t IBGP CH® 1 ^ Rule o-^l-3 (Jljaijl 

A It 6.^ 1^1 4.j1^1^1 4.£jju 111 ^ ->■ 11 Jt^P _11 .^^l^^ILa ^_$1^1 

AjLoxJI 6.1^ (_^1-^1 cJ'®^ ^^ '.V.ll cs^ ^ ^ 

Synchronization-^1 (-SLLl a^Imj ^jSjl aIaaj ja 

Router (Config-Router) # no synchronization 

Disables BGP Synchronization so a router can advertise routers 
in BGP without leming them in IGP , but make sure that you 
make all restrictiong to avoid black holes . 


• BGP Split horizone rule : Avoid routii^ loops inside the AS 

(jLui^l^ dil^jl^l .1^1 ^ jij 1 La.ljC' 1 ^ J J 1.^ 4 ^ ^ d^A 

A^iLasJl a^A LoOpS (.5^®^ j‘ dil^^l^l ^■^-''ll J■» 

(Jl_uj jU JJjl^l 1 LaAic. (Jl<i *i^''l' 4_La Aalall (J-aa-J ~j'®"' ‘ ■' 

^l^Jl J ( 1 g ^ ^V (_^^)^1 o^ya LgJlj^jxul AjUiJ V Ailoll iIjjAaJIII 

.Loops Network u' jj-^ 

Full Mesh Fashion (sessions between all BGP neighbors) to avoid 
split horizon rule. 

1a^ ^Ak Ajj>» I^aI j] eAA 4 - 1 ^ ; Full Mesh Fashiou 
liIV.gJjall 1A^ i ^ \\c\ Iaa 4 ^)jujL^ kl\\ 

A^jjud]! ci*-^ \.j^ AS AS - S 
djUl^l jljjj ^UJ) dIa Route reflector 


Yov 












Level ( 3 ) 

Ethernet LANs and Switches j 

Ethernet LANs and Switches j a^Ka]) cJS^ 


260.Ethernet LANs AjL-oJI cjjjlVl 

263.Ethernet Frame Format jUa) 

270.Switch 

277.Cisco Switch Configuration Command 

278.Virtual Local Area Network (VLAN) a^IjjaVI AjL-oJI 

295.VLAN Trunk Protocol (VTP) 

308.Router on a Staick 

311.Switch Port Modes 

314.Spanning Tree Protocol (STP) 

326.cjUuuj^Jl ^ jflllAJl STP switch port states 

328 .Optimizing Spanning Tree Protocol -J' jis^ 

329 .Per Vlan Spanning Tree (PVST) 

333.Port Channel 

339 .Ether Channel 

340 .Dynamic Host Configuration Protocol (DHCP) 

356.Network Address Translation (NAT) 

367.First Hop Redundancy Protocols (FHRP) 

377.Network Time Protocol (NTP) 


ToA 






















Ethernet LANs 

QjjjjVI 


djL^ :Local Area Network = LAN 

J ^j£JJ ^ ^ uVi j) L_u£^I j) JiLi 6 jjir j SJj.W 

J J LljljaiJJjjud]| JiLi 



Token (^j u^j^j Ethernet ^j^j : 

j) ^1 s^LxJU 1 g jj ^ <. jjuil j^\ Eing 


AjljujI^I djl^Jjud]! \ g kJo3r J A j\^ ^\l djl^Jjudll ^^x>J 

. Router ^Ijii^LoaU (illij ^ WAN 

- At\ cjLSj^t Aj) jd 


(jj.3Llaul]| djSj]| jJ 4 A^Jjalll ^ (J^ djliLJl (^SLu (Jjg ull 

^ V l1jI£jj^I ^ j^jJ (J-<iLc« 4 A^jjai]! idjULJl Jli] 

j) ^^)jai]| l^jjujL^I cJ^ AjuUa ^) cJ^ 

lIjVVI (J^ j) Aj^jujLg j) AjuLla L_u£^I 


YoA 






















^Ic. j-a^-a ^jc. dujJjVt I EthCWlCt 

(_j^ diUa^^ ^ (franKs) cs^Wj:?^' 

1 OTjja^ail j^j (LANs) -51 (workstations) 

data link layer iajj AiJa 2 j physical layer 

dll^Laj ^ ^ jij (. 5 ^ OSI IVlodel 4_^jlLa]| ij' ‘ ^"'1 t a j. ^ jj 

jl^l (J£juj Jla OSI - 1^ 1 ^ - ^aLJI dlljj£^l t aM ^JJ 

- Jj ciilA Jj Uj djUlo^Jt JjLu> jl 2LLU]t ^bj^l djIjUV^ 

iajj ciiVj^jjjjj MAC Address u'j^' <-5^ OSI - ^ ^iikll 

.( Data Link Layer) cuUla*^' 


L^jAS aIa jj ‘ “ ^ ^ V ^ ^Lc. L^jjuij ALi ^)<aJjbU-a JjJaJ Llu^)jjyi ‘"'' y''*"' cJ^ J 


J^t 0:Lalj ^ Ai^l S C-jIjUJjujIj ^juj jllll 


4 djlSjjud]! C** ll J L)^ 1 g U Lg djLcr^JjalJ 

jILill lIjLc* jjudll ^1 jj\ dujjjVI ^**^'^y**^^ J _L<il.lkILuj| Ia IjLolIjI 

^ Mbps Fast Ethernet: 10 J^' : Ethernet: j 

Gbps 10 Giga J^' ^ Mbps Giga Ethernet: 100 J^' 

. Gbps 10 UtJS J^' ^ ^ Ethernet 1 


: Ethernet -J1 ^ cjlc-j^l • 


Ethernet = 10 MB I Fast Ethernet = 100 MB 


Giga Ethernet = 1 GB I Ten Giga Ethernet = 10 GB 

: (Medium) 


cli!yljl£]t eAA c_a]iiJij <_jjjk^jjll C1 j!AjI£ ^j-a jjl SAc. dujjjVt ^Aa^LaU 

■(^j (Data Rate) 


JjI£ ^lAiJi^l dii^jVl ci^l j^\ (Coaxial Cable) : jj^' 

^V1 Mbps 10 ^ 10 ThickNet 

SJJ^^ (Network Span) c<iLk^Vt Base Band 

^*n V XOO 1 I \l 2500 

Ja*^ cff^j ^jj BaseS 10 LiJajI (_9^)XJ^ SOO 

J>J1 Jj 0 Jtj i-kiJt Jj Base -S'j J^' 

j;!^ 5 ThinNet cjjc. La ^jjlt Lai 

l j - al^c .1 'JjL t<iLkkVl l J J SI Base Band ^ A-^u . n j Mbps 10 Jaj«^ 

LiAlac .1 ^ jxJaLJI ^ A^l AAc. J t jaa 925 4 ->J^! (Network Span) 
Base210 Ljajl L_b^)jUj 500 jjl 7k*n V du^j S-lic- 30 

^1 2 J UadJl L Qui^ ^1 B&S6 J (^) S^)jautJl n"*k 


vn * 





























X0 c_b^)ju dujjjj ua ^ ^jjj^ Llj!iljl£Jl Clillj ^^ c^IUa j 

Mbps 10 c5j J-^ ^ V * - *. ^ ^ Broad36 

(Network Span) UxJi&i Vjia ^i^LkkVt c-L^ BroadBand 

. j^ 1800 Jjia jjU?^ Vj ji« 3600 s-“J^^ 


Shielded Twisted Pair ^ Twisted Pair : c:j!>bl£]l 

A^l ^ Lk^ u:>likl Unshielded Twisted Pair (UTP) j (STP) 

(^5-^’ (J’ } 


Jij ^^^ UTP ^^.ikjjujj 

UJici V^ c«.LkkVl BaseBand Mbps 10 

‘-sj*:!j 100 -5' (jkkJI jjW^ ^j 500 -S' 4JJ^! (Network Span) 

. BaseT 10. 


Mbps 100 -S' S-s-^ Mbps 100 -S' ^ UTP 31 cjU^ lilUA j 

AjJic.i djliLoLo j^jjj dij Jh\ Gigabit 31 j diijkj 

jaj djL^ L^ldkiojV UTP 31 4il£ j^i (Optical Fiber) : ^^^dall <-_aUVl 
di^J hubs >31J (switches) jj USlc. ^diddij (_^i 

4jtij^^l ' ^"laKl l^^iaj A^Jjdll ^1 djlk_^)k]lj (-JjojI^^^ 1 Lu^jJ ^IddLuVl 

: TFEF 3^ 

802.3x = Full Duplex 
802.3ae = 10 GB 


802.3at = POE 
802.3U = 100 MB 


8023ab = 1 GB 
























Ethernet Frame Format 


jUaj 


^Liaj ^ j ^ lEthemet Frame Format • 

j AjjJall (JdlUl^l 0.^ S^LbU^ dlUl^l (.5^ djLajlx^ 

. cjUU. 6 f^j 26 uj^ 


[ Ethernet 1 

a 

6 

6 

2 

46 to 1500 

4 

PreamWe 

Destination 

Address 

Source 

Address 

Type 

Data 

Frame 

Check 

Sequence 


C 5 ^ J Header 26 bytes -5' Header c> jLL) jj^iL 

J dlLa^^ls^ (.5^ cJ^j ~ ^^ ' ^(2 'f^ S' dlULk ^ 

J 1 L^ Fthemet Frame Header -S' ^jSLj jV' 

. Header 


1- Preamble and Start Frame Delimiter Fields 

2- Destination MAC Address Field 

3- Source MAC Address Field 

4- Length/Type Field 

5- Data and Pad Fields 

6- Trailer Field / Frame Check Sequence Field 


Header 


Trailer 








Preamble 

SFD 

Destination 

Source 

Type 

Data and Pad 

PCS 

Bytes 

7 

1 

6 

6 

2 

46-1500 

4 


U liJjila Jia. ^jj J Trailer j Header 4_ij ^ • 

-S' oJj^ ^ja-a jjli j) t_±au ^UJl o^A Data aud Pad 

^ J ^ s-ijj-a J ^Jaia J£j1j 0 : 1 ^' (^j jS-^' (>* Header 

L-1jluLL(^I djULkJl 

Ynv 























: Preamble and Start Frame Delimiter Fields • 

jUaVI Bytes 1 j^j Preamble 

Jlijij jUaVi f-ln ajLxJ Destination Source (>' 

, (.5^ dlLa‘ ^ ^ •".' 

DS = Destination MAC Address Field • 
Bytes 6 ja j Destination MAC Address JjSIaa]) (JIjjp 

^jc, J ^ cilLiJI 

jj& J Jui^ ftjiA J Data Link Layer 2 
jJall jL^ ^UJl MAC — Address j-^' 6^ 

^ <k\S j\ (Multi Cast)^ 6-^ (Uni Cast)6^j JjaiuiJt jj£j ^j , 

. (Broad Cast) 

AS = Source MAC Address Field • 
Source MAC Address Field J^j^l 
Frame -5' ^ MAC Address -5' Bytes 6 jA J 

jl g 7k\\ FraiTiB ci^iiuLxi jLg-^ J L>^ 

(j£judJ 

: Length / Type Field • 
Lei^th/Type Field 

^ulg> A Uj^iIAuiII Aj.A^ dul^ ^ulg> AuJi W*U;>1 

IP CLujijyi Jj^jjJJJ jA ^.iklauJl Uislil Jj^jjji (.5-^J 1-^ 0800 

JjSjjjjj j) 8137 a^IauJI 4-a^l Jjj t protocol 

. Protocol IPX jA 

: Data and Pat Field • 

Data and Pad Fields J^ 

^ AjL^alt t"''^jc- (JjiaSt jAj 

Data Link Layer 3 c> lsj^ c^'j Framii^ 

diK iuiH (jjjljc. ^JC■ ^jjjaiAll Network Layer 4 ^jul^l ^■LJaH 

. ^ Packets 3) a^jj j IP 


nr 
























Trailer Field / Frame Check Sequence Field • 

^jc. L a.’rxujliaVI ^ j Bytes 4 ®jW^ 

Frame Check Sequence FCS ^ 
4 J (Cyclic Redundancy Check CSC) 

LjLuiaJt <iLli)j jLLyt DA L>^ l)(_ g-Sc. ^ 

<iUakVt ^ (JUaluiVl Aic-J JjU^I FCS 

, Jiill 4 j\^C> ^IjjI ^Lla^l (J^ FCS 


Source j Destination Address DA Jj^' j) c_aj*j • 

^ tLLui Uj£j U£ Header cs^ Type j Address SA 

: Ethernet 802.3 :j^V* ^ 

.1^1 1.1c- 4.^L]a.-o ' cJJa^^Lj 

J^' (^ ' jj^ J Bytes 2 31 ^ jaj Length 

. data ^ 31^1 ^ jA J MAC- client data 


cJu^J JJ£Ldj jdUAh ^ flLuaVI 

Carrier Sence Multiple Access with Collision Detection CSMA/CD 


Hos-t A Hos-t B Host G 






Figure 2.4. Principles of CSMA/CD 


vn t 
























^j Medium C 5 ^) D j C j B j A 
£. b djl^l^ J^j) A Segment.. 

_ll ^jLL<u \ g \a A ^ uVi\Ij ^JjL^alL^I \\ ^ J^)ia]| 

J^)ia]| q\S ^1 ^ D A ^ L^ (j.^LiJl MAC 

J . D J C ^ ^ j) ^ ^) J ^ g 

J^)ia]| ^1 S^xl\ ^)-Uxiuj (Broadcast) 

djjlj) ^ ^jljL^aIl]| (.^l.Wj A-iiJl ^Uj j ^J 1 g 

cJ^j) 



"^3> Jajuj^l ^1 (^] (jLujjU (jl (J^ S.^ic. (^] ^1 | ^IJljl^VI 

^ LgJLujjj L? Carrier *0^) l?' 

jl JLujjl a1\^ cilLiA dulS ^1 c J 

^1 \ iLaill _ \l AJljL^ajV JljiluaV Ic* jli Pui^l 

^IjiLujI Jajuj^1 aJLuj^I iSl 

^ Cy^j ^5»-l 4 i ^1 A^^ 


(jLuo jLj ^ Jajuj^l ^1 ^yL. 


)>! U )>! 1 




a \\\ c ^ 


cy^ ^ <£±^1 ^j ^y<^ A^Jjudilj ^JjL^alL^ (^\ ^1 , ,A uiVl dlS^I 

Aijuj^).A]| L^l (J.A A^Jju1!I A^ (Jjuj^ 

^j£jj <Ijuj^)^I ^* 4 .Vq^ \1 ^1 ^ ^** J La 3 4 <^Jjud]| 

Cj^ ^ ^^^xjuoILujjjuj Ij^aIc'^ (^grambled^ ^J^jujj 


(Jji.i ^j sjat <ji L^i 6j^' 6^ (back off time/delay) 

^Lja^l .bu (JLujjVI SjLc^Lj l)^ (^ L>^ dj diii J 


Segmentation i^^sHa Sj^ ^j 

4jaJU^ Collision Domain JW-- Segment j^' '-aij:? 

A ^JjL^alL^I .lixJl S^ \ ^jljL^aIl]| AKd^ 

Ari jaxILq ^JaLLd A^jjudll ^ j\^c> 1^*1 Li^ u^j 

L>^ ^J Ig-Lo ^ cU ci^ Multiple Collision Domain 

,<£jjudil 4 jx>Vi^\l ^Ljajj A^Jjudil Jj CllS j\\ 

Segmentation AiilLa diU) 


^ ^-L^aiLi j^ 2 ;JalL<i S. 1 C. ^1 dix>ui^ Segmentation ^jUc^ ^1 

Jjtd Aillk. ^ ^JaLL<i ^1 ^ a\\\ ^jWiun d n"*k \ (J^ Aj !)li _ _ 1 g k^iit \ 

<£jjulll Axj ^ jj ..^ PJ^J JsIaj ^Ia^JLluI (^^y^ djLc 


Ylo 





































]S^g ^ yi ^ J J i j>iIjuj I 

(Data Terminal Equipment DTE) ^^>^Uc. JjVl ^>11 

j^\iyQualj djUl^l JLujjl L^l^U cJ^ JiuLiij 

(Data communication j 

L?<^1 '-* j>^J c> j^' (.5-1=^J -la^ equipment DCE) 

Jac. qj^ Repeater ( oj'-j^V' jj^ (^ ^ilik-a ciilJl (j^j 

Routers -^'j Switch Bridge -^'j (^j^ Hub 

cjliLki Segment L>^ (JjL^^I AIjl^ 

^ ^tjj] ^1 Network Interface Cards NICs 

;A£jju1]| ^JaLL^ JJllb ^l^liJluil 

aj^ jU^ ^1 Aikj (_^) J j\ j]l Frame j'-^V' ^Lui^ Hub ^ 

^JaLL^I AJ^ Aj ^JjL^aIlA]| ^JaLL^I (^\ LS^ LS^ 

(J^J ScglUBllt 13? W (^5^ 1 g x>jx^3r1 n"\ 

cJ*^ ^ J jUa ^ L>^ ^ ju/i dil jUaVI 

\ g W\ djLliox^l A \a CLl^^ljuaJ ^Jx>Yl (^5^1 x^\l l1jI£jju1]Ij a 

;<£jJd]l ^JalLi Bridge UmI 

<jLj Hub (jc* c A^jjud]! A A ^^ptJaLLci Bridge 

AijuJ^)^l jLlaVI (JLuJjLj ^^1 

^1 lIjIj *A.Vq* W Jaid <1 juj^ ^ ^Jj^^alL^I ^JaLL^I 

Hub L>^ C 5 ^ jjxJaLi Jx^ Bridge -S' u' c^' ..cJ^^i^l 

.L?^)^’ ^JaLL^ A.^^ ^Jak^ 

V Bridge _1| ^iaL<JI (jjoii ^1 ^Ll<ujj (JiilLoLAlIj (jjuj^)^l ^l£ l)^ J 

Jij c**ll j\x>3g \ C5^ 4 U L<i 1^ J jLi. ^iak<i (^1 ^1 jLlaj (^\ 

_ A uiVl dlS^I ^iak^ SJAxILq j ^iak^ 4 j\^|j 

;<Sjjai]| (J:^ Switch ^l.lklLuj| 

JiS J jjL^aiJU Lg-L<i J;>^n Ports L>^ Switch l^Ijj 

u^DTE - J Switch ^ jj>^' j*' Hub DCE - uj^ 

L_a]^^ ^Jak^ ^ialk^ Switch (J’ lS^ .J’ AjuLla ji L^L^ 

Switch ^.ikluij Lljl£jjai]| (J*:^ L<1^ ^l£Jlj A-L^alLi S j NodC (J^ 
CoUision Free (> aAIl (Switched Networks) 

ni 























^ ^ (JIjSIjujIj Switch ^Aj^l 

j.^k^ ^ Switch C 5 ^) Segment 

A kk]k\ ^Jiilui^lj S^)jujL^ a \ k^*\A port (^\ ^g^^kjui (JiilLuj^l 

AfL ^1 JJljuj Ij^A^^ a tyoua^tl ^ ^ tl jLlaVI ^^llllljj 

y J V AB jUaj JUaLujU A^JjoJI 

Half J : Full Duplex technologySwitch <_Uu 

Duplex Technology 

Uj switch ^'-La (> port ^ u^ Half Duplex cs-^ 

ciiaj ^ Ja^ <J /qun VI ji ia^ JIj-«jVU jl jj^JaiuijNIC DTE j^ DCEc>« 

^A^l j 

jlrf f u' j port u' Full Duplex '--»' 

Jax^ cJ^ u) U^ C_ac.ljJaJ L<i^ C5^ LgJly^luilj lIjIjL^I 

u^ 'V Full Duplex dijl^j Mbps 100 J■^^^ J^' 

. Mbps 200 



Media Access Control OR Mac Address 


C8 

60 

00 

BA 

95 

65 





-/V 





OUl [Organizationally Unique Identifier! UAA/Extended Identifier/Device Identifier 

Identitas Organisasi/Vendor NIC Unique Address assigned by vendor 

Seperti Network Portion pada IP Address Seperti Host Portion pada IP Address 


J* f- 

^Lku iajjj s^ja ^--»:ja(Media Access Control) j' o-j-^' u'j^' 

(T y AN) , ^ ^^ 0^ a^'.Till (jiiLaL)^ La ^^jxojU ^^jj^yayoll Lh° 

^Liil ^liaJ V LloILc. j;}-a-a LiJ^ U 

. ^LJt AkU 


dA^ 6Ld l3ljL3 AjuLl^I (J^ J 


L)^ OSI ‘-Lliuiajll cjjoia. (Data Link) (_U*j <ji Uj j jjill 

: Ethernet Hardware ls s-LojuiLj U jL^t 

adapter address , physical ‘ hardware address ‘ Address (EHA) 

address. 


nv 





































(JC. TCP/rP l) l 1 jKjui\I ^ 

Resolution (ARP) 6^ IP -S' 

Neighbor Discovery (NDP) J^ (IPv4) -S' lS^^ (> Protocol 
broadcast l5^ jVW ^ (IPv6). -S' lS^^^ (>Protocol 

j^n^j L_ij^)3LL t^L<i ^1 ^ Ethernet “ -S' 

(jS j' g >SI djliJI Franie ( l5^ 

Data -S' L^j .Vnun djUjuaLuaVl lS^j^ (illil j.'gSyqiuij 

CljUfIa]| diVjJ1 gjSc:> .Vnun j OSI lS/^^**^SI link 



: du o'jitii 2^1 ^uii 

MAC-48 -Sadll 0^ tilLAll (JJjUc. ^Lik] 2^1^11 Oriumll jA IEEE 802 u) 

0^ S-g-^ l 5^ c_a]ljj c**ilc> A djuj 0^ ^ ^Sl*n c**n^ cSg-^ l5^-^ 

J Qjjcr A 0:^ ^^^jujIauiII ^Lliillj 

J : address2 01:23:45:67:89:abJ^ . Jl^jV' 


jAj Cisco (> j^' ^ ^j:^j addressl 01:23:45:67:89:ab 

(_Jjl^^ Ajudll ^lijl 0^ S-g-^ lS^ dLcr ^ d^lj ^I^I^JLujIj 

.JLijjVt sjjjjj liiliJ ab 0123,4567,89 : .-^ 


Jj-^ 

MAC Address Table 


J (jjjjjjuJt jL^ (Ji.)j ^ <jUj ^ JjO^t 

^jd^judll jS-g-^ ^JjL^alL^I SOg-^^'-S aq^^\1 j lS j 

J Forward filter Table A-llc* (jiSaJ ^ajuj' O^ lSj^^ 

MAC J Physical Address j Content Addressable Memory 

Address Table 




Mac-Address-Table 


£ 1 : 0000 . 1111.2222 
E2: 0000.1111.5665 
E3: 0000.1111.3333 
E4: 0000.1111.4444 



vnA 

























j) Hub -S' .butio ^ sjUc^ jA : Switch 

j ^ C5^^ LljL^^)ill A^iLoxJ ^ AXixjuIiJ ^ I Ld^HC' 

^ l g\j>uni ^jij j Source MAC Address -S' ^4 c^ 

(Ja^I J 


jLgj^ Source MAC Address -S' Alaa.!i4 

Sj-^ i J J c_i^)3L!l]| Jj^^alLill .liL<i]| ALlL<i J ^1 {J-i^uolL 

, JjA^I 


<jj (J^ C5^ j' cJ \^^S' ^LLg 

One C 5 ^ ^ ^Ll^I Aii^ C 5 ^ ;>^MI 

^ jiaUJt ^jj£j j) Jjjaal ^Uijll tjiA J ^ Collision Domain 


AC'^)judj ^ cJ^ Aj^\^ ^X'^)judj AiLd (J* cJS-^^ 

fiAA A^jLuLg Ail^ ^JaJjudJ Vj AiLdI ^ k k] <c*^)jud]| fiAA ]V1b 100 

^ ^i*^ A ^ in. ^ ^ ^ L ^ \q 1 i A A CL^\i\ ^^ ^Q ^-A ^ 







Yl^ 






































Switch Three function 

ji u^Ua j 





, ■ > j) 




1- Address Learning 

2- Filtering / Forwarding Deision 

3- Loop Avoidance Obj*^ 

jl • 

C5^ J cJ*^ \a ^ ^">g (JC* cJ^-^ 


^ 4i^j]| ftjiA :LHj'-*^i ^ Address learning • 

^ jx^ ^jai dj^ Ja^l JjutfaiJt s j^bU MAC - Address j:?^' 

ajL*J 1 Broad Cast: ffff.ffff.ffff »diJl cUc. t3:j^ (>. osjU*]! 


aIi^uluj j 

^ L<^ A^\ jLui^l m\a\\ ^j j ^j 

....Jtai 

10 1 1 1 
255 255 2S5 0 
GW 10 1 1 2S4 



YV* 




















12:34:5A;BC:55 








il ^^jLulLg ^1 jAC> (j£ Ja^V 

A^\a \ill /jJ qLIjlSI (J 9^ . ^ <liauaiJ pA 


si 


Port 1 




The switch sees a new MAC 
address in a packet entering 
port 1, and will store the MAC 
address in its MAC address 
table 

Port: MAC address 

1 00:11:22:33:44:55 


I Source MAC: 00:11:22:33:44:55 
1 Destination MAC: 77:88:99:AA:BB:CC 


Computer 

IP: 192.168.1.11 

MAC: 00:11:22:33:44:55 


: JL^jVl j A-jIap Filtering / Forwarding Deision 

Frame u’ j’ (Jx^aiLa Leslie. ^ 

g 7k\\ ^Lujj (jLujjl g 7k\l (JjL^alLi 

I jLg-^l C5^ u) 

^ (j£judJ (jLuJjVI ^ (jVI 

.A£jju 1]| Ajt^ AjjL^alL^I ^Luj^l JLujjLj (JJ^ 

PC3 J PC2 C 5 ^) PCI L>^ Frame j j) 

jjjU*]| jjiau J ^Luij]| ^ ^JjuJI Switch -S' Frame -S' iX^ j) 

2 ;^ j^' lS^^ s-^ jilaAll jl g 7 kW Frame -S' ^j ^Vnui 

^ ^LuJ^I g 7k \ ^LuJ^I jLuJjl ^ai*-Sl 


YV^ 





































































jLoijL jLgj^l PCI J j) PC3 ^J:^ - 

AjaJLi ^1 ^1 ^jxA Frame Jji^I ^Jju-jiII Frame 

J ^^)Ja ^jc. jl g ^\l ^Jqjic_i^)*j ^1 .bu J j]t 

^IjJl j-nlll La£ A^l ^)jujL^ cJ^-^ (3 -“jV^ ^'rJ^ (Jjb^alLa]| *1°'^^' 


MAC Table: 
Port 1 MAC PCI 
Port 2: Empty 
Port3 MACPC3 




^ ^LJt dIa ^ J Frame -S' j Frame 

PCX J ^Luj^l JLujjLj (jVI ^Ji 1^1 c-jjl g c_b^)x!i]| 

. Port 1 •^ixoll (J‘ ^‘'.ntl 


MAC TaMa: 
Port 1: MAC PC1 
Port 2: Empty 
Port 3 MAC PCS 



li^PCl jl^' Jj Frame J J^j u*'^'- 

(j£judJ jLg-^Jl jLuJ^I 


Yvr 

































eiA niiUUJI ^ Loop Avoidance 

lAhc> j^' -^j a (Switch) J.^' cA-l-i ^ 

(Ji,b ^ cliUl^l uUJ"^ J"^J:! (jjjJJjjuJt (J^tj ^ O^J uUJ"^ 




Looped 

Traffic 


Flooded 

Traffic 


Loop 


Station A 



Station B 


YVt 





















(Switch) Frame J'^j! 


Source MAC: 

Destination MAC 

Source iP: 

1 Destination iP: 

AAA 

BBB 

192.168.1.1 

1 192.168.1.2 



ComputerA Layer 2 ComputerB 

L3: 192.168.1.1 Switch L3: 192.168.1.2 

L2:AAA L2: BBB 


^N 

MAC Address Table: 

FaO/1 AAA 

FaO/2 BBB 

k_ J 


j ^ ^jaLui JLuijVl ajIac. ^ Fraine jj 

; A^lj 


1- Store and Forwardii^ AjIa^S iaj^aII AijjlaJ) 

2- Cut - Through 6^ tjjlkAi) ai* 

3- Fragnient — Free J^jj AjUt 1) 


: fAjSjj ^jSlw ^ jjaj Store and Forwarding - 
Frame 31 ^ :Error Checking 

Header. 

5jaJL*^ ajL»]| 6aj> jjVI cja>Jl j:?: Automatic Buffering 

j (JLujjVI ~j'gj■ ■’ (_^3I j 4x.^)jaill j diUl^l 

Frame 31 «.Lkkl ^ .^£1211 FCS check <^) Header 31 JL-jL 

^_^1j <jLaC. (j£jaiJ AjLmJI 6^ (_]£ ^ (_]ljal^Vl A^LaC. 

.Buffering 31 

: f ^ Cut - Through 


JSJIj cijUI^I JLuijl jjuiaII ajLwJI caa : Rapid Frame Forwardii^ - ^ 

^'jl ^ 1 ^LujJ (JLu)jl aj^ La ^1 ^ I ^V- JLa Lf® 

,^Ljo^ 1 jjjA ^j-a ‘. 'jlLi /vll 'jl U ^)jujL^ (J£judj ^Lui^l (JLuijLj 

C 5 ^ Header 31 t_>aUJl «. j^Vl jjj^ ^ajLuJI saa ; Fragment Free 
ji f I La (Lja^ (Ja aSIAII diUl^l ^1 cliUl^l ij■ ^il (Jl£juol 

.Fragment 31 j saa o jjUA ^ caUU a^jj Ja 


TVO 















Cisco Switch Configuration 

Command 


Switch > ? 

All Command 

show mac address-table address 

Displays MAC address table 
information for the specified 
MAC address 

show mac address-table aging- 
time 

Displays the aging time in all 
VLANs or the specified 
VLAN. 

show mac address-table count 

Displays the number of 
addresses present in all 

VLANs or the specified 
VLAN. 

show mac address-table dynamic 

Displays only dynamic MAC 
address table entries. 

show mac address-table interface 

Displays the MAC address 
table information for the 
specified interface. 

show mac address-table learning 

Displays MAC address 
learning status of all VLANs 
or the specified VLAN. 

show mac address-table static 

Displays only static MAC 
address table entries. 

show mac address-table vlan 

Displays the MAC address 
table information for the 
specified VLAN. 

end 

Return to privileged EXEC 
mode. 

show mac address-table leamii^ 
[vlan vlan-id 1 interface interface 
slot/port] 

Verify the configuration. 

copy running-config startup- 
config 

(Optional) Save your entries 
in the configuration file. 


TVl 






















Virtual Local Area Network (VLAN) 




VLAN ID = 1 


VLAN ID = 2 



Switch A 


Engineering Marketing 

^ JoiS j)^uijui djLu^^^ AJ-aA^ ASjjuj (^jC^ S jIjC» \ Vlftll 

AljL^oiLd \ g \a C**ll^A^jjudll C5^ 
^^1 LJ_^UJ1 6 j^l JP-J C^J J^Vl (jc- 

^) ^ Vlan (j j^' 0 j^l Ji-isii j) Vlan-i' c> 

(_5^ (_j' 1-1'\1 ^jc, 1 a^*'-^ ^Uaj 

; ^jijjjjoJl J^b Vlan A£fJi (. 5 ^ 

^ JS j Vlan 1, Vlan 2, Vlan 3 ^ - 

. J^Vl ^ ^1 Jljjp iilj 



Vlan 1 ip: 192.168.1.1 
Vlan 2 ip: 192.168.2.1 
Vlan 3 ip: 192.168.3.1 


TVV 






















































Vlan V s^^Vl Vlan 1 ^LaJI ^ 

^-kg >>>\yt \ ^JC. <allk^ (.**lKu*ki Cj!il^ ^jjILjjuJI ^-kjuiVi ^ <jV Vlftll 3 ^J 2^ 


^3? 7k\ ^J’ jl g 7k\ 1 g k>>3r \ ^ (JjL^aJJ ^1 ^ ^ u*Ml Ujjl j\j 

-II A^Jjud] CJ^ itl ' (2 ' j ^ djl^Jjadll 

\^lail A^JjuJ C5^^ djLjudllJ^^judll \ A 




UJJJUJ L 


IjU 


: Subnetting j Vlan -5i - 

6^ <^j ■^'ji' IP Address u '^ f Subnetting -S' 

fS*i' ^ A,B,C otJj'-^' ^ Cp- cr^ ^ j 2 IP Address u' 

^jljjjjud]| j) ^jl^l (JLg (^ ^jg ^a\\ I^A ^1 

(^Jjl^3 ^ djL^Jjo] .^1 *1^\l U k1 ^ 1 ^ 13? 6JA3(J Ukl^ \^lail 

■ (J^* ^ (J^ Lljl£jjkl]| 


: Vlan -5' j - 

. Broadcast >^4^1 ^1 <4^ c> l)4^' 

A ^ Um\I ^Ijjl^ j ^Jg ul -Y 

A^JjUO ^^1 ^Lg-^ 4^tju^j (_Jg_JUJJ -V 

_ AQa^\ AQ*^^ t^lLujl (Jiil (J^ A^jjud] ^4“^ cJ^ ^Jg -1 

A£^ (jl^)Ili.l ^ j) L^jjuaj ^ ^ ^ (J^VI J ^j' Cy^ 

4 4^*1 ^)^VI ^ ^ U*M\ a\\ j) ^JJJJ^)^I Wuki V Cjy^ 

. Vlan -SI ^ 

J <^'3^' ij\ Broadcast Domain 31 cp Vlan 

JrjSaj ^ tlua. 4£^1 (> ojiA j Lgjiij BroadCast Domain 3' 

,Llj|^ljud^l JaiLjJa]| J ^Lll^VI J CIjIjIa^I l)S-^^ 


Vlan -II eljli 
Type of Vlan 

J ^^Luj Ai3a^ Vlan 3' AS.p!i i^jA ^1 ^ 1 6.^ 

1- Data Vlan 

2- Default Vlan 

3- Native Vlan 

4- Voice Vlan 

5- Management Vlan 


TVA 
























JIjujj) ^ Vlan ^^1 1^ ; Data Vlan 

A^JjullI A^JjullI 6^ djLC' ^ (A^JjullI 

Jii] Jaia 4 ^ um\I S^j A ^ u*MI LgI 4 a£jju1]| j djjjL^I 4 J!Lg 

Ld djLd^^lx^l 


^jijjj^l (J^b ^ j^ jj^ Vlan -it c> ^: Default Vlan 

^ ^ A£jjal]| dIa dl^ (JjlLjJud]| ialdi (JJ^ J 4^1 J iilj J 

-II ^** ^^**^ ^LiaII (jt Aj^Ljal ^ Vlan ^ 

iJ 'd -i^VI ^ J Default Vlan 

(J jlsJ L^j lg-n^>.n SjUI jI V A£f,^t si* ^ 4 STP, CDP, VTP, 

A-^LujI A^jjud]! ^1 <d^)*JjuJ J V dVC5^ 


^ J Default Vlan -i' c5^^^1 : Native Vlan 

Jlu aI^lL ^ IEEE 802.1Q -i' Jj^j^jj^ Native Vlan -it 

^ jjudj ^j^bjj 4 byte dbiiill ji til^l jiill j Tag -it 2 ;dacil^l jiill 


J J Network Voice ^.^t ^ < A A^Jjudll : Voice Vlan 

1 “'^,^ 114 .^jjuu (jV Voice ^ 2 )C- IjI^I cJ^}^ Voice Vlan '"'' 

_]) ^ ^ CJJjja]) IjI^I ^j^OLiAi ^1 ^ S'^ ‘ (jLu]^)ll Vj 

. Network Voice -S' Voice Vlan 


^ ^.ikiuu ^^\ J 6jbl a£^I ftiA : Management Vlan 

HTTP l)^ (J-aaiJl J jjjjjj^jjjo ^j-a J ■ ^‘'V' j <jLac. 

. Vlan -S' 6 j'-i' S^' J Telent, SSH, SNMP 


























Vlan -!l 

Vlan ID Range 
V ii-lj Vlan cJ^ Vlan 

jIL ^jli j ^ ^Vl La ^tili^ILujI ^ l1jI£jj^I ^Lc. j^^Jalii 

fi^A ^jSLuj cJj^l ^.^Jtl\ ^ fi^A 

1- Normal Range From 1 up to 1005 

2- Extended Range From 1006 up to 4096 

ji.1 filklj l^iA 1005 c^j 1 ^j (> Normal Range • 

^ \yt A\ A£jjai]| fi^A 1005 l)L>^ A£jjai]| ^ c.5^*^ 

U*xi cill^JjujI ^ ^L^l C**ll^uVl 1005 L^"^ (jVl 

A^^judil ^j ^jj V ^ ^jWum 1 V A^\ii\ ^jii Lijjl j]j Vlan 

dlSjjullI S Ki*r^^\l ^ ^ Vw ^iJaliJudj 

C 5 ^) 1006 f^j (> Extended Range cr^ ^LuJI ^ j4' 0 ^j ^'-^j j 

Llll£jjal]| J ^ 4096 

^Ljaj cJL^ fi^A jJ J fijj^^iaj ^ ^j£Jj 

^j^jjuo aSjjI fi^A 4096 0 


Vlan Switch Port Modes 
Vlan iajj AjIoP 

A-i£^ljJ^I Aij^)ia]| J Aij^)ia]| JaJ^I 0)^ (jLc* jJ ^ 


1- Static Vlan Port 
2- Dynamic Vlan Port 




































jl 0 ^ : Static VlanPort 

Vlan ^LiAic. <jj ^ cJ^-^ Vlan 

^JJ L<^ ^ A£jjal]| ^LL<JI ^-luiiL 

ialiJI ^Lia) ^ julu ^1 A^UjjVI 5ijjJa]| ; Dynamic Vlan Port 

.Vlan ^LjaVI jjujL^I 

Vlan -ii ^Lia jij 

Vlan Port Type 

aQj 1^^1 L^C 5 ^ ^l.iiJLuj| ^ Vlan ^Lc.^ ^jj 

^ ^ ^ ^ _5 ^ ^ cJ^* J *• 

1- Access Port , 2- Trunk Port 

j jW^ ^jLkiau J^ix^jiill ^ I Access Port 

. Native Vlan -S' C 5 ^ ^ 

l):^^ jilt ^ l^A : Trunk Port 

9*\\\ JjjL^jllll ^^liJLuaJj ^jl J j' 

<Sjjud] ^juliill Frame -S' o^ ^ j Vlan^^-^^ c>^ ^juliill djUl^l 

. Trunk -S' Jj^j^jj^ 6^ Vlan 
^ ^ J jjuj ^cjS-^ ^ ! Trunk Port -S' C 5 ^ cJS-^ • 

c. 5 ^ ls^>^' Vlan 1 -S' U^ J JjV' (jj^j^' Vlan 1 

djlj^l J jjuj (^ 5 ^ Vlan 1 -S' ^ c^S^' lA^j^' 

-11 (Jjii^liaJjuj 1^ ^ l1 j^' lA^j^' (Ih^ (ji 

^ J (J£.uij Ij^I (Jij ^aiii] l>A^j^' C 5 ^ ^ Sj* Q*\^ ^J Trunk 

aIjuj^)^ IjI^I Vlan L)^ ^ (jS^ ^ 

^ IjIji]| jjjl^j ^ilA Trunk -S' Jj^j^cSr^^Sa l 1 jKu*M) 


Native VLAN 


Native VLAN 


Native VLAN 


a 


TRUNK Link 


^ f" swi Ir 

\ SW2 Ir 


ACCESS Link 





YA^ 

























i 111) j^i ^ />itt jiuj 

VLAN Port Types 



- J 0 If—•—a 

broadcast 

ffff.ffff.ffff 

FO/2 FO/3 

access access 

vlan 100 vlan 200 


FO/4 FO/2 

access access 

vlan 100 vlan 200 



\J 




-^j:? Trunk Port -i' j ^ • 

Utolt j cjUjk^t Jim tjl j Vlan 200 J1 ^ c>^ SW3 j SW2 
La Jjjk^jjlt j (_ 3 Jji!i]t Trunk Port j ^jkui 

. Vlan ^ u:Jj 


Trunk Port 

(^ Frame -1' jj j ajLc. Wrjic. ^ jLc .- 

. J ^ ^ JL^ Trunk Port 31 kia J^jj 


1- Inter-Switch Link (ISL) , 2- IEEE 802.1Q 

IjiA J ^^ o^U. Jj^jjjjj (jc. 6jUc. jA : Inter-Switch Link (ISL) 
<^1-^ Frame 31 *■ ^1^ J3 ^j, Frame 31 *■ Jj£jjj^l 

ISL header 26 31 Ik j cjULl ^ uj^' ISL header ojj^ 

(. ^Li. ^ Vlan cJ^ djLi^Ljaj ^ j byte 

^djULiJI ^ l-lujLlJI djLjijLt^l 

. <^' jL-31 djUUJl ISL header 31 Ik • 



. >3 J kj*i]l J ISL header 31 diUjia^ ^jSLuj - 


TAT 



















































• DESTINATION ADDRESS (DA) FIELD 

• TYPE FIELD 

• USER DEFINED FIELD 


• SOURCE ADDRESS (SA) FIELD 

• LENGTH FIELD 

• AAAA03 (SNAP) FIELD 

• HIGH BITS SOURCE ADDRESS (HSA) FIELD 


• VLAN - DESTINATION VIRTUAL LAN ID FIELD 

• BPDU FIELD 

• INDEX FIELD 

• RES FIELD 


cLjUL^JI L^jl^ djUl^l Ui j 

40 bits : DESTINATION ADDRESS (DA) FIELD 

'^***^**^-^ L (jLuj^yi A-iLftju 


J 


lUaVI 4 bits ; TYPE FIELD 


a\c> VI ^lA (j^ J 9 C5^ \ g^ ^ 

^JpL ^ C5^ L-Lllxlll ^ ' (2 


Type Value 

Encapsulated Frame 

0000 

Ethernet 

0001 

Token-Ring 

0010 

FDDI 

0011 

ATM 


YAr 






















.laitj 4 bits ^UJl oiA ; USER DEFINED FIELD - 

.Ethernet ^uL^aVl t—Llijll ^ulac. ^_gJc. Uiajl J ^Lkil ^_gic. 


ISL hender -i' c>^ JjVi ^aajiill diULiJl ^ JjVl ^^ 

: JUJl ^ 



: djUUJt ~ 

^1 ^U]) : SOURCE ADDRESS (SA) FIELD - 

^j Source MAC Address jW o^'^l j-^l *^1 

. 48 bits 0 ^ J , Frame -5' ^ J'^jV' 

16 bits : LENGTH FIELD - 

: HIGH BITS SOURCE ADDRESS (HSA) FIELD - 

ISL header -i' c> f^' c> " 



\ djljl^Jl ^ lLiII^I ^JUd^l (JVI - 

.iA : VLAN - DESTINATION VIRTUAL LAN ID FIELD - 
Virtual aAj^ ^ ^Lk]| dIa j 15 bits ^ 

-11 jUaVI ji djUl^l (Jiii ^ djLiJLujjj LAN ID 

YAt 





































Jl j trunk -1' frame 

(3f^^ ^S^lJoii] VI ^aljoLi V <-ij ^-r^W^I ^1-^J^l 

\ ijM ^UJI ftjiA j VLAN 

djVj^jjjjj ^UJl ftiA 1 bit '-^_A=' : BPDU FIELD - 

u'JJ-^ J W ^Ukii 6^4 -bJaj , CDP J VTP J STP 

^j£jJ FraniB -^1 L<i.iic« JiLi ^jiLjjuJI ^ cLjUI^I 

L>^ jjuj 6^ (jI-^ l\l 

network loops ^J^ j' jj-^ ^j-^ Cf- 0 % '-^ , Frame -1' j) 

^^Luj 

^ J jl-laVI ^ (j-^LiJI JJ:i]l (jc. ^jjjaLAll ^ ^LkJI ; INDEX FIELD - 

J ^^LiJl Ai^j L^jjl^j ^1 ^1 6 (jLujjl ^IAj jLlaVI jAjL^a^ 

^^^IjjujI 6 (jLuJjl ^1^ (J^ jLlaVI ^JSI^ ^1 \ )>^jl ^jllaJjudJ 

J i^\Sl\ ^ JLajjVI (j^ ^jjjaLAll ^LkJI ; RES FIELD - 

FDDI cJ^ ^ J (jLuJjVI 

.16 bits 0 ^ J^ J Ethernet Token Ring 

IEEE 802.1Q 

c 3J^ (_^I ^lj^i-<^l (J^J ISL -^1 J c>^ ^l) 

IEEE -i' Jj^jJjjJ <Jb ^ ISL -i' u^ IEEE 802.IQ Jj^jjjjj 

(_y6^ ^ 4 byte Frame -5' c?^ Tag lU*j -ia^ 802.1Q 
J 26 byte Frame Encapsulation -5' f ''-») ISL -S' 
IEEE 802.1Q -S' Jj^j^jj^ JiJaaV' (>> j cii VJ^)^l (J:^ 1-^ l3^)^I 

'■^ '-6-'^?^ Frame -S' cS*^ '^ j Frame -S' Tag ^ji 

AjSla j^ jA J IEEE Jj£jjjj^) 1^ ; 4iaaiU • 

,ISL ^' Cy* Jj^j^JJ^' j)luuui J 

f^jk J J^V* ^^A^ : j^V* Frame format - 

. JjSjjjjJ' iIa Aia OjSjj IJA J , ISjLji UjSj US encapsulate 













18 bits 

bits 

1 

bit 

12 bits 

TPID 

TCI 

PCP 

DEI 

VI D 


. IEEE 802.1Q A\ JjlidiULiJl ^Uj ^ 

^\x>3g \\ ^JJJJ^I ^IAiAjuj j (J^ulj ^^)jud]| ^ ^ (J£jud]| J 

. CJ:?^' J 


Vlan Switch -i' CijJlJc^j 
Vlan Configuartion 

Switch > enable 
Switch # config t 
Switch (config) # vlan 2 

Switch (config-vlan) # name IT ◄- 

Switch (config-vlan) # exit 
Switch (config-vlan) # vlan 3 

Switch (config-vlan) # name PMP < - 

Switch (config-vlan) # exit 

Switch (config) # interface fastethemetO/1 

Switch (config-if) # switchport access vlan 2 

Switch (config-if) # exit 

Switch (config) # interface fastethemetO/7 

Switch (config-if) # switchport access vlan 3 

Switch (config-if) # exit 

Switch (config) # exit 

Switch # copy running-config startup-configt 

TAl 





















^ djL^JjuJ >■ ^ ^ A^JjuJ ^J.A9tJ ^^^kLuJ - 

; 4^um\I djbl^j c_b^)*IL ^j^ijuj j ^ CjLolLjjuJI 

Vlan u:^^ -<'\1 (_3;uiajj ^Ia^I 

. ILLa) ^ jjIj Lui (_ 5 a ]1 Trunk Port j oJjW 


■ ^<^1. ntt Cj|j|Afr l • 

^1 J JjV) j))AA 192.168.1.0/24 u'uj^ JjVl ^1 

. Name IT ^JUJ t J Vlan 2 ^j 

^Ij ^Ull ^£^1 1^ 192.168. 2.0/24 ^1 ^j^JjuJ <£jjal]| -Y 

. Name HR j Vlan 3 ^j 

A£jjud]| L_mjj (. jui^ L-j jjujL^I (J£ ^ U^^ 

L^jjujL^I aJI ^ x>Vlx>\l 


4^^ J-AxJt djj^ 



PC-PT 

PC3 


Vbn 2/Nanne IT 
IP Address : 192.168.1.0/24 


PC-PT 

PCI 


PC-PT 

Vlan3/Name HR PC4 

IP Address : 192. 16a 2.0/24 


Tunk Link 



dilAlAc-t (_J.<w.J ^jAiui clitAtAc.yi j dil^jj^t ^_ylc. Ua^jxj ^jl A*j ij^\ • 

^1 A^jjoi 11 liq A ^ Vlan ^LuliI ^ ^ 

. U£ Vlan 


Vlan 1 a£^ ajI Vlan 2 a£^ i aU-vM a 

A£jjai]| Lg^l^liJLujI ^^lialLuaJ V (J^J ^ 

1002 5 1003 c> J , C5^ kkllJl 

AjV ^ lU*^I ^ lA-^ Vj A ^uul l fikA Iju^il ^ 1004 ^ 1005 

A-^^)jklj LLoS Lg Ij] ^jJa^ 


YAV 




































1 default 


active FaO/1, FaO/2, FaO/3, FaO/4 


FaO/5, FaO/6, FaO/7, FaO/8 
FaO/9, FaO/10, FaO/11, FaO/12 
FaO/13, FaO/14, FaO/15, FaO/16 
FaO/17, FaO/18, FaO/19, FaO/20 
FaO/21, FaO/22, FaO/23, FaO/24 


1002 fddi-default 

1003 token-ring-default 

1004 fddinet-default 

1005 trnet-default 


act/unsup 

act/unsup 

act/unsup 

act/unsup 


\ A jUMl J SAV 1 (jVI 

- ^ 


Switch> enable 

Switch # config t 

Switch (config) # vlan 2 

Switch (config-vlan) # name IT 

Switch (config-vlan) # exit 

Switch (config) # interface fastethemet 0/1 

Switch (config-if) # switchport access vlan 2 

Switch (config-if) # exit 

Switch (config) # interface fastethemet 0/2 

Switch (config-if) # switchport access vlan 2 

Switch (config-if) # exit 

Switch (config) # vlan 3 

Switch (config-vlan) # name HR 

Switch (config-vlan) # exit 

Switch (config) # interface fastethemet 0/3 

Switch (config-if) # switchport access vlan 3 















Switch (config-if) # interface fastethemet 0/4 
Switch (config-if) # switchport access vlan 3 
Switch (config-if) # end 
Switch # copy running-config startup-config 

SW 1 (> Sj^l J US 


Switchl I g |gl S3 I 


Physical ,1 J CLI | 

lOS Command Line Interface 


Switch>enable 

Switch#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Switch(config)#vlan 2 

Switch(config-vlan)#name IT 

Switch(config-vlan)#exit 

Switch (config) #interface fastethemet 0/1 

Switch(config-if)#switchport access vlan 2 

Switch(config-if)#exit 

Switch (config) #interface fastethemet 0/2 

Switch(config-if)#switchport access vlan 2 

Switch(config-if)#exit 

Switch(config)#vlan 3 

Switch(config-vlan)#name HR 

Switch(config-vlan)#exit 

Switch (config) tinterface fastethemet 0/3 

Switch(config-if)#switchport access vlan 3 

Switch (config-if) #interface fastethemet 0/4 

Switch(config-if)#switchport access vlan 3 Li 

Switch(config-if)#end | 

Switch# 

%SYS-5-CONFIG_I: Configured from console by console 



j vlan3 j vlan 2 ^ uj^ 

^ J SJ^ J A£jjai]l J ^ j 

; ^ 


» x> Unqi 


Switch # show vlan 


^ Switchl I <=■ ^ 

Physical | J CLl | 

lOS Command Line Interface 




-rgrcnrcra: 






- 

Switch#show vlanj 








VLAN 

Name 


Status 

Ports 





1 

default 


active 

FaO/5, 

FaO/6, 

FaO/7, FaO/8 






FaO/9, 

FaO/10, 

FaO/11, 

FaO/12 






FaO/13, 

FaO/14 

, FaO/15, 

FaO/16 






FaO/17, 

FaO/18 

, FaO/19, 

FaO/20 






FaO/21, 

FaO/22 

, FaO/23, 

FaO/24 


2 

IT 


active 

FaO/1, 

FaO/2 f 




3 

HR 


active 

FaO/3, 

FaO/4 1 




1002 

fddi-default 


act/unsup 






1003 

token-ring-default 

act/unsup 






1004 

fddinet-default 


act/unsup 






1005 

trnet-default 


act/unsup 






VLAN 

Type SAID 

MTU 

Parent RingNo BridgeNo Stp 

BrdgMode Trans1 

Trans2 


1 

enet 100001 

1500 

_ _ _ 

_ 

_ 

0 

0 


2 

enet 100002 

1500 

- - _ 

- 

- 

0 

0 


3 

enet 100003 

1500 

_ _ _ 

- 

- 

0 

0 

I* 

1002 

fddi 101002 

1500 

- - - 

- 

- 

0 

0 



[ Copy ] L Paste | 







































W vlan 3 j vlan 2 A^\kI\ ^jj <jj 

^ ^ A^Jjudil jLuoJ j 

^ ^ vlan 3 JL^VI V 2 


^ J (>=»*-^' cjC. ^ 


jUlkt ci-<MtJ ^jaiui ^)^V1 tjc. ^ ^ ^jJjUxJl LjJ^jJ J ^LLall - ■’«'' 


^lUll ^Ij V jl (JLb^Vl ^-■"n 1 'I cJ^ lSJ^ dilS^j^l La 
yJ^U _ll ‘\Sjjm (_)Lb<ajl <jLaxJ ~ j'a*'. o P|f|g _ll ^^jC- ^LiL^I cJ'^^ 

6 j^l 0^1 , V ji ji JL^Vl Ja (jji J vlan 3 2 

Command -J' J^j vlan 2 31 ^1 c_j^LaJl 

^ jlgjaJl JL^Vl ^i^alou Ja (jjj] ^^Ull J Pron^t 

. (jj^^ ji vlan 3 31 


i 


Cisco Packet Tracer Student 


^ PCI 


Logical [Root] 

iaP 


New Cluster 




ni dW ■ ^ ^ 

I Connections | 

^9«9*^ 


000000 ^ @0 -3 


Physical | Config [ Desktop [ Software/Services 



Ajl <\lui j]l aiA Request timed out. -^0' *j_^l • 

U’ vlan 3 ^ ^jWuuj V 

djl^jl^l g ^1*1 "*k 1 ^>>3? l\l \ g \ ^ ^-llalLuaJ Llll£jjai]| li) J 

\\\ \ djl^jjadll 


SW 2 -S' C5^ J SW 1 -S' C5^ dj'^'^V' C> ^ - 

Lg QJ^ J Lljl£jjal]| J ^jlil 

. Trunk -S' ciAx^j o^ djUiuj^^l 














































































Switch> enable 


■ ^(jSfl 

Switch # config t 

Switch (config) # vlan 2 

Switch (config-vlan) # name IT 

Switch (config-vlan) # exit 

Switch (config) # interface fastethemetO/1 

Switch (config-if) # switchport access vlan 2 

Switch (config-if) # exit 

Switch (config) # interface fastethemetO/2 

Switch (config-if) # switchport access vlan 2 

Switch (config-if) # exit 

Switch (config) # vlan 3 

Switch (config-vlan) # name HR 

Switch (config-vlan) # exit 

Switch (config) # interface fastethemet 0/3 

Switch (config-if) # switchport access vlan 3 

Switch (config-if) # interface fastethemet 0/4 

Switch (config-if) # switchport access vlan 3 

Switch (config-if) # end 

Switch # copy running-config startup-config 






SW 2 ci^lJ (> sJ>^l U£ 

I HI n I 


lOS Command Line Interface 


Switch>enable 
Switch#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Switch(config)#vlan 2 
Switch(config-vlan)#name IT 
Switch(config-vlan)#exit 

Switch(config)#interface fastethernet 0/1 
Switch(config-if)# switchport access vlan 2 
Switch(config-if)#exit 

Switch(config)#interface fastethernet 0/2 
Switch(config-if)#switchport access vlan 2 
Switch(config-if)#exit 
Switch(config)#vlan 3 
Switch(config-vlan)#name HR 
Switch(config-vlan)#exit 

Switch(config)# interface fastethernet 0/3 

Switch(config-if)# switchport access vlan 3 i i 

Switch(config-if)#interface fastethernet 0/4 = 

Switch (config-if) #switchport access vlan 3 
Switch(config-if)#end 
Switch# 

%SYS-5-CONFIG_I: Configured from console by console 

I Copy I I Paste | 



j vlan 3 j vlan 2 1.^ 

; ^ 

Switch # show vlan 


X> 


^ La£ 


^Switch2 I ^ ^ 

L Physical J, Config J CLI | 


lOS Command Line Interface 


Switchfshow vlan 








* 

VLAN 

Name 



Status 

Ports 






1 

default 


active 

FaO/5, 

FaO/6, 


FaO/7, FaO/8 







FaO/9, 

FaO/10, 

FaO/11, 

FaO/12 







FaO/13, 

FaO/14 

, FaO/15, 

FaO/16 







FaO/17, 

FaO/18 

, FaO/19, 

FaO/20 







FaO/21, 

FaO/22 

, FaO/23, 

FaO/24 


2 

IT 



active 

FaO/l, 

FaO/2 





3 

HR 



active 

FaO/3, 

FaO/4 





1002 

fddi- 

default 


act/unsup 







1003 

token 

-ring-default 

act/unsup 







1004 

fddinet-default 


act/unsup 







1005 

trnet 

-default 


act/unsup 







VLAN 

Type 

SAID 

MTU 

Parent RingNo BridgeNo Stp 

BrdgMode Trans1 

Trans2 


1 

enet 

100001 

1500 

_ _ _ 

_ 

_ 


0 

0 


2 

enet 

100002 

1500 

- _ - 

- 

- 


0 

0 


3 

enet 

100003 

1500 

- _ - 

- 

- 


0 

0 

_ 

1002 

fddi 

101002 

1500 

- _ - 

- 

- 


0 

0 

U 

1003 

tr 

101003 

1500 

- - - 

- 

- 


0 

0 


—More— 









- 


Li)l£jjai]| Liab vlan 3 J vlan 2 

V vlan 2 ^ ^ jLuoj aS^ (J£ j 

^^ J ^ ^ vlan 3 ^AlaiLujj 

^ SW 1 J SW 2 

















































^ ^ A^JjulSl \\ C5^^ 

Jiij j (JljL^ajVI JaJ^I J Tnillk 

(J^t ^jViui JaJ^I l1jISjju1]| Lg lIjIjI^I 

. 5 ?^ Trunk -i' ^ 


dibl^yi J SAV 1 c.5^ l)^ 


- j^tjVt c)^t 


Switch> enable 
Switch # config t 

Switch (config) # interface faste the met 0/24 
Switch (config-if) #switchport mode trunk 
Switch (config-if) # end 

Switch # copy running-config startup-config 

^ La£ 



sjUI j down ^ switchport mode trunk :i*j <j) • 

^ iaLLJI trunk Jj^r q ^jii LiJik. ; 

^jSjjjuoj jlil cJj^l 

<£jjai]| ^ SW 2 ^ Lljl£jjai]| ^aLjluJ (J£jai]| 1.^ 

. trunk -5' ^ cJ:?^ 6^ SW 1 


'(‘\r 






























VTP 

VLAN Trunk Protocol 



Domino • nulo 


Servidof del VTP 


Servidor del VTP 


^ ^ i jUc. jA ; VTP 

jjI Vlftll-^t l**^K ua ^LjIjU ^ <jj VTP J unjjjuJi 

^ J^l Uj^ UJ^ ^ Leslie. (JlLd ^Vlan (JJ^ CjLuoJJjjuJI 

^ ^ ^ \c> V^ls.!! ^ ^ Akjjuili 

VTP -11 Jj£jlij^ ^j^kuj (.** il unjjjudll ^jij ^1 

^jjaiL ^^1 jjI (J^judj lIjLulLjjuJI Cljl£jjai]| ^LaijU ^ 

^^)Ja ^jc. (.** ll unjjjud]| Ld Lljl£jjai]| D^A LljljuaJJjjud]| djbl^VI 

_ cLjLiujjjuJI U Frame -i' ^ Trunk port 


-11 A^\kl) Sjl^u ^j% l)(IF' *0W^ VTP l1 l1 (J’ 

4 ^1J (jUaJ dl^ UJ^ C5^*^ (Ihf^L>^ C5^ dLoiJJjjuJl VlUH 

ajI c_b^)xj ^1 4 - 1 ^ ^ Lijljuajjjjud]| Vlan ^^ ^) (ji s-^^j 

AjI ^ I3g x>J dLuaJJ^^juJl Vlan AS jjuj (J-uS-J 

^Ljaj j) Akd Lddc. (JLd S it J.^\l aj\^rL J 4 ^**^1 ^ uaW ^JUjJ 

aSjjuj (Jjdtlill ^1 aSjjuj 

^J dLolJJjJuJl J ^jA J A£jjal]| ^ 

. VTP -il ^ j^ J 


t 














VTP -II Jj^jjjjj ^U. (jc. 6jUc. : VTP Mode - 

^ ^ ^ \l djjjj)*1 K k\ A dj^lj ^ 

VTP Mode 


1- VTP Server 

2- VTP CUent 

3- VTP Transparent Server j Client -^' c):“ l-« -la^jil 

I usj*j c)i J*j c)Vi - 

^jUJI 4jj j]l (^^1 jA ^jjJl IjiA ; VTP Server 

^ ^jjjud^l jA j VTP DoniRiii ^Luajj ^ 
cjLolLjjuJI j Vlan ^ djUl^l s^li ^ ciljLaLii 
^ C** 1^*1 V^ls.!! 

Lljl£jjal]| J djUl^l J (JjJjJjJudll ^IIa ; VTP Clfent 

J CljL<ijLt^l (J^SILluj iaia jA ^^1 1^ c_b^)ju ^1 (. j^kjj 4 (jiLjjuJl 

j) J’ (jl (J^J ^J J dil 

J c Vw\l J Joid <jj ^ 13? A\ ^VlSll c** il ^ um A ^ uVi 


. J^ V iaia (3^jil cjilj^l jA J^l 

J djUjistJI Jii ajLc. 4^1did^l (^ill liA ; VTP Transparent 
VTP (_^l diLujjjjjoJl La ^ VTP -^1 cJj^^_)^LiJI dll niWMI 
j^VI o^j Ida. Id^ 6 jjU ^U. ^ ^jjll ILa ^liaJ J VTP Client j Server 

VTP Client j VTP Server 31 ja UI^I 


^UII ^ ^ La£ 


Server 



FaQ'1^^.Fa(V2 


Trunk link 


Trunk link 



Y^o 

































Lijljaijjjjud]| ^jx>7k ^jii 6! VTP DoinRin 

A^jjud]! ^ ^ uVi c3^-^ j 

(JjjlsIij ^jViui ^Uaill (jjj^ j A^Jjud]! (jjj^ ^jIjjjjuj C5^ 1 g ^ 

j ^Ij (jLlaJ ^ LljljaiJJjjud]| (jUaill A-IajuoJ j 

U''' LljljuIjJjjud]| ^1 C5^ U’ ^ c3^-^ 

VTP Domain 1 ^ji ^ VTP -SI Jj^jjjjj 

VTP C 5 ^ 1^ ^ uj^ ^S^l VTP Domain 2 j 

. Domain 


VTP Components 



JLuojI ^ (j:^ c-blLI :njj <1[^ ^ ^.ikjjLUj ^uL^I dIa ; VTP Pruning - 

_^l!l]| 1-^ (J^J^ l1jIL.1^J1]| j djUl^l 



VTP Server 
VTP Client 
VTP Transparent 


VTP Components 


























^ ^j>aLdl :VTP Advertisements 

duWl j) A^\kI] j) ^Ludjl j) cJri-^ j) di.Wj CljljaiJjjjud]| 


^^gjuUJ^I (jjlLjjudll ^ djl (jLujjU 4 j\^3r\l dIa ^jSiJuj tdiLi 

^jSjjjudll ^ JjujL^ C5^ UJ^ J (.** ll unjjjudll 

\1 ^jJa^ 


VTP nc1v0i1i5<enMK!*5 /ifQ 
sent as mulScast frames 
and arijit nvury 5 minutus 
or wty>n jha^ occurs 


Server 


' Add new VLAN 
2. 3 ' *1 




Sef**£*!^ 

3 3 t Rev 4 

4 S’ricnwVLAN 
inforrralion 



CU^it 

3 Rev 3 . Rev 4 

4 Sync new VLAN 
inlormation 


Transparent 

No change 
Rnv stay!®^ at 0 


VTP servers and cteits are synchronised 
to tr« latest revision number. 


VTP Advertisements 

VTP advertisements send this global domain information: 

• VTP domain name 

• Updater identity and update timestamp 

• MD5 digest 

• Frame format 

VTP advertisements send this VLAN information: 

• VLAN ID 

• VLAN name 

• VLAN type 

• VLAN state 

• Additional VLAN configuration information specific to the VLAN type 

dll jjijll ^_ylc. VI ^Luij ^ UJ^ dUj£-ftll 6^ 

sjjjy^alt ^ La (Jl<» dlUj£-a]t <■ ^ AjIc- j Ia jjij jl ^ V ^ 


T'W 



















^ Qc. 6jLc. ; VTP Revision Number - 

(jjjjjjjjJt ^ ^ ej-a (_J£ ^ 


New VLAN Added: VLAN 35 
Increment VTP Revision to 23 and advertise 


VTP Rev #23 



VTP Rev #23 


VTP Client 
Rev #22 


VTP Domain 

cisco 


VTP Domain 

cisco 


VTP Frame Structure 

VTP -51 (J u-aliJi jUaVl aUj di* 

VTP Frame Structure 




-^ , 

out = Cisco (00000c) 


Fields and Size varies based on VTP 

PID = 2003 for VTP 


message type 





DA 

SA 

802.1 Q 
Tag 

Type or 
Length 

LLC 

SNAP 

VTP Header 

VTP Message Type 

FCS 







-- Jf 


01-OO-0C-CC-CC-CC DSAP = AA 

MAC address SSAP = AA 


Fields and Size Varies but always contains: 

Domain name 

Domain name length 

Version 

Message type 

Revision number 


































:VTP Version - 


.TokenRii^ Vlans ; VTP Version 1 JjVt 


: VTP Version 2 jiA*^V' 


dllAlAC^VI _J ^jIa^VI ^ U> ^aj : VTP Version3 j'a^V' 

. u'^ lU*j ^^1 


^ C-iLulLjjuJI tAljijjj ^jluLall VTP dllAlAc- l 

>.-1 dilAlAc-Vt sAA ^‘ ' gjltt VTP 

^‘ ^ cJ^-^ djLu^jjuJl 


1- VTP Domain Name 

2- VTP Password 

3- VTP Version 



VTP Version 



co_ Domain 


BCMSN 

Domain 


VTPModo 

Sorvor 

Cliont 

Transparent 


VTPv2 


VTP v2 


VTP v2 






















VTP Jl JjSjijjj OjIjc) 
VTP Configuartion 

VTP Server 

Switch > enable 
Switch # config t 

Switch (config) # vtp domain ABC ^ - JLkill 

Switch (config) # vtp version 2 
Switch (config) # vtp mode server 
Switch (config) # vtp password 123 


VTP Client 

Switch > enable 
Switch # config t 

Switch (config) # vtp domain ABC ^ 
Switch (config) # vtp version 2 
Switch (config) # vtp mode client 
Switch (config) # vtp password 123 

Switch # show vtp status 
Switch # show vtp password 

r.. 















VTP Configuration LAB 
VTP -II Citjljcl 


^ \c» djl ^ \ i\] ^ \kk]^ \\ ^j)Vu;>l ^ djl kl\ \ dj^\j 4 ^ J k\) ^j)Vu)>l - 


Vlan (> ^j£^l j]^^^ia]| (jrifLalL ^j^Ijuj ^IaJI ^ 

c^W fj VTP Server -SI ^ j JjVl jlg^ 


-JUjJJ 


ij^iSI 1-^ Tniiik Port ^^,^1 j)^j >> ^ ^ ;>j>i i ^,^1 djl uruj^JI 




- CjIjIi^I • 

^1 j JjVl ^1 jl^ 1^ 192.168.1.0/24 u'>4 uj^ C5^jVl ^1 

. Name IT <^^l ^JUJ t J Vlan 2 

^Ij ^Ull ^£^1 192.168. 2.0/24 ^1 ^j^JjuJ A^l^l A£jjal]| ,Y 

. Name HR <^f^l ^1 j Vlan 3 ^j ikUx^ 

t,^ C5^ MjjujL^I c5^ c5^ l5^I (JI^ 

jjujL^I aJI ^^^-/uIaII 

diaJ J VTP Server uj%^ c5^l SW1 ^ 

VTP Client ^SW 3 j SW 2 



^ J£judj lIjLSjjuISI djljl^^j (^jj^ ^Lg^VI ^ ^ J£julSI 1^^^ (jVI - 

Jj3l9j ^jVuxi VTP Server -SI j cJj^l C 5 ^ cijIjI^VI 

(J£j^ c**iKuuSI J djLijLt^l cJ^L^ VTP -SI cJ^ 


ro 


















\ 4jll'ill (_J<aC. j S^V 1 (.5^ (Jj)'^'\l ^j)Vl 1II (jVt 


■ ^u]| j^ljVI ^(jSfl 


Switch > enable 


Switch # config t 

Switch (config) # vtp domain ABC ^ 



Switch (config) # vtp version 2 
Switch (config) # vtp mode server 
Switch (config) # vtp password 123 
Switch (config) # end 

Switch # copy running-config startup-config 
VTP Server u^j^' > j SW1 a- Sjj^' 




^ Switchl 



lOS Command Line Interface 


Switch>enable 
Switch#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Switch(config)#vtp domain ABC 

Changing VTP domain name from NULL to ABC 

Switch(config)#vtp version 2 

Switch(config)#vtp mode server 

Device mode already VTP SERVER. 

Switch(config)#vtp password 123 

Setting device VLAN database password to 123 

Switch(config)#end 

Switch# 

%SYS-5-CONFIG_I: Configured from console by console 

Switch#copy running-config startup-config 
Destination filename [startup-config]? 

Building configuration... 

[OK] 

Switch#! 


I Copy I I Paste | 



r* Y 






























J^LljljaLLjjud]| Vtp l) cJjggqiJ ^jij (J) (J^ 

(JJ^ vtp-^t diljl^j ij^jxlxjiJ j Vlan-^l djKjui ^jiaj.xluiJ j 1 
, C! jLjjjJjjuJt ^_gJc. (J^(J^ cllA^ IjLa 

HR ^JUjLj Vlan ^J:? ^j SW1 <jj AJlUll SjjjL^all 

(jjlLjjuJl C**lKjui ^jJ <jj 1^ ^ JX 

SWl 



^ Switchl _ l ^ll^ 

I Physical | Config^ CLI | 

lOS Command Line Interface 


Switchtshow vian 








VLAN 

Name 


Status 

Ports 





1 

default 


active 

FaO/5, 

FaO/6, : 

FaO/7, FaO/8 






FaO/9, 

FaO/10, 

FaO/11, 

FaO/12 






FaO/13; 

FaO/14 

, FaO/15, 

FaO/16 






FaO/17, 

. FaO/18 

, FaO/19, 

FaO/20 






FaO/21, 

FaO/22 

, FaO/23, 

FaO/24 






GigO/1, 

GigO/2 




2 

Jt»p 


active 

FaO/1, 

FaO/2 




3 

HR 


active 

FaO/3, 

FaO/4 




1002 

fddi-default 


act/unsup 






1003 

token-ring-default 

act/unsup 






1004 

fddinet-default 


act/unsup 






1005 

trnet-default 


act/unsup 






VLAN 

Type SAID 

MTU 

Parent RingNo BridgeNo Stp 

BrdgMode Trans1 

Trans2 


1 

enet 100001 

1500 

_ _ _ 

- 

- 

0 

0 


2 

enet 100002 

1500 

_ _ - 

- 

- 

0 

0 


3 

enet 100003 

1500 

- - - 

- 

- 

0 

0 

l-l 

1002 

fddi 101002 

1500 

- - - 

- 

- 

0 

0 

r 

—More— 1 







L.I 


l^A 4_jj ^ * 1*^1 Til (^1-^1 6j_^j^l ^ 1 gjlr, ^)iaji SW 1 1-J^l vtp 

.VTP Server cs^j^' ja 


Switch#show vtp status 


VTP Version 


Configuration Revision 
Maximum VLANs supported locally 
Number of existing VLANs 


IVTP Operating Mode 


ffVTP Domain Name 


1 

255 

7 


Server 


ABC 


Disabled 

Enabled 

Disabled 

0x85 0x47 OxDE 0xC7 0x79 0x83 0x86 0x00 


VTP Pruning Mode 
VTP V2 Mode 
VTP Traps Generation 
MD5 digest 

Configuration last modified by 0.0.0.0 at 3-1-93 00:43:33 
Local updater ID is 0.0.0.0 (no valid interface found) 

LlLujJJjjud]| J^(jl C5%^J ^ 

lij VI ^ V ^1 L_L^j V ji ^ l1jI£jju1!| (Ja ^)^VI 

2;^Ij Lljl£jjai]| J djUijLt>i]| jW VTP -^1 (Jj3r V 


^ <jj I^A 4^ um (^I V SAV 2 -^1 ci^l^ (j^ ^>^1 

. SW 2 VTP -11 Jj^jj jj^ Jjjiij 


r.r 


































lOS Command Line Interface 


swiL^fiftSfiow vian - 

VLAN Name Status Ports 


1 default active FaO/1, FaO/2, FaO/3, FaO/4 

FaO/5, FaO/6, FaO/7, FaO/8 
FaO/9, FaO/10, FaO/11, FaO/12 
FaO/13, FaO/14, FaO/15, FaO/16 
FaO/17, FaO/18, FaO/19, FaO/20 
FaO/21, FaO/22, FaO/23, FaO/24 
GigO/1, GigO/2 


1002 

fddi-( 

default 


act/unsup 




1003 

token 

-ring-default 

act/unsup 




1004 

fddinet-default 


act/unsup 




1005 

trnet 

-default 


act/unsup 




VLAN 

Type 

SAID 

MTU 

Parent RingNo BridgeNo 

Stp 

BrdgMode Trans1 

Trans2 

1 

enet 

100001 

1500 

_ _ _ 

- 

0 

0 

1002 

fddi 

101002 

1500 

- - - 

- 

0 

0 

1003 

tr 

101003 

1500 

- - - 

- 

0 

0 

1004 

fdnet 

101004 

1500 

- - - 

ieee 

0 

0 

1005 

trnet 

101005 

1500 

- - - 

ibm 

0 

0 


—More— 


: dibl^VI j SW 2 -5' JuV' - 


■ jpaIjVI ^S^'‘ " 0^^ 


Switch > enable 


Switch # config t 

Switch (config) # vtp domain ABC ^ - JLkill 

Switch (config) # vtp version 2 
Switch (config) # vtp mode client 
Switch (config) # vtp password 123 
Switch (config) # end 


Switch # copy running-config startup-config 

Switch.>enat>le 
Sw±t:ch.#config t 

Enter configuration commancis, one per line. End with. CNTL/Z. 
Switch(config)#vtp domain ABC 

Changing VTP domain name from NULL to ABC 
Switch(config)#vtp version 2 
Switch(config)#vtp mode client 
Setting device to VTP CLIENT mode. 

Switch(config)#vtp password 123 

Setting device VLAN database password to 123 

Switch(config)#end 

Switch# 

%SYS—5—CONFIG_I: Configured from console by console 


Switch#copY running-config startup-config 
Destination filename [startup-config]? 
Building configuration... 

[OK] 


r* t 






















lsj^ Vlan j SW 2 

V ji (jjlLjjuJl ^ djLijLt^l cJ^L^ j Aj^Ljal ^ 

SW2 


^ Switch2 

I Physical J Config J CLI [^ 


lOS Command Line Interface 


Switch#show vlan 







VLAN 

Name 


Status 

Ports 




1 

default 


active 

FaO/1, 

FaO/2, FaO/3, FaO/4 






FaO/5, 

FaO/6, FaO/7, FaO/8 






FaO/9, 

FaO/10, FaO/11, 

FaO/12 






FaO/13, 

FaO/14, FaO/15, 

FaO/16 






FaO/17, 

FaO/18, FaO/19, 

FaO/20 






FaO/21, 

FaO/22, FaO/23, 

FaO/24 






GigO/1, 

GigO/2 



1002 

fddi-default 


act/unsup 





1003 

token-ring-default 

act/unsup 





1004 

fddinet-default 


act/unsup 





1005 

trnet-default 


act/unsup 





VLAN 

Type SAID 

MTU 

Parent RingNo BridgeNo Stp 

BrdgMode Trans1 

Trans2 


1 

enet 100001 

1500 

_ _ _ 

_ 

0 

0 


1002 

fddi 101002 

1500 

- - - 

- 

0 

0 


1003 

tr 101003 

1500 

- - - 

- 

0 

0 


1004 

fdnet 101004 

1500 

- - - 

ieee 

0 

0 

ri 

1005 

trnet 101005 

1500 

- - - 

ibm 

0 

0 

r 

--More— 






- 


vtp cJj^(Jjgg LLoS ^ ^aAxJI J Vlan j ^j:^ 

(JjVI (j1jjj-ui]I Lg ^ 9 SAV 2 

dibl^VI ci-^ ^(j^ ^j>j J SAV 2 J SW 1 

C5^ J^jii^ , ^J j^\ (_^1 (> cij'-iLi^' J-^ jj 5i^ai^ Trunk Port 

^Ij LljljaiJJjjud]| L<i JaJjJ .liL<i]| djbl^j ^jii J SW 1 cJjVl 

• 

: Trunk Port ujV- 


Switch>enable 
Switch#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Switch(config)#interface fastethernet 0/1 
Switch(config-if)#switchport mode trunk 

Switch(config-if)# 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed state to down 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed state to up 

Switch(config-if)#exit 

Switch(config)#interface fastethernet 0/2 
Switch (config-if) #switch|port mode trunk 

Switch(config-if)# 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/2, changed state to down 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/2, changed state to up 


Trunk Port-^' dibl^l (J-asij LLoS SW 1 

J.^1 ^1^1 J SW 2 -S' cUi^' JjV' fO/1, fO/2 

. ^ ^UJl djbl^yi lUj ^ ^ uj^ u*'^' SW 3 iJ 


r.o 



























SW2 

f Switch2 _ 

Physical J Config J CLl | 


lOS Command Line Interface 












Switchtshow vlan | 









VLAN 

Name 


Status 

Ports 






1 

default 


active 

FaO/6, 

FaO/7, 

FaO/8, FaO/9 






FaO/10, 

FaO/11, 

, FaO/12, 

FaO/13 






FaO/14, 

FaO/15, 

, FaO/16, 

FaO/17 






FaO/18, 

FaO/19, 

, FaO/20, 

FaO/21 






Fa0/22y 

FaO/23, 

, FaO/24, 

GigO/1 






GigO/2 






2 

IT 


active 

FaO/2, 

FaO/3 





3 

HR 


active 

FaO/4, 

FaO/5 





1002 

fddi-default 


act/unsup 







1003 

token-ring-default 

act/unsup 







1004 

fddinet-default 


act/unsup 







1005 

trnet-default 


act/unsup 







VLAN 

Type SAID 

MTU 

Parent RingNo BridgeNo Stp 

BrdgMode Trans1 

Trans2 


1 

enet 100001 

1500 

_ _ _ 

- 

- 


0 

0 


2 

enet 100002 

1500 

- - - 

- 

- 


0 

0 

= 

3 

enet 100003 

1500 

- - - 

- 

- 


0 

0 


1002 

fddi 101002 

1500 

- - - 

- 

- 


0 

0 



I Copy I I Paste | 


^jijjjjoiil L_iA.11u 3 CljL<ijLt^l cJ^L^ ^ J Lljl£jjai]| ^J ^ <jj 

V ji cijl£jjai]| J djLijLt^l cJ^l^ ^ (Ja 

V ji AllaLjal ^ (Ja ^UIj j Lljl£jjai]l 

J djlSjjud]! ^Ljaj ^ <jj Ja^V J SAV 3 (J^ SjjjL^ail 

\ djLd(J^L^ 

^ SwitchB “ I D |gl Eg I 

lL_Physical I Config j CLl | 


lOS Command Line Interface 


Switchtshow vlan I 









VLAN 

Name 


Status 

Ports 






1 

default 


active 

FaO/6, 

FaO/7, 

FaO/8, FaO/9 






FaO/10, 

. FaO/11, 

FaO/12, 

FaO/13 






FaO/14, 

. FaO/15, 

FaO/16, 

FaO/17 






FaO/18, 

. FaO/19, 

FaO/20, 

FaO/21 






FaO/22, 

, FaO/23, 

FaO/24, 

GigO/1 






GigO/2 






2 

IT 


active 

FaO/2, 

FaO/3 





3 

HR 


active 

FaO/4, 

FaO/5 





1002 

fddi-default 


act/unsup 







1003 

token-ring-default 

act/unsup 







1004 

fddinet-default 


act/unsup 







1005 

trnet-default 


act/unsup 







VLAN 

Type SAID 

MTU 

Parent RingNo BridgeNo Stp 

BrdgMode Trans1 

Trans2 


1 

enet 100001 

1500 

_ _ _ 

_ 

_ 


0 

0 


2 

enet 100002 

1500 

_ _ _ 

- 

- 


0 

0 


3 

enet 100003 

1500 

- - - 

- 

- 


0 

0 

= 

1002 

fddi 101002 

1500 

- - - 

- 

- 


0 

0 


--More— 








- 


L ^py —I L p^ste J 


. VTP L>^ ^ uj% 1-^ 


r*n 






















































Router on a Staick 



otead 

FO/0.20 K FO/0.10 


192.168.20.1/24 


192.168.10.1/24 
FO/1-Trunk 


IP: 192.168.20.5/24 



VLAN20 


: 192.168.10.5/24 


JE\ Ujo] ^ ftjiA :Router on a Staick - 

^ 'll i ^ ^ (J ‘ '''' ^ .1^1^ (.5^ \^an ^ ^ 

^ b.1^ ^J \^an t aKA. 

j^jC- i_yaxJ ^ ^ ‘ .' ^ ah-v .a\l \^^{| _]) ^ ^ JaJ^ ^ 


(_]£] .^iloll ~j■ (■ Q-y Jl ^jjHj 


Vlan ^jl ^) L>^: Router on a Staick - 5 ' J^ - 

1 g ;>Jo3r J ^1 Lljl£jjud]| J ^ C5^ ^A\ 

^dlLSjjklll Lg ^1 1^1^ 

J L>^J^' C 5 ^' jliVI j jJjlj]l jLgj^ C-J^jli 

Router on a -S' j Vlan -S' ^ 

. cS^A? lAS' Staick 


<alik^ Vlan ^j' j:^ a' -Si^V ^Idl' djbl^V' ^ 

^ <jj 1 Ja^V J ^jl^l ^^)Ja \\\ \ g \ ^ (JjL^aJJ ^1 j 

(^ 5 -S^ lS^ '^ O^jAl >*^^*' 1 ^ “SaJj 

^-kjuiVij ^ L>^ J ^ '^ (jjlijjjud]| ^ 

LgjLjjjIi J (J£ G-y Jl cjj£jj J UjJ SJ^A' (. 

4 j\^3r W d^A 4 ^jiaxJl \ g \ JljL^ajV' CA<^\ ^JalLou] Lljl£jjkl]| 

(J^jii ^1 AJUl lIjIjI^V' ^"^'j ^j'j J "^'j uAj^ 
. ^Ull c:jbl.ic.yt Router on a Staick - 5 ' J:«^ f j^ j j^j'Y' 


r.v 



































Router on a Staick Configuration 
Router on a Staick -i' 



Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 
Router (config-if) # no shutdown 
Router (config-it) # exit 

Router (config) # interface fastethemet 0/0.1 ◄- subif 

Router (config-subif) # encapsulation dotlQ 2 ◄- 

Router (config-subif) # ip address 192.168.1.100 255.255.255.0 


Router on a Staick -J' jill ja )Ia jliji - 

O^J ^ ' VLAN ‘ jJ 4_jj Ljajl Ja^V J t 

Router on a Staick -5' f ^ j) djllfLill 


LAB Routjer on a Stick and Vlan 4 Nebi'ork and Protocol Trunk dotlQl and sub interface 



PC-PT 

PCS 


Vlan 5 Name AC 
IP Address 192,168,4,0/24'l 


















JUaiuiVl j (JLuijVt ^jiaiui^ Trunk Port 

\ AjllMI ^jij j RJ LS^ ^^j)Vuii (jj'^\ • 

■ ^u]| j^ljV) ^(jSfl 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 
Router (config-if) # no shutdown 
Router (config-it) # exit 
Router (config) # interface fastethemet 0/0.1 
Router (config-subif) # encapsulation dotlq 2 
Router (config-subif) # ip address 192.168.1.100 255.255.255.0 
Router (config-subif) # exit 
Router (config) # interface fastethemet 0/0.2 
Router (config-subif) # encapsulation dotlq 3 
Router (config-subif) # ip address 192.168.2.100 255.255.255.0 
Router (config-subif) # exit 
Router (config) # interface fastethemet 0/0.3 
Router (config-subif) # encapsulation dotlq 4 
Router (config-subif) # ip address 192.168.3.100 255.255.255.0 
Router (config-subif) # exit 
Router (config) # interface fastethemet 0/0.4 
Router (config-subif) # encapsulation dotlq 5 
Router (config-subif) # ip address 192.168.4.100 255.255.255.0 
Router (config-subif) # end 
Router # copy runnii^-config startup-config 

r>‘\ 








-11 j fO/0 

J^^aiAll (j^jjjVl UJc. Q^\ ji Router on a Staick 
Li djUl^l (Jij j l 1 jKu*MI ^ JL^VI Trunk Port j^ 


... 5?^ 

(_]jb^Il.all .IaIaII djl.^l.^1 j ^ (.5^ cJ 'ji ^''‘" ~ 

Cljl.il.lc.yi ^jVl 111 ^jl^l (Jj.^lLa]l fO/24 .^^^1 (jJI^J ‘ *' J 

: 

Switch > enable 
Switch # config t 

Switch (config) # interface faste the met 0/24 
Switch (config-if) # switchport mode trunk 

Router on a ^ ‘Ck^LkJl cijblcc.y 1 1-i^ uj^ (JSj.iil 1 . 1 ^ 

6 j^' C 5 ^ oaUJl Gy -S' f J ‘ Staick 

Vlun a£^ (JS di^ 

JV ji lAdlili ^ ^ l_L<iS djbl^yi ^Lll (jVl 

^L c^l.W LLi J ^J jfl jl^l C5^ 

cJ^-^ djL^^^• 

Router # Show ip interface brief 


Rl#show ip interface brief 
Interface IP-Address 


OK? Method Status 


Protocol 


FastEthernetO/0 

unassigned 

YES 

unset 

up 

1 up 


FastEthernetO/0.1 

192.168.1.100 

YES 

manual 

up 

1 up 







FastEthernetO/0.2 

192.168.2.100 

YES 

manual 

up 

1 up 







FastEthernetO/0.3 

192.168.3.100 

YES 

manual 

up 1 

1 up 







FastEthernetO/0.4 

192.168.4.100 

YES 

manual 

up 

up 


FastEthernetO/1 

Vlanl 

Rl#| 


unassigned YES unset administratively down down 

unassigned YES unset administratively down down 


.liLoll J t^jc- (_(^1 ^l^^jc. .iklj .liLa (_]£ I'i^l b 

ijjCakj (_^illl (jjo^jliyi Lai Jxia jA ^ (jl jljjc- <_gic. V fO/0 

■y^JgU ^_g-alijj ^jl_jjc. Cila (_]£ l^L J AjaAj ^lia jjjj^jUjyi ILa djaL 

JU^Vl ajjj Vlan 1 

Router on a cJ:?^ (>• J'^Vl Man 2 

. Staick 

Router on a Staick -S' (j-aUJl <_>-j.i]l (_Ul£ UL»£1 .la ;jj£j Jlcill li^j 

(J.al.£ (j£jaiJ 


n 




























Switch Port Modes 



jjjlj jt jt Lj jjojIa. LaAic. <i1a^ jjaJi iaLLa ciiVL^ 

didj]) (_yMj (_yi ^jjoill .lilo ^jL t ^ .lila ^ La jl 

^^Lui .liLall L J / '^^La]l 


1- Dynamic Desirable 

2- Trunk 


3- Access 

4- Dynamic Auto Access 

5- No Negotiate 

6- DTP = Dynamic Trunking Protocol 


^jij L>^ Jla j^' 6^ : Dynamic Desirable 

^-L»a j ^ Jjjjjjjoill A^i ^_ylc. Trunk Port 

<JU ^L ^ \c> A 

A^JjullI (^j£judJ (^LL^I 


^jl£ j ^ uj^j^ -iajjj ^ ji : Dynamic Desirable J^ 

cJ^-^ ^->*nui AcC6SS 

.Dynamic Desirable -5' Access -5' ^ 

U Jajj]l ^ (_U*j ^^1 J Trunk Port uj^ : Trunk 

nj Li djLijLt^l j 


4 J jl^ Jajj ^Jc. (_U*j (^1 J Access uj^ : Access 


6^ : Dynamic Auto Access 

jl£ bj ji Access -i' ^ iilall Access JrJj^ 

.Trunk Trunk 


jii (j^^jUa 2;i<ij iaLL<i]| : No Negotiate 

















Dynamic 

Auto 

Dynamic 

Desirable 

Trunk 

Access 

Dynamic 

Auto 

Access 

Trunk 

Trunk 

Access 

Dynamic 

Desirable 

Trunk 

Trunk 

Trunk 

Access 

Trunk 

Trunk 

Trunk 

Trunk 

? 

Access 

Access 

Access 

? 

Access 


Administrative Mode 

Access 

Dynamic Auto 

Trunk 

Dynamic 

Desirable 

access 

Access 

Access 

Do Not Use' 

Access 

dynamic auto 

Access 

Access 

Trunk 

Trunk 

trunk 

Do Not Use' 

Trunk 

Trunk 

Trunk 

dynamic desirable 

Access 

Trunk 

Trunk 

Trunk 



ru 











































































STP 

Spanning Tree Protocol 



tdjLaLLjJuJl ^ djUl^l J Jj£JjSjL^ jA :STP 

JaJj ^ lij (J^J djUL^ (J:f^ ^ ^ l1 

^ dUl^l (jljj-^ (.^i.Wjui ^ (iij^ l)^ (Ih^ 

dijl^l (jljj-^ j tiijJl ^ STP-^t l)J ^ J ^dLoiJJjjuJl 

^j2Ljjud]| AilxilL ^jij ^1 (jj^ (j^ cJ^-^ l)J dLoujjjuJI ^ 

J dUl^l jLujjl 4 j\^3g\ ^1J c-^Vn\ j-iLkU ^j%uj 4 Jc-^Vn\l ^ J 

lIIjI^I l)^ C5^ ^ Cj^ l)^ J cJ^-^' ^ *Qj' ^ l1jI£jJI 

jjJ ikU ^cJjy il\\} cJ^dj STP l)^^ 

JlijjujVI ^ ^ j\^3r \ _5 4-^ViJ^I 

.Data Link Layer AifkSI <_$ji^ Jj^jjjj^' - 

^ j^^uijui dLuaJJ^^ ’ ^Jx>^ C5^ STP “ 

^ 5 jIja j juniper 

. 802.1D J IEEE STP -SI Jj^jjjjj - 


Jij ^ ^Luc-VI ^Vnui c5^l jl-:^l ^uL<^ ^Vl 

^ <jL^I J dS^ I g jli ^Vnui dl£j^l J , IjI^I j dLijLt^l 

^d <jj IdajI ^aiju ^1 I^J ^j£JJ ^ Lg_^^)jaJ j dljl^^Sl ^^1 

(3^dj djtjdj^^judll ^ idtjdj^^juJ ^ ^ (1)^ "^^1^ ^ ^ Cjldlul 

dlS.bU ^IdajI L^LidVI 4 -iIaC. ^dlj ^ ^jdjjudil S^Lui-Ji j) ^^^JaLldl 

(^odl (^^jl^^aSIj tju^ajl ^ ^ ^^ >■*^ ^ ^ 


r)r 


































: STP -it . 

. Root Bridge ^ 

. Non Bridge 


SwitchA ROOT 
Priority 24576 



SwitchB NON-ROOT SwitchC NON-ROOT 

Priority 32768 Priority 32768 


j Root Bridge j c-jUkiil 

^ jbLuj ^ LijLiLLjjud]| ^uL^I J ^ Non Bridge 


BPDU = Bridge ^Lujj JLujjI ^ uj^ c-jLkiiVI • 

^ ^ U LgJjU ^ ^LaiJ sjU^ Protocol Data Units 

^lijaLi]! ^ J A£jjal]| (J^b ^ ^ ^ (Ja j ^ ^ J LljljaLijjJud]| 

C-jLkliVI AJL^ ^>>3? 1 g J ^ j A£jjal]| SJlIjLulLjjuJI 

! BPDU lIjIj x> • 

A i\^c> j\c> x>*ic» VI ^ A ^ BP13XJ ^ i\ \ 

, ^LuiVI ^jSLoa Root Bridge c-jUjIjI 

:Bridge ID 

Jt (Jjis^t tjiA J Non Bridge uj^ ja c>^ j Root Bridge 

.. u:!^ c?^' Bridge ID 

1- Bridge Prioirty , 2- MAC Address 

.4^ ^jaLoi Bridge ID c?^' 6m 

r) i 



















kA jVl j (jf. 0 jUc. : Bridge Prioirty 

.De fault Value = 32768 uj^ , 0 to 65535 c> j 

jj^ jW u'j^' c> ®jA : Mac Address 


. jW C5^ 

: Root Bridge (jUajl 4jL»fr ^ - 



J BPDU _ll 0.^ ^.jLoC. 

±Aic.^\ J MAC Address j Bridge Prioirty lajLuj Ll^ Jjuj 

Prioirty c_bUd£luj| ^ c-jLkliVI ^ 

^Vnui lLjLolLjjuJI ^1 ^ Prioirty l)^ j 

^ Prioirty -S' , Root Bridge cr^(jSiLjjaJI j 

^Lujj ^jiLuj Mac Address JliiiVI j jj^-^ ^Vnui lLjLolLjjuJI ^jx> 7 k 

^jjjjjjjuj lajLuj Ula L<^j c** il unjjjud]! ^jx>7k ^ ^Uj^l ^1 c-bLud^ILudj BPDU 

Root Bridge cr ^ja ^jjI JSI 

(J^ ulj 4 j\^3> \\ Wlulll ^^)jul]| j ^liljJUJ J 

: STP ^ - 

J Lijljaijjjjud]| jl jSLujI j Root Bridge c^Lkiil 

^jj ^ J ^ L^Lklil ^ lIjLolLjjuJI c jui^ (Ja3l1u>3 

A-lXJ^ ^ ^ C5^ L-LujLLi cJ^J^ lAjUlkl (jjlijjjud]| ^LL<J 

^lilj J J ^A^Jju 1!| LljljuIjJjjud]| 


r^o 






















































STP Prot Cost Values 


J Cost -i' ^ J , ^ ^ j\^3r \ djl jLui^l 4x.^)juj A 

-11 (3:i^>ia (JC* M\a\\ Jjuj j M\a\\ J (jjlijjjai]| 

4 j\^c:> ^jjajj Jj. 1 ^ 11 ^ J ^ AiilL^ SXP Prot (^'\) ^*''' Cost 

djLC'^^judll i}^ 4 qK*i \1 




Link Speed[Bandwidth] 

Port Cost 

10 mbps 

100 

100 bmps 

19 

1 gbps 

4 

10 gbps 

2 


: STP Port J^! 


1- DP = Designated Port 

2- RP = Root Port 

3- BP = Block Port 

Root cs^' C 5 ^ uj^ : DP = Designated Port 

^ciiUL^l JUiLojI J JLojjl ajLuij ^jij J ci-aaij J Bridge 

ejlA diUl^t (3-“jj J cJ(_sic. (Jaxj L^l .laiAll ; RP = Root Port 
C 5 *^' jll ^ 4 i,.£sia J Non Bridg 31 (j^_^ <. 5 ^ uj^ jiaUAll qa ^UJl 

. djljLaiJl JaVI 4 il£:ill c uj^ J Root Bridge 

cs-^ RP uj^ V J DP iaLL<JI UJ^ I 4ia^iL4 

. Jaia Non Bridg uj$^ ^ RP -SI jl 

.Cost ^1 c/ill (3^' : BP = Block Port 


Root Bridga\Switch 



Best Path to Root Bridge 

O = Poi't in Forwarding State RP = Root Port 

O = Port in Blocking State dp = Designated Port 


rn 



















SXP ci^ 4jqj^ (Jl^ j ^JluiVI (j^3? j ^jia^)ju ^^Luj ^ jLuj^l 


<jV uiJ STP ^JaJJjuu] J 

Jj^jjj^^l j ^liil j C5^ UJ^ U’ ^>Jj 


j!>Lk ^ ^ ^1 Ji^!>U J SW 1 , SW 2 c> uj^ 

^1 (ji <. JTwJ ^L^l ^ djlSjJl ^1 C-blijI ^ <jj Iju^il ia^!iUj ^ ciljJ 2 

^li J a^ ^li STP J Jj^jiijj. 

^ c. 5 ^*^ , Root Bridge cr'^U u^j^ ^ j JUiiual 

^jSLuJ 6.bu J C5^ f A^Jjaiil djUl^l (jl^ j:^ ^ 

I ^Ulll l\\ (J^uiJ 



FD/1 

FO/1 



: -i^ 

2960-24TT 

FO/2 

FO/2 2960-24TT 

SwitEhl 


Switch 2 

Priority: 32768 


Priority: 32768 

MAC Address ; 0000.0000.0000.1 

MACAddre,s.s : 0000.0000.0000.5 


jA (jiii^l 1^ J Root Bridge j j4^' ^) - 

^LuoJJjjoJt A^ j(; ^jj-<uil ^)Iaj) LjLkliVl A_iLaC. CLloj i—L i£ t_a^)*j] ^Vt ^ S^V 1 
^ ^Uil ^ SW 1 , SW 2 -1' ^ Prioirty 32768 -S' ^ 

(jjojjt tilLall jjc- t_aljji£jjjol J A j\l"ill aA^^)-*]! (JlalijV' J AA^^)<a]l e^A 

MAC Aj^ t^Loll ^1 jjc. S^A 1 ‘_■«" ^}A^I dlLujlu^^jolU 

MAC SW 2 -S L>-j^' u'j^ J Address : 0000.0000.0000.1 
^ SW 1 -S' e^i- ^ Address : 0000.0000.0000.2 

c^l^^_gAc> ^ °‘■’ l.j^^)juo LaS (JbV' (_)^^>^' (^g-Sc- iSjl'"''^^ 

^1 |jiA J Root Bridge ^ uij (J ^ 

(^5^ ^ djLu^^^jalSl ^ SAV 1 ^j)^Jul 

Root ^ (J^ ' ^llli J ^jIjJjjuj lIjLg 

iaLL<i]| ^ J Bridge 


rw 

















dlLa^jia-all j SW 1 CS"^ (Jj; 

: STP-StJ>j2jj^ 

■ ^Ull jiaIjVI c)Vl 

Switch > enable 

Switch # show spannii^-tree 


SWl 


Interface 

Role Sts Cost 

Prio.Nbr Type 

FaO/2 

Desg FWD 19 


128.2 

P2p 

FaO/1 

Desg FWD 19 


128.1 

P2p 


Ajjia^V 6^ Root Bridge (JjJJjjuJI (J^b ^ Sjjjy^ail ^>]ajl 

j j^' 'bj liA DP = Designated Port -1' 

<. 5 ^ l)^ jAiju) ^jVl bal ^ JbiLa)l j JLuijj ^ ial_L<Jl 

^LLoII Lq C!jLa^^lx.al] ^_)ial^KAuil ‘CiLimj ^ 2 



I (_jjLuilt SAV 2 cs"^ ‘ ‘' - 

SW2 

Interface Role Sts Cost Prio.Nbr Type 


FaO/1 

FaO/2 


Root FWD 
Altn BLK 19 


128.1 P2p 

128.2 P2p 


F , Non Brid§ 


J iUji J RP = Root Port -S' 0/1 

.liLJl <Axjiii Lit ^ ^jj <jj 6 . 1 ^ Root Bridge 


BP = Block Port -i' F 0/ 2 

^ Lai loop (jV cJ^j^l 1.^ J STP 

C5^cJjAgrl ^ 


. JjVi 
JiLi^ OVI 
.STP-llJjijijjj 


(JjIL^^I (Jj^ -1^1 J (JjILjjuj L^Lklil ^Vnui djLoUJjjuj (JJ^ 

U£ Non Bridg uj^ ctUiuj^l j Root Bridge ts-^'jS' 

? djbl^VI (^5^ C_b^)JLli] djLaLLjjud]! J ^ 


ru 


















jA tjiA j Root Bridge cs-^'J ^ iaa.V - 

4_j3 j-ajil ^)^ji (-jliJijVt 4_iLaC. CIloj t aoVt , sw 2 

SW1 , SW 2 , SW 3 -S' Prioirty 32768 _1| CjLuoJJjjuj 

^1 jJC- C^LojSIujI J A ^1 (JliliVI J jjL^ 

S^V 1 djLu^^^judil 


sw 2 -s L>-J^l u'^ J MAC Address : 0000.0000.0000.2 
MAC SW 3 -S L>-j^' u'^ J MAC Address : 0000.0000.0000.1 


SW Address : 0000.0000.0000.3 

Root cs-^'jS' ^jj^Aui jA J (JM Jjt liJLa Jal ^_gJc. <jj ^ 2 

Cost S--*', Non Bridg uj^ djUiiL^^I j Bridge 

' C dll^Luball A£-^yji J (_y^^ lS'O^ ^LLo]) Ajl ^^LolLo 

. j^' (^ S-^ Cost 19 


: STP 31 Jj£jjjjj 
■ ^Ui]| j.aIjVI ^13% ^Sfl 

Switch > enable 

Switch # show spannii^-tree 




















FaO/1 

FaO/2 


'Root FWD 19| 128.1 P2p 

ij)esg FWD_19| 128.2 P2p 


iiLJI ^ Non Bridg -i' 

c> j J^j:? j RP = Root Port -1' F 0/1 JjV' 

^ JLuisjl .i^jj 4_ij <-_a j*j ^UJI Root Bridge -i' 

DP = -J' F 0/ 2 'Uuijj Ut ^ Root Bridge 

.Non Bridg -5' SW3 c?^ Designated Port 


• ^LuJI SIV 2 f jAIjoj 


Interface Role Sts Cost Prio.Nbr Type 


FaO/1 

FaO/2 


Desg FWD 19 
Desg FWD 19 


128.1 P2p 

128.2 P2p 


iaUJl ftjiA J Root Bridge SW 2 

DP = Designated Port -S' 


; (3^ljud]| 


SW3 C5^ Jf - 


Interface Role Sts Cost Prio.Nbr Type 


FaO/l 

f -- 




Altn 

BLK 19 

128.1 

P2p 

FaO/2 

^Root 

FWD 19 

128.2 

P2p 


iiiall jialiai] ^>iiji ^ Non Bridg -i' 

Jlxiij (JiLi jiiiJI <j) 1^ J BP = Block Port F 0/1 JjVl 


A Uk]\\ ^ (JlaxJ c-^Vnll (J^ uij JjxjuIj 


j y^uMj J jj <j) 1^ J RP = Root Port Ja^V F 0/2 

^ JL^I ^jj <jj <—fljju ^LaJI Root Bridge c>^ 


.Root Bridge 


^jSLuj (J^J ^1-1 a]| ^La. J L^LklljVI A-iIaC. JajujjiLi l-L<^ ^ UJ^ 

C *qj^ aI^LS C5^ IIa ^ajiuJal 

.STP Jj^j ^JJi LL<i^ JiS (JJ^J 


rv * 






















SW 2 , SW 3 , SW 4 ^ • 

<jj ^ ^jjjJJjjuj 2 L>^ ^ ^) 

^li STP -i' ^^UJI ^ 

^ J djUl^l jUilujI J cJIjuJj) ^jUjtI j (iij^ ^li J C-jLklljVI ^jU^r 1 

jljjj U Ji^jj V ^UJI fiiA ^ c. 5 ^ , Root Bridge c^^'j 

^l£ cJ^j^ ^ ^J C5^ ^^ djUl^l 





-FO/l-_ —— — . 

FO/2 FO/4 Priority: 32769 

I I MAC Address :0005.5EAE.6CBB 

I I 
I I 

I I 

Cost 38 

i i 

II 
11 
11 

FO/2 FO/4 

!4 


Cost 19 


■ FO/l 
'FO/3 


Non Bridge 
Priority: 32769 

MAC Address: (XX)A.F3EE.0929 


V / 

296|-i4TT 
S wjtdi 3 
F 0 / 2 'f 0/4 
I I Non Bridge 
j I Priority : 32769 
I I Mac Address : 0 ' 060 . 47 C 9 „E 392 

I! 

Cost 19 

i j 

I I Non Bridge 
j j Priority: 32769 
I I MAC Address :OODO,BAC0.2BBA 
F 0/2 J FO/4 

i* 


-FO/li- - 


^ ir-^'“3Tzzz“z^°!L^iizzzzzrp“”__: 


2960-24TT 

Switeh2 


2960-24TT 
Switch 4 


jA toA J Root Bridge cs-^'J ^ iaa.V 

J ‘ ^'' -N.*''*^1 CIloj <_<_a^)x^ (jVl ^ 1 


SW 1 , SW 2 , SW 3 , 31 ^ ^jLA. Prioirty 32768 31 ^ 

J A^lUll A2^^)<a]l ^1 JliliVl J Ai^^)<all jjL^ ^-."n i h ^LaJl o^A SW 4 
\ (_S^tl^l ^_jjo^jl c-^ll ^11 ^)1^1 ‘“'1 c^lLall ^l^^jc> (_sLuoSlLail 


liJLJl jljki J MAC Address : 0005.5EAE.6CBB ^j3 ^j^l liJUl jl jic. 
J ^J^l ^U1 jl^ J mac Address : 000A.E3EE.0929 SW 2 3 ^j^l 
SW4 3 mac Address :0060.47C9.E392 SW3 

sil^l ^ ^UJl .iA ^ jVl , MAC Address : 00D0.BAC0.2BBA 

u'^uj ‘ “’ ^?31 _$ 

4 q\^%\ 4—IjolIj Non Bridg uj^ j Root Bridge 

djIjjLai^t 4-C*^)JuJ J 4-C*^)JuJl (JJiiij ^jLulLg Cost 

4 qK*a\1 l ^ Uit-v ^xLlJUJ ^aixJ ^ ^ J ^ Cost 19 ' ^ 

3 1 x>.Vic> dj| ^LulaII C ^ Uj>i^ ^ \c> 
























j (jjiLjjuJI SW 1 j SAV 3 L>^ ^j^iui 4 

(^5^^ dll-jtj^i ^tjuJ^l^ ^ SAV ^ IA ^tjuJ^l^ 

j ^ djUl^l L^ (^1 diljLui^l ^LaKli (. jui^ ^Vnui ^ SW 4 

^ c_i^ Cost 57oj^^ SW 4 J SW^ 3 l>^ ^ jLula]! AiKj ^j^iua 

J 3 (Ihf^ ^ jLuia]! Aii^ ^^ ^La ^qK*i\1 l^ ua-v 

lIjI jLui^l c jui^ ^Vnui 6.bu J Cost 19 SW^ 1 

J ^ U£ Cost 38 uj^ SW 2 J SW 1 c^' 

Cost 38 -Si L. SW4 J SW 2 Lq - 1 ^^ AiKlllI ^ ^ 6.bu 

^ Af\\ g \\\ 4 j7kjVi\l Cost 57 ^ J>jV^Sl ^j^lLuj 

<jL^LiJI lIjLg^^^) ia^)x!Lujlj ^J SAV 1 cJj^i O^J^i ^^(J^i • 

: STP -5' Jj^j^jjj 

■ ^IjJI j^ljVI ^jAiu< (^Sfl • 

Switch > enable 

Switch # show spanning-tree 

<j) Ja^V Root Bridge SW 1 c?^'j^' J^b ^ ^Ull s_ 

liA 4 _il liA DP = Designated Port -5' ^'-^' 5 ^^ 

,^LLi^I bo CllLa^^Lt.<ol] ^_)Jal^»‘iuil A^iLosj 2 

• ^LuJI S^V 2 f jAIjoj q^\ 


SWl 


^ Switchl 

Physical | Config j CLI | 


lOS Command Line Interface 


Switch>enable 
Switchfshow spanning-tree 
VLANOOOl 


Spanning tree enabled protocol ieee 


Root ID Priority 32769 

Address 0005.5EAE.6CBB 

This bridge is the root 

Hello Time 2 sec Max Age 20 sec 


Forward Delay 15 sec 


Bridge ID Priority 32769 (priority 32768 sys-id-ext 1) 

Address 0005.5EAE.6CBB 

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec 
Aging Time 20 


Interface 

Role Sts Cost Prio.Nbr Type 

FaO/4 

Desg FWD 19 

128.4 P2p 

FaO/3 

Desg FWD 19 

128.3 P2p 

FaO/2 

Desg FWD 19 

128.2 P2p 

FaO/1 

Desg FWD 19 

128.1 P2p 


Switch# 


s I 


rvY 










































^ A ^JjL^alLi ^LLg ^) 


if Switch2 


l = ,|fl. s 

J 

Physical ] Config ] CLI | 



IDS Command Line Interface 




Switch>en 


* 



Switch>enable 
Switchfshow spanning-tree 
VLANOOOl 

Spanning tree enabled protocol ieee 
Root ID Priority 32769 

Address 0005.5EAE.6CBB 

Cost 19 

Port 2(FastEthernetO/2) 

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec 

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1) 

Address OOOA.F3EE.0929 

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec 
Aging Time 20 


Interface 

Role Sts Cost Prio.Nbr Type 

FaO/l 

Desg FWD 19 

128.1 P2p 

FaO/2 

Root FWD 19 

128.2 P2p 

FaO/3 

Desg FWD 19 

128.3 P2p 

FaO/4 

Altn BLK 19 

128.4 P2p 


Switch# 


[— Copy ^ Paste ^ 


j j) j SW 4 jit ^ IIa FaO/1 Desg FWD 

.Non Bridge j Root Bridge ji' l >^ ^ JUSiuil 

Root SW 1 jit FaO/2 Root FWD 

Bridge 


, JLojj) ^ J SW 4 (^tjit L)^j^ FaO/3 Desg FWD 

^ cJjVt (jjijjjjudj J x>\l Fa 0/4 Altn BLR 

Root Bridge SW 1 




^ ^ J A^jjud]! *^jQ**^^ j J ^ ^ ^ j^t ^ j^^t t^ 

djUl^l (jt JJ^ ^J£jaui ^ C5^ J STP -^t JJ^JJ^ ^ C5^ 

Ailijl ^ (iijJ ^Vnui ^ ^ JaL^Vt i^t IjJajI j 

^KuixtUjjL^ ^ UJ^ cJ^j^t 1.^ J:^ Cy^ C5^t-^ tjJajI A \\it J jjlA 

L$t J jtjj^ 


rvr 










































• ^ j jl I n\| S^V 3 ‘ ‘'^' CS"^ (_]j)'^ ^j|Vl 1II - 

, Non Bridge SW 3 <-^1^' jj^jjuJI Ji-b ^Ult sjjj^ jliji - 

^^Lui <jj (J>^ ^ ah-^ ^ .i^b Ajl b-v.*y 


j^LLoll ajlA 


C>^ 


SW3 


^ SwitchB [ 1=1 1^ S3 I 

I Physical | Config 1 CLI | 


lOS Command Line Interface 


Switch>enable 

Switch#show spanning-tree 
VLANOQQl 



Spanning tree 

enabled 

protocol ieee 



Root ID 

Priority 

32769 





Address 

0005. 

5EAE.6CBB 




Cost 

19 





Port 

1(FastEthernetO/1) 




Hello Time 

2 sec 

Max Age 20 sec Forward Delay 15 sec 



Bridge ID 

Priority 

32769 

(priority 32768 sys-id-ext 1) 




Address 

0060. 

47C9.E392 




Hello Time 

2 sec 

Max Age 20 sec Forward Delay 15 sec 




Aging Time 

20 




Interface 


Role Sts Cost 

Prio.Nbr Type 



FaO/1 


Root FWD 19 

128.1 P2p 



FaO/2 


Desg FWD 19 

128.2 P2p 



FaO/3 


Altn BLK 19 

128.3 P2p 


- 

FaO/4 


Desg FWD 19 

128.4 P2p 


=1 

Switch# 





- 


L ^py —I | P^ste | 


^jjjJJjjudll ^ ^Jjaiil S^U ^jBLuj 


SW4 


lOS Command Line Interface 


Switchi^ 

Switchfltoow spanning-t ree] 
VLANOOOl 


Spanning tree enabled protocol ieee 



Root ID 

Priority 

32769 




Address 

0005.5EAE.6CBB 




Cost 

38 




Port 

1(FastEthernetO/1) 




Hello Time 

2 sec Max Age 20 sec 

Forward Delay 

15 sec 

Bridge ID 

Priority 

32769 (priority 32768 

sys-id-ext 1) 



Address 

00D0.BAC0.2BBA 




Hello Time 

2 sec Max Age 20 sec 

Forward Delay 

15 sec 


Aging Time 

20 




Interface 

Role Sts Cost Prio.Nbr Type 

FaO/1 

Root FWD 19 

128.1 P2p 

FaO/2 

Altn BLK 19 

128.2 P2p 

FaO/3 

Altn BLK 19 

128.3 P2p 

FaO/4 

Altn BLK 19 

128.4 P2p 


Switch# 


rv t 


























































^ Jj Li] J SW 4 (J^ A^L1]| Sjja^I Ja^V 

^a.^_a.^)jaLJ ^J^LuJ ^La. .li.lj iaLL<Jl j J -liLci 

SW 1 C 5 ^'j^' ^jijjj^l Jx^ <j) ^ ^liiJI liA FaO/1 Root FWD 

Root Bridge 

cJjVl (jjiyjjuij (Jx^aiLa J cJ^-^ (Jlax^l .liLcJI 1^ Fa 0/4 Altii BLK 
Non Bridge -S' o^j^' ^ j Root Bridge SW 1 


jjjiaj ^ <jj jj (. J-NJ J STP -S' Jj^j ^JJi ij^ ^ ^ UJ^ cJ^ol]' • 

^ J IIa ^^^)xaLiJl ^LjaV' } ^Ljaj \ )>^j' ^ IIa 

C5^ J ^^LuJ dlV 

. STP -« JjSjijj, 


CjLuujj^t ^ ^Ha]) Cjtjtjd 


STP switch port states 



^ J ..liiA]| jl jilual ^ 30 ^Li ^jjjJJjjudll ^ ^IIaII lIjI jI jS 

^ J ^jauL^ <judii ^ ngl 4j\^c:> UJ^ 

Ia^)£Aj ^^Luj 4 j\x>3r \\ j ^ ^jjJa^V' (J^L^ 


1- Blocking ^Llll <1^.^^]] Jlil^Vl ^xnxx ^La. ^ 

2- Listening ^jj ^ liLo ^LujujI 5JLa. ^ 

3- Learning j ^ju^ij ^La. ^ 

4- Forwarding ^ U:^ j JUiiujl j lSLujjI ^La. ^ 

5- Disabled ^ 


rvo 





























J£judj ^c 5^ u^ 

. jll^ iaUJI 3JU ^ 3JU ^ 3J1.I 

j ^3iit-<i (J£j^ <1 (J;iitj^ Jj’ .^iLoll ; Blocking 

.;^l!l]l ^j^JliljVl 

j Blocking ^) (^5^ uj^W .liLJI A^l!i]| Sjja^I ^ L<^ 

; ^llill SjjjL^all M\a\\ jIj^LujI 30 J 




PC-PT 

PCI 


j' Access uj^ cJa uj^ uj^ : Listening 

Lg-c- ji jA Lg (JjLL^I ^LoiiuaVI a-iL^ 15 J Trunk 

JalL 6.bU J 


4 j\^c:> 15 J J J <c, ; Learning 

(^^x^olijs^ .ihij(A\ fi^A J Access u^ u^^) >^.U’ j ^jg ^wMI 

C3^ Ja^uolL ^^j^JJ^^judll ^ LjJ^^jujI^ ^1 g 

. j:J^' OJj'-^' Jj-^ 



2950-24 
Switch 1 


^'Q. 

PC-PT 

PCI 


Jl^ JbiL .1 J JUj) aJU ^ jVI J fijIjiLujI ^ ^ ! Forwarding 

.liixi JliSI cJ^ ci-<«-SI Vj L<i.iic. .^iiAll ^Ia ; Disabled 

(ji aAix^^ ^ cJ^-^ 



rvn 
















Optimizing Spanning Tree Protocol 
STP -It JjSjijjj jijlil 



j ^^^^1 (_J^LuLali c3^ (."rii^ STP 

jaLLjjuJI ^ ^\jL^Lk]| iaLL<JI jl jiluji ^ jil l)^ 

^, STP c-jLklil l)^ cJ^-^ 

^ Jj£jliJ^)3l 1^ CIjIL.1^1 

1- Port Fast 

2- Uplink Fast 

3- Backbone Fast 

4- RLQ BPDU = Root Link Query 


ajjl^L^I 6^ ^ Qj^j ^ (^5 ^^ ajjl^L^I iPort Fast 

Listening, j j' 30 sec c^' jLkijVI JaUj 

-^j j’ ^^ JiLg jjujL^ cJ^-^ A-ix^LiJI j Learning 

J jUilijI L>^ ^Vnui (Jj 30 SeC CJ^ 

1.1^ ^ u^LkJI 

A\ C5^ ' (2 Joid A^lL^xJl 6^ AjI ^aixJ ^1 ^ ^ J * IkA^ IkA^ IkA^ ^ A 

u' J , 3^' c^' Access 

^jiax3l \ g \ djLuIujjuJl Ajl^L^I 3^^^ 

^) Aijiaj J \ ibjoji 1.1^ A-iJL^LiJI ; Uplink Fast 

l1jI£j 3I ^1 (J3aju ^ ^ J <c. jjuJi SjIj 3^ ^4C_ajLlaj 

^3-^ 3^“^ lS'^^ j3i^l UJ"^ L>^ J SjjujL^ ^j-uiJ 3:ij^Ji]| 

Aajl^L^I 3j* ^ ^) C5^ U' ^J I ^ ^ 1^-vM A 

^ unM^I (jSjjjud]| L^Lklil aA^ ^ 3^^ 

L^Lkiil ^ J LiilJajjjjuj uj^ ^ ^Lix^liJI ; Backbone Fast 

3tjuj^l^ Ci**il uruj^uJI ^IjjILuj 3^^^^ Cj^ ^ )>i>i j ^ 1 x>.Vic> ^ 4^ kk]\ 

^ V ^1 A^JjUdil ^ ii )>lj 3^ iljUd^JjUjVI A j\^Jg \ RL^^ BPDtJ ^tjuoj 

^'•'■'I cjI^iuI >■ ^ 3^*^ (^5^ djl^tjud^l 3:^^^^ ^ *• 3 


rvv 





















Per Vlan Spanning Tree 
PVST 


^ \c> ^ jjSjjjjj ijc. sjL^ jA :PVST 

j ^PVSX (J^J L>^ ^X> j 

A£jjai]| jILud^ C5^ STP l)^**^'*qj;^**^ lIjIjjujIjujI ci-^ ^) l1 

um (J^ (J!Lg djlSjjud]! J Vlftn 

<^iL^ ' L^I^Lud^ j ^ ^j^^ 

.Load Balancing -S' Jj^ u' ^jS-iu . ri jl cjllj^t U 


PVST+ 


Root for VLAN 20 


802. IQ 
Trunk 


Root for VLAN 10 




Forwarding Port for VLAN 20 
Blocking Port for VLAN 10 



FoHArarding Port for VLAN 10 
Blocking Port for VLAN 20 


Root Root 

VLAN A VLANB 



PVST/PVST+/RPVST+ 



VLAN A Topology VLAN B Topology 

(Primary Hoot) (Primary Root) 


VTA 



















Rapid Spanning Tree Protocol 
RSTP 



STP -5' ^ : RSTP 

j A j ‘802.1w 3^^ 3^^ j 

20 See STP 3l 3diajll jl^^aikt ^ 

<i3ij (j^ij ^j£]j 6 Sec 3 RSTP 3I Jj^jjjjj ^jL^ikl ^ j ^Ij 

.Root Bridge is^J i-jU^Lj STP 3I Jj£jjjjj 

. RSTP 3) A.alu <SU]t ^jl jl ^jl tjVl - 

^ (.$31 La ^ ‘_9^)xll] 1.1^ ^JaJjoiJ ^1 ^1 3^ 

. STP 31 3j^jjjjj Cy^ 0 

C5^ STP 1 gjW ^LaJI 

^J RSTP l1 

STP switch port states c>^ 3 ‘-“J*^ ^UJI 

1- Blocking, 2- Listening , 3- Learning , 4- Forwarding , 5- Disabled 


• RSTP switch port states 

Listening j Blockii^ 31 (_>aUJl hk\iA\ ^U. ^ RSTP 31 3j^jjjjj 

dij aj3 Listening 31 jl cjjju U£ j Discarding 31 j Sd^-lj 

. ^3 15 Sec c> uj^ 



r'(‘\ 









































1- Discarding Vj V J^a*^ jaIaII 

2- Learning g «" j ^ 


3- Forwarding J'^jV'j Aji-aiJl 


• RSTP bridge port roles -i' jaU^I 

1- Root (j^%j>uJI (jk j J^V) AilSiill 

2- Designated j J'^jj iildl 4 JIa oIa 

3- Alternate Root -J* Jj-^j 

4- Backup J ‘ ^‘* * L)J% ^ildl bkib 

5- Disabled (4J<^ <j^ Jla*^) ialAi) 


ajui) s jj^\ ^ us 



RSTP -51 JjSjJjjj ^ lajjil £^ljj) 


jSL ^jflUi jlVl «j (j-ij>Jl U iajjil ^Ijj) ^ 4JIa di!5lj ^jj . 


1- Point to Point j^l lAh>^ -lajj ja iajji) (> dU 

2- Shared lajjil ^ 

3- Edge ^1^ jl jl 314 ^ J<-ai4 iajjil (>» I 


rr. 
















Edge 

Port 



Port 



Link Type 




Root 


Link Type 
{shared) 


Link Type 

(p2p)‘ “ ^ 


Switch 


Link Type 

{p2p) _ _ 


Link Type — — 
(shared) 


Hub 
































^ j^l aA ^ ^ sjU^ ^ : Port Channel - 


aXA\ ^ ^1 /mIjjjuj (J I (jia^piil A-uilll C5^ l)^-^ 

(Jji-julij ^jQj ^j STP l)^) U’ U^ 

^L^l oA ^ ^ lIjLolLjjuJI ^ Loop ^uL^ l1jI£jJI c_ilij| j 

VlA j\ liLi ^j£JJ cAjj^ cJ^-^ 1 g jli ^ cIjIjjjJI j c1jI£jJI ^ .\iqu)>i i 

^^3rM 1 g ;>Jo3g 1 ^LL^I j ^djllj^l djiA Port Channel -J' ■^-i^ 

AjC'^)judj (J£ ^) J J J 

L^ A^ix^nia]! 4x'^)jud]| C^LxjJal j 4 x'^)juj 






Ac*^)judj J ^LLg ^ ^) 

iui J ialio 2^jVI Port Channel -S' ^ j 100 Mb 

. c?^' ejj^' jA ^ 400 Mb 


• I^JAJ Ajj^t L 4 CjLa jixi4 


•Trunk -S' l>^ cijISj^I L^ a-L^IaII uj^ u^ 


^OSI ^*Aui]| Lljljila]| ^ Cllll^l J ^Ull Aifla]| ^ <jj 4-^J 


rrv 




































) / 1000 mb iaUJI c:iil£ li) mb 


^jjli (JIa 'J:^ cJ^ J (J^ ^ 

^1 ^-C*^)jud]| ^ LljljuIjJjjud]| Lg JljL^ajVI ^Uakil j 

djUl^l JIjSLujI j jLujjj 


Logical Port ^1 J1 gqjjWi ^ jV^MI ^1 ^Iju ^1 s-^ 
A \\ LgI STP ^LL^I J 

Logical Port -II ^Vnui ^jjILjjuJI (J^b ^ ajI 1^ ^ 

. 6 Physical Port 2^'j^' j 


Physical View 

Multiple ports are defined 
as being part of an 
EtherChannel group 




Logical View 

The different subsystems 
running on the switch see only 
one logical link 





Port Channel Protocols ®ja ^ jj ^1 cjVjSjjjjJI 

1- Port Aggregation Protocol (PagP) - Cisco 

. .M. .1 -v I ^ ^ . .1'. .1 A^^)juu (J 1 ^ 

rrr 








































































2 - T.imk Aggregation Control Protocol (LACP) - IEEE 82.1 AD 

a j I H'EE -Jl ^j.a 

^LLoII La (jLb^ajVt <jLa£- La ^ cJj *'?•" J 


protocol 

Link A mode 

Link B mode 

Negotiation result 

PAGP 

Auto 

Auto 

No negotiation 

Auto 

Desirable 

Negotiation successful 

Auto 

On 

No negotiation 

Desirable 

Desirable 

Negotiation successful 

LACP 

Passive 

Passive 

No negotiation 

Passive 

Active 

Negotiation successful 

Passive 

On 

No negotiation 

Active 

Active 

Negotiation successful 


; (^Li]t ^_ylc. ^3 j;L.-' (_J,<«j ^ jslui 


Root Bridge 


Non Bridge 



2960-24TT 
Switch 1 


100 mb 



Switch 2 


4-C-^)judJ L :A£jA Aju^I L.' ^ ^ u' ‘ “ (.5^ J j ■^''^' 1^ ^1 Ja^V • 

^lil; STP - 5 ' ji 4 -i^j , liiiJ 100 mb 

. Root Bridge J (JjILjjuj (. jl ^ J 

^ cijI£jJI j ^Ll<JI ^J Port Channel ^• 

^ 1^1 J J ^Ll^I j 400 mb 


Port Channel Configuration 
Switch > enable 


Switch # config t 

Switch (config) # interface range fastethemet 0/1 - 4 
Switch (config-if-range) # channel-group 1 mode desirable 
Switch (config-if-range) # channel-protocol pagp 


rrt 



























J ^j)Vnn dll^l-lC. VI (J-aC. j SW 1 (.5^ (Jj)'^'\l ^j|V<111 (jVI 

: 

Switch > enable 
Switch # config t 

Switch (config) # interface range fastethemet 0/1 - 4 
Switch (config-if-range) # channel-group 1 mode desirable 
Switch (config-if-range) # channel-protocol pagp 
Switch (config-if-range) # end 
Switch # copy running-config startup-config 

cJjVI (jjJJJjjuJl Cljl£j^l J ^Llall Li-aa ^ diljl^VI 
j^\ jVI ^jaiui dibl^yi J SIV 2 JjVl (jjoJjjjoJl (_gic. ^jaiui ^jVI 

Switch > enable 
Switch # config t 

Switch (config) # interface range fastethemet 0/1 - 4 
Switch (config-if-range) # channel-group 1 mode desirable 
Switch (config-if-range) # channel-protocol pagp 
Switch (config-if-range) # end 
Switch # copy running-config startup-config 
SW2 

^ LljljalJJjJud]| djbl^VI (J^ 

J J 

.400 mb J j ^LL(JI 

Root Bridge Port Channel ^^on Bridge 

^ ~ ~ ~ ^ ™ ^4~ ^ 

2960-241T 
S wi tch 1 

rro 



2960-24TT 
Switch 2 





















(jjiLjjaJl j dlbl^yi SW 1 cJjVl (JjjjJjJoJI ^_gic. ^jAIjoj 

, ^Ull ^ jaiui Port Channel 3^.'^"' 


jI^I.^ VI (_5^ J)"'"'^ I _fllo ^)<aVI ~^'a'... 


Switch > enable 

Switch # show running-config 


SWl 

^ Switchl 1 Q . t§l , ^ I 

L Physical J. Config^ CLl | 



[ Copy | Paste | 

P .liLo ^j-a S^V 1 cJjV^ Cy^ -la^V 


channel- -J' u j» f^) 0/1 , F 0/2 , FO/ 3 , FO /4 

j e^lj liiiJ J ^Ij iila uj^ Ls^ protocol pagp 

: STP - 5 ' cul:i':^j l 5 >“Vl u'^' - 

Switch # show spanning-tree 


Spanning 

tree enabled protocol ieee 




Root ID 

Priority 

32769 





Address 

0000.0C4B.15C5 





Cost 

7 





Port 

27 (Port-channel 1) 





Hello Time 

2 sec Max Age 20 sec 

Forward 

Delay 

15 sec 

Bridge ID 

Priority 

32769 (priority 32768 

sys-id-ext 1) 



Addre s s 

0005.5E29.EA8A 





Hello Time 

2 sec Max Age 20 sec 

Forward 

Delay 

15 sec 


Aging Time 

20 





Interface 

Pol 


Role Sts Cost 
Root FWD 7 


Prio.Nbr Type 
128.27 Shr 

rrn 




















































JjVt ^jjuJj^jjbui] SXP ^_)Ja^)C. ^ (jVt Ja^V 

(J,a*J <jj ^_yJc. lift ^Ij JialaJ (_J-a*J <jj Luiajl j ^ RoOt RH fIg P ^uojl^l 

jiiL» I j^ u^ l J ^ ^jVi jiaLiAll ^ J Port Channel -5' 

djl£j^l ^ 400 mb ^-C’^)jaiJ ci^oaj 

(jjiLjjaiH ^La. J dibl^yi j]^V<\ SW 2 (. 5 ^ ^jaLoj ^Vt 

. ^Ull ^jaIjoj Port Channel -^' c3:J^ ^ 

• (J^^uoll t_ala J-aVl ^jsiui • 

Switch > enable 

Switch # show running-config 

SW2 

if Switch2 I n |gl S3 I 

Physical | Confi^ CLI | 


lOS Command Line Interface 



JT M\a ^LiaU SW 2 

channel- -S' 0/1 , F 0/2 , FO/B, FO/4 

<c. jj^ J s^lj AiA J iiiA ^ uji^ C 5 ^ protocol pagp 

S^l J 

: STP -S' l 5jV' - 

(jjjjjjjudll jA <jj SW 2 c^S^' STP ^ (jV' 

_ll Ajiaii (Jaju <jj 1 ^ ^ 1 J .liiAj (Jaju <jj J ^ Non Bridge 

iiio J (jiaxj]' ^ ^jV' ^UaI' 0 aj ^ J Port Channel 
J j (Ja*j l 1 jI£jJI ^jA-s J 400 nib ^ j^ ci-^ 

rrv 












































;_a!Aikl Port Channel -i' :Ether Channel 

La o^lj (_]£ J La ^ ^jiLoi La 

ij^ U cUij ojiA :Port Channel 


(-111ja.ia.jj (.li^ jaj (Jijjjjuo Li (Ja*j ^ujaill cLa ; Ether Channel 

cJS. iaLL<Jl ^jii L<i^ iaLLi L>^ 

Port (J >>* J ^ j ^ j 

. Channel 

^ Ji^jj Ether Channel -i' c 3 :^^l:i]| sjiiji - 

^ J iaLL<i S.bu aSjjI (J^ J 6 

L^ ^ 1 J .liLij 1 Ether Channel cijIjI^VI j ^j^jjjjuj 


Cisco WS-C3750G Switch Stack 


Dell PowerEdge R910 VSWOl.LAB.LOCAL 





rrA 



























































Dynamic Host Configuration Protocol = DHCP 



HOST ^ l-lujI jiil cJ^joij jp ^jUc« J^.ikjjujj 
djVU. c jWVi ciilijj 4 TCP / IP C 5 ^ Workstations lU^ clL^ J 

dj^ ^Ij (IP address conflict) ^jLiaill 


^LajjuiA ^ c\ i a*K^ ^Uaj (JA^jjud]! 


Jj£jujIi]| (JLujjV I DHCP 

U^J “ ^J L-LujIA£ jjal]| ^jUc« ^jjll] A-liijJ 

DHCP V 4 (Client-Server) 

. System Administrator ^'-1^' Jj>^ cJ^ (> j 

^jil\ djLjivwj DHCP ^jUaII lluiJ I La^jc. 

Jliu.) ^ (MAC) j:?^' u' DHCP ‘BOOT DNS 

.Ala^ Ja.J BOOTP C5^ DHCP Jj^jj jji IP ojj'-ic- 


iTil^ dj!5lj DHCP : tOj^* iTiLuSj _ 

1-Static Configuration cjblJfrVI 


2- Dynaniic Configuartion cjUlJfrVl 

3- Alternate Configuartion cjblJfrVI 


, J^Vt (JJ^ LijAjIl CjU^t 








^La li] 4^^! ^Hjuj) ^ ^1 IIa (J^ l>^ -iju 

uij A^Jjudilj ^LLujV j}^ uij ^ 

V 4,c> TP ^jIjc* j.Wx> ^1 ^ A\ ji 

bLuc.! tilliJ ^Ludll jVqMI ^ j^\ j\ S^lj ^.iklLoLi ^ A \\9 ^ ^ TP u^ 

^A^JjUlli ^LjUjbjUJ ^ 


rr^ 



























bjlp. : Static Configuration cjblJc-Vl 


j-iijj Vj Ailj (JJ^ (ji <> j ^jL^liJl ^jU*]| J^iilili (. j-sj V djI^jAjuJl <jj ^ 

SjjA^I ^ L^ 1^1 



a^UjjVI ^jJa]| fiiA : Dynamic Configuartion 

_ll ^jlj C5^ J’ C5^ lIjIjI^VI A£jjai]| ^.Vlg ^ 

J Jj^jjjj^l 1^ cir^jia (j^ JlAi (jjjU*JI 5ijj^ DHCP 

^ j' c> J ^ (>i (J:^C> UJ^J DHCP 

DHCP -11 ^^)Jjud] L^Ua (JLujjLj ^ _SJjJa^l Vjl ' (jl ^ ^ ^ \\ac\ 

A^ ^ djl l3:^^>^ cIF' ^ 





rt * 














































uj^ ^ 0 ^ : Alternate Configuartion 
I jljjt c-fljjjaJt ^ ^ JU. ejiA Dynainic j Static -i' 

dibl^Vt 6^ <iaC.lj ^'^J 

, jL^l (_>!.%-» (J^ ^ u's-^j^ uj^ Alternate 

APIPA-i' ^ j^(^ j j^' ^'-^' Alternate -i' ^ J'^ 

. o^jj-J' U-ic. dia. jA jl j 



Alternate Configuartion-Ji ^jj ®j>^l 



6^ :i^jj DHCP -i' u'j^ (J-* W*:Jjj^ ^ dlLaO^t 

1- IP Address 

2- Subnet Mask 

3- IP Default Gateway 

4- DNS Server 

5- WINS 

6- Time 

(> (DHCP Lease Stages) IP I J&l jM - 


rt) 



























































^jSLuj j AJlUll ^ lIjI rP (J^C5^ J jA^a^l <A<^C. 

• djl^^)jaiJ 



1 ■ Client 5 &rtiJs a QHCPOiSCOvER broadc^&t 

2 . s&rvgf $^rd$ a QHCPQFFER unicasl 

3 . Cii&rit sends 3 OhCPREQUEST bfoadcast 

4 . Server sends a OhCPaCk unbcasi 


dj|^J CjUall ^^jJa^ 4jj Jo^V 

1- Client Sends a DHCP Discover Broadcast 

2- Server Sends a DHCP Offer Unicast 

3- Clinet Sends a DHCP Request Broadcast 

4- Server Sends a DHCP ACK Unicast 


JLuij) VLj, j]| : Client Sends a DHCP Discover Broadcast 

^ XP ^ ^ ^\\ ^ ^ I 

^ ^Ijujj]| ^ (. cliA\ Broadcast C 5 ^ ^j , ^ 

-11 ^ IP -SI 
jLgj^ J J JLoi j) jJI ^ ^ IP (jjjUi^ (^jj^ U1 4J Jj% DHCP 

Lgj^^^judJ ^ Offer J C_lila]| jjJ ^ J 4 -llIa]| jLujjU c 5 ^l 

^1 JLojj) rServer Sends a DHCP Offer Unicast 

<jj Unicast C 5 ^ JLujjll j ^IP (jl^ 

A-ilc* ^ (jVI J 4 1P ^ 

JliliVI ^Vnui J DHCP ^Ji ^) C-Luia^l ^ jLA ^Luj^l 

.2^1j 2l^U]| 2Lk 

^ jl jbu ^Ujil :)iA jjj : Clinet Sends a DHCP Request Broadcast 

JLujjLj C—flJjJa^l ^jqj ;> )>1 ^LuJ^I (jVl 4 DHCP C5^ 

jlg^kW IP _ll ^1 J DHCP ^jqj;>)>! IP ^1 l\l^J ^^)Jjudl] 

jl g 7k \l cilL<i]| ^^)ia ^xili j7k"*k\l Aij^)Ja j 4 IIa 

^ ^6 JLuj^Lj ^jQj ^ J ^ IP _ll ^1 1^ -1^1 

.IP -11 ^1 .^l4]| ^LuJJ J ^1J ^LuJJ ^^5^ J IP (jl 

jl^ ^ ^Lui J dIa :Server Sends a DHCP ACK Unicast 

DHCP ^ J , IP -II 


rtY 




























DHCP DORA J ^ jjiAjil 1^ 



DHCP Discover 


Src: O.O.O.O 

Dst: 255.255.255.255 

UDP: tx»tpc (68) 

UDP; bootps (67) 




DHCP Server 
IP: 10.0.0.100 


DHCP Offer 


Dst: 255.255.255.255 

Src: 10.0.0.100 

" UDP: bootpc (68) 

UDP: bootps (67) " 


DHCP Request 


Src; O.O.O.O 

Dst: 255.255.255.255 

UDP: bootpc (68) 

UDP: bootps (67) 


DHCP ACK 



Dst; 255.255.255.255 

Src; 10.0.0.100 



UDP: bootpc (68) 

UDP: bootps (67) 



^jaLu) ^JJJ UDP -I' Jj^jjJJJ ^ lU*:? DHCP -5I Jj^jJJJJ 

. UDP Port 67 -5' lU*:? Server DHCP 

. UDP Port 68 -S' lU-j DHCP Client 


(renew) JjS^V' 50% iDHCPj*^' 

^V' DHCP -S' a- J^V' 

DHCP JL^VI 87,5% j 

DHCP DISCOVER j:^ u) C5^ 

^ TP C5^ LJUa (J^ 

jl^ ^ ja jj£j ^1 DHCP -S' :DHCP Relay Agents 

j 4 j Le -laJJJ C^jL^allleJl ^ JJjl j ^1 jJJ I Le^iic^ 

oIa ^ ^ uVi C5^ DHCP -S' 

DHCP -S' (j^ lS^ ^, ^SS^ (3^ (^\ Wuilj 

-11 ^)jujL^I CllJl ^) J C_fljL^alLdl ..1^^ 

DHCP -S' jsj:!^ ^ Jl^V' ' j3tjWiun jV' ^UJ' ^ 4 Broadcast 

dF j4^ ^ J DHCP Relay Agents -S' AildJI cU ^ 

^jA'sVuMXtll Wumj\ l\l \ g \ djl^Jjudll -S^^ ^j'^' C5^ ' g Sjy J 

DHCP -S' j Llj|^^)Jjudl aSjjI 

oiA ^jjdj ^jSI ^ DHCP Relay Agents -S' cJ*^ ^ uj^ 

J aS^ ^ ^\aO> j (j£jJaj 

d),»^^*^^ ^S' C5^ cJ^ '**'^SfSc- C_fl^)xlijuj ^Sl ^ 

rtr 
































































ei* ; Client Reservation DHCP -J' iJjJiaJI 

IP jjc. jLiull Jutj tdiajll (_J£ JP jjjoaj t-jjuiLaJl j£Ui] 

MAC u'u' DHCP -S' ^ 

: jjjjll Ljjika ^UJl jli Address 

IP -\ mac c5^Ljj:?^' u' 


DHCP-JS 

DHCP Configuration 

Router > enable 
Router # config t 

Router (config) # ip dhcp excuded-address 10.0.0.110.0.0.50 

3?^ j>>V' 13i> Excuded-address 

Router (config) # ip dhcp pool HR ◄- - >■ ^JUd^l ^JUjI 

<ia 2:^ jjJ 


Router (dhcp-config) # network 10.0.0.0 255.0.0.0 
Router (dhcp-config) # default-router 10.0.0.100 
Router (dhcp-config) # dns-server 10.0.0.99 
Router (dhcp-config) # end 
Router # show ip dhcp binding 


j^j' j Ls^ DHCP Server -SI J:j*^ f j ls^ c3:jA^ f u*'^' - 

u'j^s 

^jiLuo djKjuill dibljic.) lJjxL ^jiijuj (jVl DHCP Server c>^ j 

1 ^ 


. jjjljll jl^ ^Jc. DHCP Server -S' f 

-II (jS-S^ ^3-?^ ' ‘'.'j ‘ “ ^ A ^1-^' (j-® ^S-S^ ‘ -\ 

. 10 . 0 . 0 . 0/8 


ra 















.10.0.0.99/8 IP j DNS uj^ 

.GY: 10 .0.0.100/8-1' > 6- uj%- j^j'jI' JM IP -S' u'j^ 

IP ui ^ LS^)^ S-^jjujL^I 3^-^I } C5^ J^jVlui 

. V ji DHCP Server -1' j^jj^ 





; ^UJ) CjblJC-VI J-aj ^jAiJ jjjijil (_jk. ^Sfl • 


■ ^U]| J.4|jVI ^ 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 10.0.0.100 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # ip dhcp pool HR 

Router (dhcp-config) # network 10.0.0.1 255.0.0.0 


rto 





















Router (dhcp-config) # default-router 10.0.0.100 

Router (dhcp-config) # dns-server 10.0.0.99 

Router (dhcp-config) # end 

Router # copy runnii^-config startup-config 

; jjjljil Cy* S^ LaS 

j j^j' DHCP Server dl uj^ - 

^ 6u' u'^' 

jLiaJI ^).aVI ~^'a'... 

Router # show ip dhcp binding 



Routerl [ a 1^ J 

I Physical j Config J CLI | 

lOS Command Line Interface 

Router>enable 
Router#config t 

Enter configuration commands, one per line. End wi th CNTL/Z. 

Router(config)#interface fastethernet 0/0 
Router(config-if)#ip address 10.0.0.100 255.0.0.0 
Router(config-if)#no shutdown 


Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/0, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/0, changed state to up 

Router(config-if)#exit 

Router(config)#ip dhcp pool HR 

Router(dhcp-config)#network 10.0.0.1 255.0.0.0 

Router(dhcp-config)#default-router 10.0.0.100 

Router(dhcp-config)#dns-server 10.0.0.99 

Router(dhcp-config)#end 

Router# _ 

%SYS-5-CONFIG_I: Configured from console by console 


Router#copy running-config startup-config 
Destination filename [startup-config]? 

BnilHinrf r*nnf i rmrah i r>n_ 

[ Copy I [ Paste 


ftikl ^ jl J 10.0.0.1 \\ ^ IP ^ " 

i (^jLuoj j Cy ^ 

(jl j l)^ jVlui (jVI 


. DHCP Server -S' ^ ip 


rtn 














































IP 

: Jl:i]| DHCP Server >j:i- 

jLlLi-VI 1-1^3 PC 2 4 -JjjujL^I jLg-^ JJa^V 

^ <i) jLv jU^VI .DHCP -St J\ L 5 j^t jU^VI Static 

^1 ^1J 4 ^um\i ^us jia cijL(i.iiji j 4 io*o.o.2 (jt rp (jtui 

jt^l C 5 ^ 1 g \j 3 gl-L<^ c^t DNS -St J 


^ A£jjai]| _^t (Jjoiij ^jVluiJ 

J L5^)^t ^jl^l C5^ ^jVum (jVt 4 ^jIj*JI 1"*k uij 

; ^>-<iVt ^Ij£j ^jViui DHCP -St 1 g ui ^ c^t (jjl-i*JI 


l^Cisco Packet Tracer Student 



£5:01:03 I 


Power Cvde Devices Ftet Forward Time 


rtv 





















































































Router # show ip dhcp binding 

Router# show dhcp binding 


IP address 


Client-ID/ 
Hardware address 

Lease expiration 

Type 

10.0.0.1 


0001.C774.16D6 

— 

Automatic 

10.0.0.2 


0060.5C99.E922 

— 

Automatic 

10.0.0.3 


0060.70E0.A2DE 

— 

Automatic 

10.0.0.4 


0005.5EA9.42C6 

— 

Automatic 

10.0.0.5 


0001.C940.A086 

— 

Automatic 

10.0.0.6 

Router# 


0002.1747.1246 

— 

Automatic! 


1.^ i A£jjai]| C5^ EP (J^ Cy^ ^ ui ^ <jj Ja^V 

(jVl J jlijl^l DHCP ^ ^ UJ^ cJ^Jai]l 

DHCP dibl^j ^^)ia ^jxli ^ 

■ 

LS^ J DHCP j3j^ UJ^ <.5^ (JjjJI ftjlA - 

; (^tll ^ jj-<u]t ^ La£ ( ^jU^Ajjo 

^jjjoil ditjl^t (J-<Mtj ^^jj-<u]t <£fiud]t clibt^j ^_gJc. t_a^)*jj ^jaiui 

; dibt^yi DHCP -5' taOiJt 

^ ^JSL J DHCP _lt ta.liJt p.ljj 

. OjjUfcll ^ilia-4 

.IP 192.168.1.0/24 u'uj^ JjV' ^1 
. IP 192.168.2.0/24 u'>v> uj^ 

.^.^-lic. (_3J±IaIill AjLaxJ ^ DNS J <_]£ 

l^_j±ui La£ ^j.a JP _ll ‘ ^ ‘ ‘y ‘_9JjJa.a]| (J* ^ 


M 

^ I 

f 

Server-PT 
DNS Serverl 



PC2 Laptopl Laptop2 


rtA 






































j ^W ^j)Vu)>i C5^ Ij3^)*j A*j (jVI 

^-^Uili 1 A^JjA di^^ 4^tjAal^ ^ DHCP ,^,^,):f^ 


DHCP Server 




.VI 


iJA . 


; j^ij^ liL<i 

^IjAaj ^ilA ^j^LuJl ^liiaU ^^1 (. dU jS^\ ^Ldl ^1 ^LdU ^^1 

JjxjAj j dliji ^)ix^VI ^ 9 

^ (Jjir uiMI ^^)Jjud]| ^1 ^ J I^A ^IjjJa^ ^lliiAll ^L^l fiAA (J^J 

^lliiAll (^5^ Jaia dliji <Aa*j ^ 

^lAd^ dUj-iii-U ^jid ^jAjuJI JjijaiJ dlLI A^Ajs^ IdS ^1 Aju 


Physical 1 Config I Services I Desktop I Software/Service^ 


I MODULES I 

I WMP300N I 

[host-nm-iI 

H05T-NM-1^ 

h05T-NM-l^ 

Host-nm-iI 

HoST-NM-1^ 

^HOST-NM-j 

h05T-NM-M 

|0ST-NM-3(j 


Physical Device View 


1 Zoom In 

^1 

Original Size 

^1 

Zoom Out 1 




rhe PT-HOST-NM-ICFE Module provides one Fast-Ethernet interface for use with copper media. Ideal for a wide range of LAN applications, the Fast Ethernet network modules support many 
nternetworking features and standards. Single port network modules offer autosensing lO/lOOBaseTX or 100BaseFX Ethernet. The TX (copper) version supports virtual LAN (VLAN) deployment. 



^jdjo ^j^Ludll A^\kl\ d^ c (j) J , C5^ AjaLdU 

^ )kk\ \\\ A >>A\ aA\ (3!^^.)^ CJ^ ^ \ 

, ^^jj (> djilt 1^ J Host-NM-10/100 d j$l\ ^ji j:^U 

(^Jdl ^^.jL^LaJl dLddAad lLlq^ j 

c—uL^I J ^ A^jjud]! d^)£ AjL^LiJl dL^Lj3^W 
^j^Ludll AliaLdU ^j^d (3^1 d^)£Jl jA IaA dmjjjl j jdakl ^a-^-uj A^jJ 


rt^ 
























































































A^Uill SjjA^I ^ L<^ ^j^iJuJI ^ix-ulL ^j^ijuj l1j^)£JI ^LjaU LLiB ^1 j 
^.^.jujI ^jAuaJ ^ \c> A^Jjuj dj^^ 4^tju^j ^ \ - 

^1 4-1^ (JiL<i JjiLjaLl]| ^1 , ^)ijL^VI 

. LU*i' C5^ jaj:^*^' C5^ «-'-^ ' ( S b» ‘‘ '\' 


Physical [ Config J Services j Desktop J Software/Services"] 


MODULES 


WMP300N 


HOST-NM-1 


HOST-NM-l( 


fOST-NM-l(| 


HOST-NM-ll 


HOST-NM-ll| 


■HOST-NM-:i 


HOST-NM-llI 


IOST-NM-3(^ 





Physical Device View 


Zoom In 

11 

Original Size || 

Zoom Out 1 




The PT-HOST-NM-ICFE Module provides one Fast-Ethernet interface for use with copper media. Ideal for a wide range of LAN applications, the Fast Ethernet network modules support many 
internetworking features and standards. Single port network modules offer autosensing lO/lOOBaseTX or 100BaseFX Ethernet. The TX (copper) version supports virtual AN (VAN) deployment. 



L^jii J' ^ ^ DHCP djbl^j l1 

J j ^jVlui A^LuJI S 

^ , Fast Ethernet 0/0 IP -5' u'j^ 

....l^l jiiji ^L^Ull Sjj^t 



To. 



































































































Physical | Config | Services 


Desktop Software/Services 



IPv6 Configuration 

I 0 DHCP © Auto Config ( 0 ) Static 

IPv6 Address / 

. Link Local Address PESO: :20C:CFFF:FE36:A60C 
' IPv6 Gateway 
IPv6 DNS Server 


, Fast Ethernet 0/1 IP -i'" 



2lJI:i]| ijj^\ ^ LS DHCP -S' 


ro^ 

















































































SERVICE! 


HTTP 

< 

DHCP 

DHCPV6 

TFTP 

DNS 

SYSLOG 


AAA 

NTP 

EMAIL 

FTP 




© Off 


File pMiager 


File Name 

Edit 

Delete 

1 copyrights.html 

(edit) 

tdelete) 

2 cscoptlogol77K... 


tdelete) 

3 helloworld.html 

(edit) 

tdelete) 

4 image.html 

(edit) 

tdelete) 

5 indeK.html 

(edit) 

tdelete) 


New File 


Import 


Jl ^ j Services C5^ - 

• AJb]| djbl^VI ^(J^b A^bll DHCP 

^ j PoolNaine ^ia^!)U 

_ll J u^ ^y J , TP -51 (j:^jbi*il (Jj^j ^ 


\^ & \ ss j 


Physical | Config 


Services |l Desktop | Software/Services | 


SERVICES 


HTTP 


DHCP 


DHCPv6 


TFTP 


DNS 


SYSLOG 


AAA 


NTP 


EMAIL 


FTP 


DHCP 


Interface 




I FastEthernetO ▼ ] Service 

1 • on 1 1 


V V -' 


e Off 


Pool Name 
Default Gateway 
DNS Server 

Start IP Address : 

Subnet Mask: 

Maximum number of Users : 

TFTP Server: 


>=0> 

1=0 


192.168.1.100 


i=> 

O 


192 168 1 1 


255 255 255 0 


V 


L 

Add 


Save 

11 


Remove 


Pool Name 

Default Gateway 

DNS Server 

Start IP Address 

Subnet Mask 


Max User 

TFTP Server 

IT 

192.168.1.100 

192.168.1.99 

192.168.1.1 

255.255255.0 

255 


0.0.0.0 

serverPool 

0.0.0.0 

0.0.0.0 

192.168.1.0 

255.255255.0 

255 


0.0.0.0 


roY 

































































































































































Start u '“-^ j DNS 

a^Lc. Uu^t ^ jj£j SubnetMask -J' j ip Address 

Add ^Ljlac. ^_gA J A^tj 6 ct^Aj j 


*■. 'T^J J 1 g \]-iir <> DHCP f'4^ • 

ON Jl Off ^ \yt A\ \ g \\it /rrij 

^j£JJ C5^ ^CIjIjI^VI UJ^ U’ ^J>Jj • 

(jlL qVia ^ 

liA jVl J DHCP -II (Jjx.slij Ll^ djljl^^yi Jo^^U 

^^IjII j VI A£jjai]| ^ ^jjijJa^l cJ^-^ cIM^^ 



djbl^j ^J^l (jVJ IIIjI jjjI^I dibl^bu ^jii (. • 

dIa ^^)jalJ LL<^ <jV ^ ^ djbl^VI C-^luiqi C5^ (ji 17kJ jfl jl g 7k\ 

^ jbr^ 4 JQJ^ L** A ^ U' 6^ ' QUO^ djbl^VI 

. ciluij jUlk^VI J djblJic^VI 


^jbc. ^ ^ ^ ^ Ja ^ln] ^Jjj£jjal]l ^ L QJ^>>^\1 J^ 

P(^ ^^^^{ijautJl ^jVl ^ ^U*M I ^ jA J ^jVl jl g >^ l V jl IP -51 

.1 

<£jjai]l (J^b ^ c^^l PCI -51 l 5^1^ (J^ Sjj;>^5l ^Vl 

192.168.1.0/24 


ror 



































































































IP Configuration 

■sL^dhcp I 

© Static 

IP Address 

ri92.168.1.1 1 I 

Subnet Mask 

|[255.255.25m 1 

Default Gateway 

[jo-o-o-o I 

DNS Server 

(imjSgTIT^ 




IPv6 Configuration 
O DHCP © Auto Config Static 


IPv6 Address / 

Link Local Address PESO: :230:A3FF:FE22:B3A5 
IPv6 Gateway 
IPv6 DNS Server 


I 



J£jud]| DHCP TP c ui ^LlaiLujI <jj 

, ^ duj ^ dibi^yi 

^ Laptop 1 

. Vjl IP ^ ^ ^ ^ (Ja ^UIj j 



rot 
























































































Network Address Translation 
(NAT) 


Network Address Translation 



4A£jjal]| ^ JJJ(^5^ Ailxij ^ JJj • NAT 
j Private IP -i' (jjjUxil ^ j j 

a£jj^I Jj£jiij^)^l ^Public IP 

jl^l) JjjjUII jl^ ^ jl Defalt Gateways j 


J Lg A-iLoC* j (JjA J ^ jlill 

J ^l 1 L>^ ^jJ J A^jLiJl A^jjaiil ^ 

^j J Ld ^J^MI ^^linllJUJJ J ^llL^ ^^)Jkl]| 

Ailjtij A^Aj^ ^ ^ *Qj^ J JjJj^)^l bA dibl^j (^5^ ' c^^)3Lli] ^jbfL a<ua ^j^nialL 




^unui C5^ 


: NAT-S» 


1- Static - NAT One To One 

2- Dynamic - NAT Group To Group 

3- PAT - NAT One To Group 


^Uil cjbl^VI 


(^-Lul 


^ CJ^ ^J^jujJ cJ^ A^bli C.5^ - 

: NAT J 


^l^)IiiVI J ^1 x>^\l A-^b (jb^l 

^ Sjj^l ^jLi*JI cili^ILujI (J-^ -V 
A it jL^tl ^ A^JjullI ^ jbci. (JjJoBI ^ -V 


roo 






























QM-a ^ LaAic. (JLa (J^ AiaaJ ^ ! StfttiC — NAX 

jl^ ^ <*jjaj Private IP u'j^ jl > >»^ U ^jiiui dujiiVi u' 

jjjtjil j Public IP jl > >»^ Ij Luiajl ^jsiui j jjjt 

^tj ^l_jjc. 4 ^uh\ I uj%“ ‘^\ cs-«-^ ‘ Static — NAT ciibljic.j j 

^Jc. 4 Aa ^ Public IP '-^' uj^ 4 ^ 4 -^' Ls^ J Private IP 

A^lUll ojjjb^l La£ dijjljVt 


.15 



Private 

Network 

10.0.0.0/24 


Ucast 


Mcast 


SrclP 10.0.0.15 

DstIP 200.0.0.10 

SrcL41234 

Dsl4 80 1 


SrclP 10.0.0.15 

DstIP 239.0.0.1 

SrcL41234 

DstL4 80 1 



IsrclP 20.0.0.15 

DstIP 200.0.0.10 

SrcL41234 

DstL480 1 

Translated Non-translated fields 

' SrclP 20.0.0.15 

DstIP 239.0.0.1 

SrcL41234 

DstL480 


interface Ethernet6 

ip nat source static 10.0.0.15 20.0.0.15 

J Private Network - 

jW ^ ^ ^jj J Public Network j' ^j'^ 

^ jj A^Jjaiil ^ ^1 Ja^V (jVl ^ A^jLiJl J Lg 

Best L^Uill lJIL Src 10 . 0 . 0.15 

200 . 0 . 0.10 - S ' V ^ 1^1 ^ 200 . 0 . 0.10 

du^pjV' ASjjII 6 (JLujjLj ^^j'^' C 5 ^' uj'-^' cJS-^j) 

^1 ^ 3 tll J ^(J^Hc. 

JJ^ ^ J ^ 123 . 0 . 0 . 0/24 jA J dlljiiVi ^ 

<£jjai]| A^jjaiil ^jUc. ^c 5 ^' jA J NAT -S' l 1 

J , JL.jV' ^ ^ ^ ^1 J ^J^' C5^' 

10 . 0 . 0.15 ^' Cj'j? *^* SS tju^ajl (_JtjuJ^j ^ \\ k k] ^ . VtC> 

(J£judj 1 ^ uJo ^ <jj ^1 uij 

jLi.^jU*] ^lla .1 dujIljV' A^jjoi] ^Lujj JLujjU j' ^ ^Si ^ t 3 gx>j 

Ljajl LLoS j 4 C 5 ^ ' ^ J A^Lc* jLja^lj LloS 

^1 <d<i ^jLajlSI ^1 L_la.ljL^ jl g ^ \l L_ij^) 3 LiJ 

^jJa^ ^ l 1 ij^)I 1 jV' aSjjI 


jlg-^ (j£ <jj ^ ‘tgrj Static — NAT -S' ^ j ^-Sajjau 

'Ia Public IP C 5 ^ J ^ Private IP 

1 . 1 ^ 1 . 1 ^ A,i.l£^ 4 j\x> 3 g \\ J Public TP l 5 ^ ^) 

roi 

























































j Pool j' u ^ NAT -II : Dynamic — NAT 

Dj^Uiu^l ^ ^1 Public IP -S' ^S*il jjUxil 


1 K k\\ J 


UJ*7 


J ^jLlxJl cill^lLujI ^ l)^ (J^J ^ ^1A-V*ual 

ij^ ^ ^l-c- OJj'-^ -^J:? '-s-''^ J^' jV J^l 

^jJalLudJ J (jjl-i*-SI ^l.lkILuj| ^1 ^ j^**^*^j ^1 J du^pjVI 

^ ^Ull SjjA^I ^ L^ dujliVI ^J 



Understanding How Dynamic NAT Works 


Private Network 


Public r'^-twork 


192 . 1 € 8 . 0.1 


192 . 168 . 0.2 


192 . 168 . 0.2 


Dynamic NAT 
enabled router 


;.31.218.211 


203 . 31 . 218.210 

203 . 31 . 218.211 

203 . 31 . 218.212 

203 . 31 . 218.213 

Pool of available piablic IP Addresses 

Dynamic NAT allows the dynamic mapping of public IIP Addresses to each internal 
host. The mapping is random a nd will remain for as long as the session lasts. 


j Pool jl Lj3^^ C5^ 

A-iiilj ^ ^ u*r^ ua ^ <jj Ljajl Ja^V J ^ PubllC TP 

J 

^1 jjc« Pool C5^ ^Vnui J NAT l)^ dujliVI 

^jJa^ L<i^ LllJ^)liVI Jui C5^ J ^tc. 

<jj Ja^V <Sjju1!I j A^Jjud]! Lg SjjjL^oU (^5^ cJl^ 

Uj^ ^jj ^1 dujlijVI <£jju1!I ^ 

C> ^C5^ UJ^J:^ J 

NAT l)L_ illa]| (JLujjU ^Jqji111 ^jfl 
^1J ^1 C 5 ^W J ^ <jj J Pool J 

du^pjVI A£jjuj ^j^)iJl J ^1 1^ e^'j 

rov 


AS^jjll ^j^)iJl A-iii.1^1 A ^ u*Ml 3W^ J A ^ uVi 














A-iic- j 4 \\ j-v\1 ^Lc- ^ ^I^A [PAT — NAT 

1^ J:^ ^J:^ 4Cljl£jjal]| j) djLuJjuJ^^I j) A^\kI\ (JL<i L 

J J ^Public TP 

dujliVI ^ ^jSi (ji ^uii.1^1 ^ S^^Vl (J*^ 

4<Sjjai]| (J^Ij (JC. IIa 

I^A ^jJa ^ A^lll]| 


Inside 

(local network- private) 


Outside 

(the Internet- public) 


Inside Global 



PAT 





Outside Global Outside Local 


PAT/NATTranslation Table 
1 0.1 0.1 0 . 1:80 = 63 . 63 . 63 . 1:8000 
1 0.1 0.1 0 . 2:80 = 63 . 63 . 63 . 1:8001 
1 0.1 0.1 0 . 3:80 = 63 . 63 . 63 . 1:8002 



LgJ A-iiilJ ^^u*r^ J ^^u*r^ ^ AjI 

SjjjL^I ^ (j^j ^ NAT — PAT cJ*^ J 

^jC* ^ NAT cJ^I^ ^ A^Lc* 

^1 Wiutj ajI ^ NAT — PAT 

a^Lc* (j^ Liii^)iljVI aS.^ T'j J A^jjud]! (J^Ij 


^i*ij ^ J NAT l) ci-^ A^3^^ a£jjJ1!I ; a£jju1!I JHa 
a-iIajlII ^j ^ ^^C5^ NAT l) 

utj A^jjudll 6^ A^ 


^jc- SjL^ ^ ^ Ajluj] ^ 0’ U 

AjI ^aiitil ^ dujjjVI ^ Qj ^^ ^j SjLujVI ^^ 

dul (^ill C5^ C5^ (JLl^VI RXP l)^ 

Cj^ NAT — PAT l)^ AjI (J-oju ^1 c_L^j 4 Ajt^ tiljlLoui 

A^Jjud]! Jj-^uoUJ 

(Jj-l^l 1^ ^jli*Jl Ja^uolL ^jij 0^-^ L>^ J:^ (J^^l l)^ 


roA 






































Aij^)ia]| ^jJa^ )^J A3lll]| L^ ^3r jj}^ du^pJ^I 



192 . 168 . 1 . 10:40410 | 44 . 45 . 52.54 65005 
192 . 168 . 1 . 11:40410 | 44 . 45 . 52.54 65012 
192 . 168 . 1 . 12:40410 | 44 . 45 . 52.54 65105 
192 . 168 . 1 . 13:40410 | 44 . 45 . 52.54 65025 


^ j ^IjlSI ^jIa*JI l^jjujL^ 3W^ C5^ cJ^ J l1ij^)AjVI 

^jj ^ ^)i.l jLg-^ i^\ ^ dujliVI ^ 

^IjlSI ^jIa*]| ^^)Ja du^pjVI 

NAT Names 

NAT -5' Jj^j^jj^ f 

1- Global Address = Public Address 

2- Local Address = Private Address c:)JiUxil 


ro^ 










Inside Local 
IPv4 Address 

Inside Global 
IPv4 Address 

10.0.0.1 

10.0.0.2 

171.69.58.80 

171.69.58.81 


A^Jjudll (3^ J Inside A^ll^l^l A^Jjudll Jo^^U L^ 

^ 6 cJ^jj C 5 ^^ ^Luj^l <j) 4 Outside 

cIjIjI^VI aJL^ ^ ^jij ^1 (. j^kj ^jU*JI j (jjj^*]| j ^Vl 1-^ 


NAT -i' JjSjjjjj t:jb)JC'j 



Static NAT Configuration 

Router > enable 
Router # config t 

Router (config) # ip nat inside source static 192 . 168 . 1.9 52 . 53 . 54.55 

.Public IP IP -i' u'j^ J* (ij ojh ip -^' u'j^ 


Dynamic NAT Configuration 

Router > enable 
Router # config t 

ri. 


























Router (config) # access-list 1 permit 192.168.1.0 0.0.0.255 

Router (config) # ip nat pool IT 52.53.54.1 52.53.54.40 netmask 
255.255.255.0 


^ ^ j Pool tiA 

^ j ^ fiikU netmask -S' j ISP 

Pool -S' 


Router (config) # ip nat inside source list 1 pool IT 


PAT NAT Configuration 

Router > enable 
Router # config t 

Router (config) # access-list 1 permit 192.168.1.0 0.0.0.255 

Router (config) # ip nat pool IT 65.65.65.1 65.65.65.10 netmask 
255.255.255.0 

Router (config) # ip nat inside source list 1 pool IT overload 


-11 3 l3J» f J JJ* ^cj^' 

dibl^j (j^J nat — PAT 


^ cUil- ^^192.168.1.0/24 u'>u 

. ^ J j^l 

Li JajjiLuj 192.168.50.0/24 u'A^Ll' 

Li RIPv2 -S' ^jVum j \ 

A<^ .iA 192.168.2.0/24 u' 

NAT -S' lSj^J^J^ (J^ A^ (JjL^alLuj 

4-1^ J 'a^ Ia^ 1a^ a \\ LljLla^^Li]| C_b^)ju ^1 a^ 3 ' cJ^ 

^IaJI 3^ lJ-^*-SI 3^LjL^I ^ ^ lIjLgC5^ 
^llaJjuo J 4-Lil£JI jAj ^(. j^kj A^\kl\ ^Lj j) ^ 

C5^ cJS-^ lS^^^ 3^* "'S ^jVlui J V' 

I^A Jjgrqij ^ jij '^Li ^j£JJ Aii*iIL ^ NAT -S' l5lS:^*^ 

JL^V' ^iajlau] CIjIjjj'^' (J^ Li JL^I A^ljlij Ia^ ^ i Jj£jJ 

3*:^ jJ 3j£^4-1^ ^ J Cljl£jjai]| ^ 























lIjI JJ 



r Server-PT 
www.google.com 



Server-PT 

WWW. a pp- g oog I e. com 




Lg j a j\x> 3 r \ V NAX Ala^^La 

Jijlij^ dil Lg jJJ ^1 4-1^ ^) ^ A\ Lljl£jjal]| j djl 

Jj£jjj^ J NAT ^ V (ji j ^ cJ^-^ NAT 

RIP l)^ 


^) l)^ a^iL^xJI sLi^l l)^-^ ! 

NAT cJj^J^J l )Ji ^ dujIljVI 

_ll Lg ^^iJaJjudJ J <Sjju1j ^-ilajou] 


NAT 


• ^Ull cijbl.ic.yi ci-astJ ^J R2 cJjVl (_s-ic' clj^"^ ^jiLoi ^jVl 

_11 ijj-» a"' J iaLLall (_gJc. bhJjLjjiil ‘ ^ j"' J iaLLa (Jjjtiij ^jiiuj • 

. RIPv2 

inside , outside cU ^ ^ u i (jiill caiJl ^ji .ij.iaJi • 

‘ ^ (j£juaJ (_^.aaJl J 'J ' Lq 

. ^U]| j^ljVI ^■■ 


Router > enable 
Router # config t 

Router (eonfig) # interface fastethemet 0/0 


riT 



































Router (config-it) # ip address 192.168.50.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.1.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router rip 

Router (config-router) # version 2 

Router (config-router) # network 192.168.50.0 

Router (config-router) # network 192.168.1.0 

Router (config) # ip route O.O.O.O O.O.O.O 192.168.50.2 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip nat inside 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip nat outside 

Router (config) # access-list 1 permit 192.168.2.0 0.0.0.255 

Router (config) # ip nat pool IT 65.65.65.1 65.65.65.10 netmask 
255.255.255.0 


Router (config) # ip nat inside source list 1 pool IT overload 

Router (config) # end 

Router # copy running-config startup-config 

Ja 3U j NAT-PAT J RIPv2 -5' ^ e>'^ - 

NAT-PAT J ill ' g 1 ^ (Ja I 

(Ja J RIPv2 I cJ-aaJ C V jl 1 )-“^ 


nr 






^ C1.I jijijii 

. NAT-PAT 



Route r> fenablB 
Router#ping 192.168.50.2 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds: 

! i i I ! 

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms 


Router# 





Router^ig how ip route] 


Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, lA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is 192.168.50.2 to network 0.0.0.0 

C 192.168.1.0/24 is directly connected, FastEthernetO/1 

192.168.2.0/24 [120/1] via 192.168.50.2, 00:00:05, FastEthernetO/0 
C 192.168.50.0/24 is directly connected, FastEthernetO/0 

0.0.0.0/0 [1/0] via 192.168.50.2 
Router#! 


j ‘ RIPv2 -5' R 



®‘ O.O.O.O 




rn t 















1 Physical | Config 1 CLI | 



lOS Command Line Interface 


Router#debug ip nat 
IP NAT debug^n^ is on , 


NAT* : 

3=192.168.1.l->65.65.60.1, 

d^22 4ro'."o'.T 

[1982] 

NAT*: 

|s=192.168.1.l->65.65.60.1, 

d=224.0.0.9 

[1984]| 

NAT* : 

3=192.168.1.l->65.65.60.1, 

d=224.0.0.9 

[1986] 

NAT* : 

3=192.168.1.l->65.65.60.1, 

d=224.0.0.9 

[1988]|| 

NAT* : 

3=192.168.1.l->65.65.60.1, 

d=224.0.0.9 

1 

[1990] 

NAT* : 

3=192.168.1.l->65.65.60.1, 

d=224.0.0.9 

[1992] 

NAT* : 

3=192.168.1.l->65.65.60.1, 

d=224.0.0.9 

[1994]| 


NAT* 

NAT* 

NAT* 

NAX^ 


3=192.168.1.1- 
3=192.168.1.1- 
3=192.168.1.1- 
3=1 92.1 68.1 ■1 - 


>65.65.60.1, 
>65.65.60.1, 
>65.65.60.1, 
>65.65.60.1. 


d=224.0.0.9 

d=224.0.0.9 

d=224.0.0.9 

d=224.0.0.9 


[1996] 

[1998] 

[ 2000 ] 

[20021 


J □ 


Router#^ _ 

Rout:er#[show ip rout^ 

Codes: C - conne'^ted, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, lA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 


Gateway of last resort is 192.168.50.1 to network 0.0.0.0 

R 192.168.1.0/24 [120/1] via 192.168.50.1, 00:00:24, FastEthernetO/0 

C 192.168.2.0/24 is directly connected, FastEthernetO/1 

C 192.168.50.0/24 is directly connected, FastEthernetO/0 
S* 0.0.0.0/0 [1/0] via 192.168|. 50.1 
Router# 


jj (J^ RX l)A£ jjai]| 

. V ji lU*:j (Ja NAT - PAT -11 Jj^jjjjj 
jL^ (jA Packet Jl^jj jLii^Vl lU*-j 

j ‘ 192.168.2.0/24 ^ Jl 192.168.1.0/24 ^ 

^ A^Ajs^ C \f\ lSJ^ R1 C5^ ^ 

cjVl 4 ^jUJI jjUjJI j NAT — PAT 

jA J Ijia. ^ liA Router # debug ip nat . 

(j^ aJIH]! a-iL^ 

65.65.60.1 > J JI 192.168.1.1 ^1J 

4^1jlSI aSjjI ji ^ j^)aJl ^AlaJjudJ Aij Ja 

• A \\Qi*\\ \ \ a - jaa ) ^ ^ ^ ( 1 )^ *^ y ^ ^ ” 


no 

































1 aViC. JILg 4 (3^ A^jjud]! ^L<L^ \ A ^Lc* ulj NAT ^ jV^*^ 

^ l>^l ^1 A^ )k^\ ^ \\ kk] Ajaju^ A^^jji ^tjuj^ ^tjuj^j i 


^ jx^ ^ j^ (j^ ^LaJI Packet -^1 a£jj^I ^ 

C5^*-^ jjjUjJI iSij^ ^ j% NAT -SI Jj^jj jji ^ 4 jlg^l jl ^JiUJS IP -SI 

■ S\ j) JaiJi ^l^)Ili.l ^ l)I-^ J ^ ^I^LiLujI ^aJJ 

j A£jjai]| ^Ji.|j j_^l ^j^LiJI ^^^-Li.1^1 ^1 ^^^1 (j^ ^IjlSI ^I j-^\ 

^^^Iill ^^L^LiJl ^jIjjlSI j ^I^^jjlSI A ^ L>^ <aj^)ia]| 

J^\ ^1 jii.VI ^ U.l£ 2uL^ ^ ^ V liA 4 ;^l^l Alf^l 

j^VI 

First Hop Redundancy Protocols = FHRP 


FHRP 


^j£jj <Sjju 1S| ^^^jJal^psI jl J ^jlj 4:.ljudj| A^j^ 1^ iFHRP 

j A ^juiSl ^SI ^jl^l JILg 

jLa. ^ ci-<^l (JC« A£jjai]| c_flSJj Alli^J Ji jl^l c^W l)^ rp (jlc.5^ C5 

^^^^^^1 ^^1^1 I^A ^<^Uui A^JjulSl ^^^-Sc» ^^1^1 ^^1 ^1 ^LSakjl c** V W 

u*Ml ^jl^l .la.) JjL^aa j) (JiaxJ .la) ^1 ^) (JJ^ (J^ (J-ojlSI 



Hacker 



^ f 




Server-FT 
www.google.com 

192,168,2,0/2^1 _ ^ 




2960-2ilX 

Switch 2 

Server-FT 

www.mail-google.com 


^ f- 

1 


1 

Server-FT 

www.app-google.com 


rnn 
































1 g IjT s'i ^ (j-a ^1 6^ ^_gJc. (Jj£jJj^>Jl l^A ^ J ‘ 

^^Lul 

j-ajll ^jJalj _jA La£ CS"^^jJajJ 

(J<a3iJ o.i^lj cj^ L)^ IP U^J 



Virtual 

192.0.2.3 



Client 

IP: 192 . 0 . 2.5 

Default Gateway: 192 . 0 . 2 .^ 


! FHRP cj'-^ diaJi (Jasij diVj^jJ 

FHFa5'S 
HSRPI mp 
CLIP 


1- Hot Standby Router Protocol (HSRP) 

2- Virtual Router Redundancy Protocol (VRRP) 

3- Gateway Load Balancing Protocol (GLBP) 


^jaLu) FHRP Jt Jj^jJdiaJj ^j-^ (^1 diVj^jjJ• 
La J ci^axj I a'll L)^ .^^)ixa (J^juIj dlV j^ ^j.a 

. ^jC- <jt j;lA.a ^_gA 


riv 
















A^jjulSl Aj-aA^ ^LujjI a qj^ ( 3 ^^ JjJaSi ^j)^j\ 


^ ^ jjjI j]| Sj^i fibljic^j ^ c.^j Gateway cr^ 

^J£jaui ^1 j) (JC* ^^ J’ (J^ 3^jlj ^l)^ 

3V ^jl^l .la.1 C5^ (J^jgiJ (J-<^ A^ Um\I 4 djl^jl^l 

IP ^1 ^ b* ^ A-1 aA j ^1 ^ ^ Jj AjV CJ^ A£jjal]| C_flSjlli 

^1 IIa ^** ^^**^ J 4 A^Jjklil SJdjl^Jjadil A-3^)XJ 

djIjLol^l Li <£jjal]| ^ (il^l jllll ^JJ^ ^ ^ JJ^IL^ A^jjal]! ^ 


IL^ djljl^^j ^^)ju1j ^^Luj cil^l^pll i^jj^ 3:^^^ j U3^ U’ Cy^ 

jllL^ ^ A-i*-nia k\\ ^ \^c> uij C5^ 


^ ^ unM^I jlijl^l j ^^^JaLiLa-VI jlijl^l 3^ 


:HSRP - 


^A^jjud]! ^JJoju Jaj ^^Lll ^1.*^nui ^1^1 (^JJaaJ ^ cJ^ 

jIa^I j jIja^I ^jj HSRP -S' Jj^j^jj^ j'a^I :HSRP version - 

^ qV^A*^ ^Lial j 


HSRP version 1 • 

224.0.0.2 all CyJ^ ^ ls j IPv4 2^' j^' j'a^V' CyJ^ ^ 

UDP Port 1985 -S' Jj^j^jj^ lUs j cijIjjjI jll cijIjL^ routers 

A^' 4 (00:00:0c:07:ac:XX) l>^j^' u'>^ c 5 ^ j 

4 jVqMI dL^ ^Ljaj ^ ^^Lll ^ ^1 

(JjJaSi uij 

HSRP version 2 • 

^1^1 (jjjLc- ^^fSc- ^jjjoia^l J Li\l ^^Lll 'L^ 

AjL^alla^ Joid ^jLc* 4,C> ^ C5^ 1 Ljajl j IPv6 (JJJ^LjJI jiA^yi J IPv4 

U.I cUs J IPv6 ff02::66 ‘ IPv4 224.0.0.102 (HSRP) -S' 

^1 jll jlA.-is!iU ^1J Qu j^l iiJL> ^1 jjc. (_^jlaj J t UDP Port 1985 Jj^jjjjj 

(00:05:73:a0:0X:XX) ‘IPv4 00:00:0c:9f:fX:XX)L>“^l-SljlA^!)U^lj j 

.IPv6 

: HSRP -S' Jj^jJjjj ^ Cjljjjljil Ajauu . 

^ JjV' jjj'jSl jA ^^_g-ui^'jl' jjjlj]ljj£^ jA : Actice 

jjjljJI JJasu ^ Jlji. (j'.^\ ^ ^l^Vl jjjljSl uj^ l 5^' : Standby 

• C& ‘ ‘'.^ ''^' ^ji'^J 1II _jA ^ I nj 


riA 




















^xiLuj ActiC6 jJ j\j^\ c-jLklil aAjs^ ^ c \f\ • 

[rtice cs-^'J^' j^jU' j^j'J' priority ^ J^' djjia 

: HSRP -i' ^L-j cjjfljj . 

jLuojU CIjIjjjI^I ^l\nui 4 CIjIjjjI^I HSRP-^^ l)(J j3rq 1J ^jij I LiAic. • 

^1 4 ^1 Jj 10 <£jjai]| ^ CIjI JJjl^l L-J^JJ ^Lujj 

V jl a£^I L^j djljjjljll ^Jc. ^Uj 224.0.0.2 all routers 

HSRP 

HSRP Configuration 

Router > enable 
Router # config t 

Router (eonfig) # interface fastethemet 0/1 
Router (eonfig-if) # standby 1 priority 90 

Router (config-if) # standby 1 ip 10.0.0.0 - 

Router (eonfig-if) # standby 1 preen^t - 

^_gXaC. ^Jrulaj (J-aaJ ^jaijoj j HSRP J<.5^ lji^)3iJ 
CjI jJjlj]l HSRP -i' JrJ*^ j c jJjJjiJ (>> 

; J.4xlyi CjblJfr I • 

. JjVl oiA 192.168.1.0/24 u'j^ JjV' • 

. A<^\ dIa 192.168.2.0/24 u'• 

. i-.i < (jn ii'\ cjljjjijil jdUiA 11^ • 

ri'i 


Virtual IP 
Group 











j 192.168.1.3/24 0/0 ^IRl JjVl jUjljll 

. 192.168.2.2/24 
f 0/1 j 192.168.1.2/24 u' f 0/0 R2 ,^1^' j:5jt 

. 192.168.2.3/24 

^ j 192.168.1.1/24 uj^ JjV' ^ Virtual IP 

,192.168.2.1/24 

Q-y Jl jJl jjc, ^j£lu] ^j^ALluL,a]l ^ • 

A<^ Gy -S' J^' u' ojS^ J 192.168.1.1 ja 

,192.168.2.1 

^J cJjV' R1 jJj'^' (,3^ l)^ jaiui A£fiud]t clitjt,ic.l ^jlc. Ua^)*j ^jV' 
diljJjl^t ^LLa J HSRP -S' J cS-astJ 

Router > enable 
Router # config t 

Router (eonfig) # interface fastEthemet 0/0 




2811 

Routerl 


:960-24TT 
Switch 2 


2811 
Route r2 


Router (config-if) # ip address 192.168.1.3 255.255.255.0 


rv. 




































Router (config-ii) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastEthemet 0/1 

Router (config-ii) # ip address 192.168.2.2 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastEthemet 0/0 

Router (config-if) # standby 1 ip 192.168.1.1 < - Virtual IP 

Router (config-if) # standby priority 90 

Router (config-if) # standby 1 preenq)t ◄- Group 

Router (config-if) # exit 

Router (config) # interface fastEthemet 0/1 

Router (config-if) # standby 1 ip 192.168.2.1 < - Virtual IP 

Router (config-if) # standby priority 90 

Router (config-if) # standby 1 preen^t ^ - Group 

Router (config-if) # end 

Router # copy running-config startup-config 


Router > enable 
Router # config t 

Router (config) # interface fastEthemet 0/0 

Router (config-if) # ip address 192.168.1.2 255.255.255.0 

Router (config-if) # no shutdown 

rv^ 








Router (config-ii) # exit 

Router (config) # interface fastEthemet 0/1 

Router (config-if) # ip address 192.168.2.3 255.255.255.0 

Router (config-ii) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastEthemet 0/0 

Router (config-if) # standby 1 ip 192.168.1.1 

Router (config-if) # standby priority 90 

Router (config-if) # standby 1 preen^t 

Router (config-if) # exit 

Router (config) # interface fastEthemet 0/1 

Router (config-if) # standby 1 ip 192.168.2.1 

Router (config-if) # standby priority 90 

Router (config-if) # standby 1 preenq)t 

Router (config-if) # end 

Router # copy ninnii^-config startup-config 


<.5^ HSRP 31 J^ j ciiljjjl^l iaLLa ^ UJ^ 

‘ ^ ^Liil j' ^jiLbUj R2 j R1 

(JSjuIj La <_(_)jb^S.a JSjuoj ^^Luj i 

. Actice 31 jjjljil Ljajl 

LL^ ^ 4 A ^ f ui\l (jVI • 

S 

^>>3? \\\ 1 g \ ^ L^jjujL^I 1.1^ J 

J ^ 4 4 qViA. ^ 4^ ua\l 

l)^***^ ^ l)^ J (jidi^ ^ ^ 

^ <jj (j^ J cJ^didJ A^Jjudll 

J]a*J 


rvY 










4j*-nia Lg ^jViui (jVI • 

. Uj^ 

; (^^1 ^J l1 C5^ J^ 


Router # show standby brief 


Routertif^how ^andby^rie^ 


Interface 

FaO/0 

FaO/1 

Router# 



P indicates configured to preempt. 




Pri 

P 

State 

Active 

Standby 

Virtual IP 

100 

P 

Active 

local 

192.168.1.2 

192.168.1.1 

100 

P 

Active 

local 

192.168.2.3 

192.168.2.1 


j OiJ^ Virtual IP ‘^j R1 JjVi JJjijli (Ji.)j ^>0 Sjjj^l ejlA 

^_yajlui (J^a*j (JL^ ^ j] ( ^iLuill clitt^y 1LLaS La ILa j 4 u>iI jjal jl 

.R2 jJjl^)il jt^Lall j■ ■’ <jj ^ j'L» (JSjuij a£jju 111 (J-astJ 


j:5jlj]) Jr. HSRP Cljtt.ic.1 (^jC- *Ual£ dlLa_jl*-a ^Jiui 

; jLilt jJ^\ ^jiiui R1 JjVt 


Router # show standby 


0 Routerl 


Jj£jjJ Jl CjLaJxa 0^ A^U2l SjjA^I J 


lal s 


Physical | Config | CLI 


lOS Command Line Interface 


Router#show standby 


FastEthernetO/0 - Group 1 {version 2) 

State is Active 

4 state changes, last state chan ge 00:18:11 


Virtual IP address is 192.168.1.1 


Active virtual MAC address is 0000.0C9F.FOOl 

Local virtual MAC address is 0000.0C9F.FOOl (v2 default) 
Hello time 3 sec, hold time 10 sec 
Next hello sent in 2.829 secs 
Preemption enabled 
Active router is local _ 

IStandby router is 192.168.1.2 1 

Priority 100 (default 100) 

Group name is hsrp-FaO/0-1 (default) 


FastEthernetO/1 - Group 1 (version 2) 

State is Active 

5 state changes, last state change 02:05:55 
Virtual IP address is 192.168.2.1 
Active virtual MAC address is 0000.0C9F.FOOl 

Local virtual MAC address is 0000.0C9F.FOOl (v2 default) 
Hello time 3 sec, hold time 10 sec 
Next hello sent in 0.115 secs 
Preemption enabled 
Active router 1s local 


| ,... Copy __ I Paste J 


rvr 















































u*MI (jVl 


\c=,m, 7z I 



(jl^^i*-!l Gy ^ ^) Ja^^U L^ 

j JjVl jiijljll ^ c5^l jil jA 1^ j 192.168.1.1 -SI jA j 

^^^i±Luj (J-a*JI ^jc. A^jjaiil L_iajjj V jlijl^l ^1 c_blij| ^ jLa. ^ J 4 A^l^l jlijl^l 
J ^jl^l C5^ C5^^I^)^^I CjI^^^I ^) 1"^ 


c (j^j HSRP -SI cj^ J jAjL^a^l ^jiiL<i (Jj£jjj^)^l 1^ ! VRRP 

<jlu^ jj£jJJ^>JI I^ (jI C_b^)*j ^1 (. J^kJj ^J^l-^ ^ l^JuijSl djlj^l ^ 

nW J j^uijui ^I^jI^I ^j^Tw (J^J j^uijui <S^)ju4 

4**ll "*kS)^;>^X> jl ^L<iJUj| C_fllla.l HSRP _Sl 1 ^ l 1 jI^)-l^ 

; (jj^)^l jIj ^J^S-Juj ^1^jl^l 


J Active C5^ HSRP -i' Jj^j^j^ cjIjjjIjII 

. Standby cr^ >j'ji' 

jjjtjit J Master cs-^'j^' ^'jjj'ji' cs^ VRRP -i' Jj^jjjjj t^' 

. Backup cs^ 


Active = Master, Standby = Backup 


rvi 




















































OSPF and EIGRP using IP Protocol -i* ^ - 

J CHJAI (^1-4 ij jx^ - 

Virtual Mac Address = 00-00-5E-00-01-XX 
224.0.0.18 Hello Packet - 


VRRP 

VRRP Configuration 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/1 
Router (config-if) # vrrp 1 priority 90 
Router (config-it) # vrrp dby ip 11.1.1.1 
Router (config-it) # vrrp 1 preenq)t 


rvo 





















Ia LLoS lIjVC 5 ^W L)^ Jj£jjj^>^l 1 ^ ; GLBP 

(^5^ Ljajl j ^OSI A^l^l A lJ^ Cy^ 

^LajojI j 6 j£jud^ ^jj^ jA j Load Balancing ^1 j^l (^jj^ 

^ ^^Luill diV JjJ^>^l (iF' c 

jjjljil life Active Virtual Gateway (AVG) • 
jjjijil 1 ^ Active Vritual Forword (AVF) • 
. Multicast ip 224 . 0 . 0.102 L)ljj*^l ^L-j JL-jl ^ (J->*j • 

. UDP Port 3222 -SI • 

.Mac Address 0007 .B 400 .XXYY • 


AVG 

AVF 

CiscQzina 1 


Virtual IP 
172.16.1 1 

Virtual MAC 
0007.b400.0l0l 



i/H 


ai 


FasOn 



AVF 

Ciscqzine 2 


✓ 


Fas0.n 


Virtual IP 
172.16.1.1 

Virtual MAC 
0007. b4D0.D 102 



PC_Client 1 

Oefaull Galeway: 172 16 1.1 
Gateway MAC. 000r.b400.0l0l 


PC_Cllent 2 

Default Gateway: 172.1 fi. 1.1 
Galeway MAC: 0007. b4nO.D 102 


GLBP -1) 

GLBP Configuration 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 
Router (config-if) # glbp 1 priority 100 
Router (config-if) # glbp ip 12 . 1 . 1.1 
Router (config-if) # glbp 1 preempt 


rvi 

















Network Time Protocol (NTP) 



<£jjul]| ^ djS j\\ j ^ uJoj ^JjjjA ; NTP 

uJo\ A j) (JLg a ^ u*Ml n^)^l ^l^jjujL^I <c*Ijuj 


.123 ^ jj^ C5^ ci^ J UDP -SI Jj^j^jjj NTP -SI Jj^j2 jji • 


NTP -II JjSjjjjj (jjbljcl 
NTP Configuration 

Router > enable 
Router # config t 

Router (eonfig) # ntp server 192.168.1.100 
Router (config) # ntp authentication-key 1 mdS cisco 
Router (config) # ntp update-calendar 


® LS^ ^ dijll JsL^ c>aLk c3:J^ (jc. j) Jjjlj]| ijc. jl 



^Ull 


rvv 








































Level ( 4 ) 

WAN 

WAN Aiju^j ji) ^jxui.Aij (jdM 

379.Wide Area Networks WAN 

386.Point to Point Protocol PPP Alaijl] Alaijll JjSjjjjj 

388.Authentication Methods PPP 

394. Frame Relay Protocol jla) J^jj JjSjjjjj 

405.Multi Protocol Label Switchii^ MPLS 

408.Virtual Private Network VPN 


rvA 










6^ J.W J ^-9LJUj| J ^ ]^it*\ A ^ uVJl ; WA.N^ AjLujt^l 

jl ^-UUUJ^^ ^ 4 ^jJox^l ' ^ ^ Cljl£jjud]| JoJ^j jJ ^ ^ 

J ^IjlSI (Jj^ J 

I Leslie. ^ ^Luui j l)j^ j u*r^ ^ 

^^^Illl 4 ^jujI^I A^JjullI 4** 1^*1 ^ (JLl^VI (jJ- 3 j\l .^tj (JLl^VI 


^jj ^ ^j£Jj ^ l)^ j’ ^j^)^ 1 ^ 

<j ^ C.5^^ A^^l A^Jjudll ^X-ual^l A^Jjudll L-fl^)juj| ^** ^^**^ ^JL Ljajl 

A^l^)i-^l ^j^LuiaII 

djl^jl^l JliA ^jA A£jjai]| ; WAN *1 IjLa 

A£^)jaiJ 4jL^Li. Aj^Ia (JJ^ j djI^lxAll dIa ^j£JJ 4 l1jI^^)JjuJ| j lIjIjjujJjjuJI 

. djVL^VI 

^IjlSI ^jA^k -lajjj ^jljujIlIujIIjVI a£^ JIa WAN (JIiajj 

(JllA S.1^ <SjjaiJ (JjL^alli ^1 ^jlIalLuaJ dujIljVI A£^ (J^ ^ 

\\\ \ uJo3r u JljL^ajVI Wum 1 LiJ) Uu\l dIa 1^^)a) 

J dujliVI ^j-Ax^aliA Uj) (JlL<i ^^ l3:^^>^ O^ 

^j£jj ^j^iiajLuis ^^uVi JIa 4 ^VAN A^\kl\ c** 1^1 

(Jx^l jjII ^AlalLuJj cil^ clx^alli (J) lil ^ *QJ^ (J^J c^ 

^ A^Jjull ' ^C5 ^^ ^-xjaI<^J julll O^J ^ 1 1 L >>* 


rv^ 


















<^) c> Packets -i' ci^c> ^ j 

A^Jjudll 

jOSILayer-St ^ c> C5^j'^'^ WAN-S'^ - 
^i\i' (2' ^1 L^ ^ AVAN 

(J£jujj Wiui \ \ -3 





^jSL ^jAi«i WAN Connection Types A*«ljil JUajI ^^Ijj) 


Leased Line, 2- Circuit Switching, 3- Packet Switching 


ciiVlk^jVl t>« ^ JL^Vi t>« 1^ : Leased Line 

Leased Line ^ jU^U ^jii tiua. 4 iSP ciij jiiVi Cy^ j' 


Ajl '■» -^' .1^1 i^^)ILlLo ^ La 

(_j '^'' c ‘ .' ^-uuoiy^l ^1 ^ \l ci]i£jjjall 

WAN Encapsulation Protocols 


Leased Line 



HDLC. PPP. SLIP 


■Z. 



: Leased Line -5* - 

1.1^ 4x.^)juj J 6<S^)jal]| -1^1 A^ til^)lLalJ V J 1-1^ • 

^1 VJ S^lJ sUS ^ uj^ 

A 6 <^^)jai]| .1^1 V J 1.1^ 1.1^ L *<iKx> A (J^ • 

lIjVIj^^VI A^\il )J til A^\il\ JL<i 4 J ^jujLui^ djUl^ ci-^ J 

A^\ djtjujjujy^l diA W djL^jjudll^ 

.djUjk^lJ djUl^l Jii ^ J jUl j^l Leased Line 


jl bli<i j^l L-iiajj Leased Line cir^jia 

(JLl^jVI (J^ AdxJ Ljajl^ 4 djLu^^^judll^ djl^^l^l JaJ^I 

.Leased Line lU*^' C 5 ^' cijVj^jjjj^I (>a3u 


rA* 


















Leased Line -5' ^ cijVj^jjjj^I • 

. HDLC , PPP 
Jj^jjjj^t tjiA : High Level Data Link Control (HDLC) ^ 

djL^JjUdll 4 ^LxJ| i U 

V) V (Jj^jJj^)Jl 1^ (J) C_b^)3U ^1 L_L^j \\\ L<i (JLl^VI 1 g 

Aii3L9J (Jj^)Jjud]| ^LLg Ja^ j)^uljul lIjI^^Ij 

J^jllJ^^^ jL.jVI JjS U djUl^ C < iL^xj HDLC-S'Jj^j:5jj^ ^ 

. IP Header -1' c> ^tA^' j ‘ 

j)^ 1 iij 1II dboLa ^1 .Ixj HDLC cJ(IH® uO"^"^) ^ 

cJj-^' ^ La£ 6 cr^ Cy^ JjVt jtAi^yt 1^ HDLC 


standard HDLC 

Flag 

Address 

Cortrol 

Data 

FCS 

Flag 


• Supports only single-protocol environments. 

t_a^j*jj (^1^1 ^V' Cff^ c_a^)x!lj ^jl .i*j (Jjjk^alilLj eJA (j-a (J£ ^j^lui 

Jji^ 7 (.5^ c>“ jIaj^VI I^ HDLCv2 -'^ 

^jAjjuij Proprietary -la^ .i^lj ^Uial ^ 4_j| ^aLJI ^ 


Cisco HDLC 

Flag 

Address 

Control 

Protocol 

Data 

FCS 

Flag 


Uses a protocol data field to support multiprotocol environments. 


Frame j'-l='V' ojj^ c>- Jj>-^' ja JiaJI IjiA; flag 

jjUaVI (J^ L^^IILujI kk\ \ g X ^aJJ (^5^1 ^1 C** n^ djLG^^Lt^l 

.8 bits (j-uiij 


rA) 






































jL^j jl g 7k j JP Jl l } j>^I lM' : Address 

•8 bit ^->7k^ j ^ ->g It ^ (Jiilui^l 


(jLjUJjj \\ 1 ^ JiaJl li* : Control 

cJ^ ^ ^jii ^Flow Control ^-Lal^ ^ 

.8 bit lI^jV^ 

ji ^j^aaII ^ ^jii^jaiAll Jj£jjjjJI jj^ JiJI 1^ : Protocol 
LLC Header -SI PPP, HDLC -SI 

^LaJl ^j tdjlijVI lS^ ^ J:^^ C5^l ^l-^l-r^^^l (iF' cJJJ-'^J^I cJ^^I ^ I Data 

jIliA 1^ J C^l cJ^^I 1^ ^^^ajuoj 

' ^ t,** ^ tAJLujjj jUaVI ^ja ^ (J^^^jujaII I^A J FCS 

<jtjuojj jLlaVI ^Jqj i k) FCS -SI lS^ (^\ J ^ 1^^ 

^Lla^l ^1 Ia] lit V jl jliaVI 1-^ lS^ ^1^^ ^)^^l 

«C3*»»* ^ lS^-^ A^iIaxJI 

j^I c^ jI-S^VI l)^ Jj>uia]I lS^I I^ : Flag 

^ C5^S ^l-^^^i*A]| l\l SJjIjla ^^juj l^lgJ jLlaVI 

SJ jljtA J K k) La^^Uj 1 g j\c:> ^>S^I (^\) ^ jl^VI ^I^WSl jLuJjl J (Ji^l 1.^ jLlaVI 

Circuit- ^l^^i^l cjl£fJ:i]| ^ Ia jjIj^I Circuit Switching 
j^La Uj^ j) J^iiuiAlIj Jjuj jaII jjjLgj^l jji cjUL^I Jii] Switching 

^1 a Uq'i ^Ij^l ^1^ ^Ludjj ^ ^ djUl^l Jii] 

^1 ^l^lklLujU Ijla ^Ij^I fi^A JaJ^I (jJjLg-^l 

^AlLlj (J,0' (2 S' (J^ (J^l ^-C*^)juj L>^ «.L^yi jja 


HDLC. PPP, SLIP 


Circuit-Switched 


I ii 


- jr Telephone 

_ - i Company 


t ii 


: Circuit Switching -SI - 

^ Lj^)ia jSluij A <A^ (Jl<i Reverse Charging a qKMI 

^ ^ ^^fSo ^btJl 1^1^ jI^)a]| ^jA (Jj) JLl^I I Ia^IIC' 

^ ^\r"- 

Call ^^-^1 ^^Sl ^1 "S^^lj cJS >>^*^^1 (j^ ^^^1 1^ U“^ 

.Redirect 


rAY 













^jWum 1 Uj) IIa Oj\j^ djJj^ Jj <j) ^-<i-ulJ J 4C Vllg\l 4x.L<UuJ ^ 

jLui^l JlisI ^ Wlui 1 ^ C—fljL^I <C*Lgjuj (3^^ ^ L^dic* JljL^ajVI 

: Circuit Switching -Ji VJ:J^ - 

(JiiJ <C.^)jud]| ^A^jjud]! (J^IJ 

Jijxjud/iL-j jjujL^I ^l£ J L<i L-j jjujL^ ^ jt cJ^j) l)^ 

4<j ^jl^uij lA.buj A^ ci-^ iaiJI ^gVn\ L-JjjujL^I jUiUjU ^ 

^)il JljL^ajlj ui\l 1^ C-fljL^I j) d^lj (J;>^Vl I L^dic* 

^ ^ ua J^^xjuLg Jo^I ^ai^llll ^^liaJjuoJ ^ Aj (JLl^VLj ^ 

Jo^I ^ ^\1 jUilliVI ^-dllc- ^L^l 

Ajui^ ^aJSlllIj Aj (JljL^ajVI 


lLujJ 


Jaid ^y\\ (J^ Lg Ja^ <j| ^1 ]^\\\ 4-1^1 -V 

^^Ij ^J 3<«JIj j Jo^ ^LuIjU ^jqj kk] Jaia i djUl^l 

A^ -IxiJI i}^ 3^ ^) V S3^-^Vl 

Aj ^;llalLai^ 

(Jj£jJj^)Jl (Jjoii ^^didjuaJ ^1 g C5^ 1>J ^Uaill 1^ -£ 

nj Li 

^LuiVl jAJ UU^1 djl^l ^^ La jbu ; Packet Switching 

^uLc. I^A ^J 1.^ C5^ dj^L^VI dlKjui 

V ^Lajll IdA iA^Ludll ^ ye^\\\ (JLjjjVI ^^Lc» 4 qViA. a (JLjjjVI 

L^Lujjl S^)-iijL^ ^3^ ^ ^ ^ajj (Jj cJ^daj ^Luj^l 

4jL^VI^Ljj^) 11 Lg-ijj£j S^Lc-L J^iluiAll ^ 

lIjLg^^Ll^I ^^Lj 3^ijjui^l 3W^ ily^ 3^ ^LjaL 



Lg Jaj^)^ Serinl 31 3^1^^ C 5 ^ ^ jLc> ^\ 1^ i\l I^a 

Data Communication Equipnient(DCE) cs^j 


aLujjL S^jjijL^ ^3^ ^uiLq^ ^Lqa (J£judj djLl^l ^3^ 3^^ 

^3^^ 3^^ 3'^*^ ^3^j ^3^ 3^ i\i'^ o^ 3'^^^ 3^-^ 


VAT 























(J jjL^j ^Hc. (J^J cJ^J 

(j£jalJ L^j\)^^\l jl g ^ W 1 x>g j\unj S.1^1 j ^J^Twl 

: Packet Switching - 


WluiJ C** 4x*^)jud]| U’ C5^ ^ 

, AijljuJI 4 jVqMI JiLi CIjV c>^ IU’ ^ J ^ jjudj 


I 4^3^^ ^ J L3^)*^A^ ^ dj| jLm^l ^3^^ l)^ j) 

I (3^ ^LuiaII ^ LgJtjuj^l ^JJ ^ 


-r 


j) ^3^^ ^J 3^ ^Uaill 1^ ^3^^ ^J 3^^-^^^^^ (3^ 

3)V ^3g3^-^^ 1J)>j>i 3^^ 3^^^ LgJj) 


A ]^\\\ 3’ A? C5^ U’ CIjLg ^ ^ 

3^j^ 3^^^) cijLqC 5^ <^^)xii] 


/Qj* f-A C5^) ^ g ^J|>)^1^**1 A^ cA^ ^lua^A^ ^LuJ^I C5^ 

^diUlAl ^3^ 3^ /giuiVIJ 3 ^jV^ A^ djIjLm^l (. J>J -Y 

c3^^ ^ A* A^^^ djLd^ ^ J -V 

C_fl^)xli 3 )’ ^ ^ ^ 7 -J ^jljujIA^ ^cA A^’ 3 ’ 3^ 

3^ )>^*iVij -AA^ 4 Ac. 1 ^ 1 ^ 1 ^ 1 ^ ^ ^g a\\ lIjV^AAj^A^ 

Packet- tijl£^l (^^1 j4»-^' jl Jj^jiijjJt ja : X.25 

Data Communication Equipment o^ ^ ^'j^' J^j jAj Switching 
Data Terminal Equipment (DTE) ojjj '-^ u^ c3^^ j (DCE) 

A^jji qC- SjIjc. -iSj X.25 cJj^JJj^ ^^IjlLaJt (Jl^ c^^J 

. Gy j^ Router 

diaJj ^J-^ ^’’iV'ij)^ 6^ (j-o (Jj£jJj^>Jl liA t’'n^ X.25 cJ_jj£.a 

: t_ajjulij ^ OSI Layers -J' 

j^ Ai^l ojiA Physical Layer <^jV' Ai^l ^ J.«j 

.t ^' .Till CLijj^^ ^1 (J.axj 4JV ^^Loll ^ a'l-»tl 

<-^ J Data-Link Layer ^'-iW^' j -''i' 

,<ja cllUl^l JJ (J^^>*-a (JiLa 1 ^ ^ dlUl^t -laj J ^_gic. 


rAi 















. Packets ^ lU*^ <^ 5^1 <afk]| dIaj l 1 jKu*MI 


: ^ Ai^t ^hVuAit ^ tJL4i ^^411 ^Vi 


j\\j jLL^VI j^^j2i ^jVI <afla]| 

djUl^l ^ ^ cJ^-^ Ai±Ia]| J ^ Full Duplex -^i 

Um\I L^j\)^^\l C 


^ ^ j2i J 4A1uj^)^I lIjUL^ L-J jilaal (><^3^1 J jil jIj ^Ai±Ia]| 

^1 J^ <j£jjai]| Aifla]| ^ (^ 5 ^ djUl^l 

DCE -^i o^ (^i diljUaVI ( 3 ^-^ ^ jij J 4 ^Ull Ai±Ia]| ^ djIjUaj 

31 X.25 -^i ^-LjLc* w*iuix>\l DTE , 

HDLC 


4 ^_L^alL3l S3^-^VI (J^ ^ ^3ALla]| ^Ij3l a 313I Ai3a]| 

jjj ^ 13 ^ UJ^J ^ *0J* C5^) ^-kjuiVij Iju^i) ^j2iJ 

di ^^^31 ^Lla^VI \ ^j^j ^ s3^j^Vl (j^ ^ 

JLujjVI ajL^ 




djli3a dj!>lj ^1 ^xuiLj Packet-Switching -^i cijH^ ^31^1 

. OSI Layers -i' 


Physical Layer, Data-Link Layer, Network Layer 


Network Layer 


X.25 PLP 


Data 

Link 

Layer 

LLC 

Sublayer 


LAPB 

Frame Relay 

HDLC 

ddd 

SDLC 


MAC 

Sublayer 


<0 


Physical 

Layer 


Q 

S 

CO 

X.21bis 

EIAmA-232 
EIA/TIA-449 
V.24 V.35 
HSSI G.703 
EIA-530 



OSI Reference Model WAN Protocols 


rAo 




































Point to Point Protocol (PPP) 


Serial 1/0 



192.168.100.1 /24 192.168.1.1/30 


diL£jju^l (_)j ‘ ^\l ^ ' c> jA : PPP 

j ‘ OSI Layers -i' c> Data Link ^ JjSjjjjJI tjiA Ja*j 

^ <\Tu HDLC j)^ I nj 111 4_j^La A un\ 

Aj.i] (Jj£ liA PPP -It cJ(.5^ i3j^ 

.HDLC -^t CS^ J:J^ cij^ (j-sajL^iJlj clllJ jaaII 

ajs. \iA Header -S' l>^ jaj Header c> PPP -S' Jj^j^jjj uj^ ^ 
. cSj-^^' J* S^ HDLC -S' Jj^j^j t-ajjaix 



1 

1 

1-2 

2 

Variable 

4 

1 

HDLC 

Flag 

Address 

control 

Type 

(Proprietary) 

Data 

FCS 

Flag 


V t 


ir 


V 


Flag 

7E 

Address 

FF 

Control 

03 

Protocol 

(Startdardized) 

Data and 
Padding 

FCS 

Flag 

7E 

1 

1 

1 

1-2 

Variable 

2 or 4 

1 


lU*:! HDLC -S' Header -S' V ^ o' 4-^ u^j 

> >>T \ A-diU f.'-ajbuV' i PPP -S' Header -S' 

V t—ajUajl' (jiaxJj HDLC -S' (Ja*J i—ajUaj]' (_pa*J .l^jJ (j^J 

0^ (J^ O^J ‘(^S^' <-)j-^' l3J^' crS^ L-sjxHui PPP -S' JjSjjjjj (Jaxj 

o.ij-aSl cii' 0 j.a-a]'j HDLC -S' Header j-aSl cii'Ojaa]' i— a^)*iil'j 

^ jOij Aj^j^ \dA ^ji]' Header -S' O' >44^ PPP -S' Header 

\ 0^1 W" t-a ^-k^aj o' ( 4 S i' mil 


rAi 









































Feature 

HDLC 

PPP 

Error detection 

Yes 

Yes 

Error recovery 

No 

Yes 

Standard Protocol Type field 

No 

Yes 

Default on lOS Serial links 

Yes 

No 

Supports synchronous and as 
asynchronous links 

No 

Yes 


.HDLC J PPP -it ^ 


, J fAjSL PPP J1 JjSjJJjJ ^ - 


, Network Control Protocol ^ ^UJI jaj JjVi ^xuill 
^1 ^ U Encapsulation -S' j (NCP) 

^ CIjV jJj^)^' j ^J^J PPP -S' cJj^J^ 

IP , IPx , Apple Talk -S' ciiV jj Network Layers 

. L>^ 


Link Control Protocol (LCP) J^UJI ja j ^\ -Y 

J ui Lg A-iL^ 

jSri. ^A^lLoxJl 6^ PPP -S' 

PPP -S' (J^ ci-^ ^ ^ *QJ^ 


a-iL<«JI fi^Aj 4 Negotiation (j:^^ S-^ A-iL<«j 

A j ^ JaJ^I ^1 ^llill 

djUl^l ^ :i£l:i]| a- 4^' J Authentication c3^ ^ 

(JLujjV' ajL^ju ^^^kA 4 V ^1 (j-ii£jjkl]' Lg (Ja lIjLg ^ 

Lg (jjajLiilU cijKjui\I ^fi^A ^ Conipression ^'-^'-r^ ^-V 

Li 1 g W uijj ^Vnui djUl^l (jLiiV' 4 ^>>3? Jl -kg ;>>i3r J 


c-Liiill ^ U LLuk Ji^j JU. ^ Error Detections UiASW .£ 

Header -S' ^ jS^* SI ^^a a qjjj 4 (JLuj^V' a-iLc* ^J^ <jc* 

^1 Jjj djUl^l Ljjiia SJjLt^ ^Vnui (J^i*^ Uai. ^j ^j aJLuj jj aAjs^ (J^ 

<£jjudil aJLujjIj (J^ ^llJ' 4jSx>c:> ^alll] UaiJi 

^ ^ ^LiL«-S' 4 qjLj 4]VIijltilink ^ lIjVjj^ ji' 

dj'jLud^' cil^l jllll ^ ^j-li£jjkl]| Li -SaJjIi lIjI jLoui J 


rAv 

































PPP Authentication Methods 
J) U (>» Jlaai) Jjla 

PPP 

PPP Authentication Protocols 


PAP 2-way handshake 



CHAP 3-way handshake 




Remote Office router 


PPP -11 JLljl£jjai]| Lo ^ ^jlj I 

jl CJ<^\ Lo lIjLo Cy^ 

^ x>"\ J (jl 1>J (J^J (J^3r 

^ l)^ ^aixJ ^1 I^J j 4 djLo^^Lt^l (Jil3 ^ j\^C> A^Jjud]! 

U djUjLt^ j) JIj^I ^\ ^ Authentication -i' 

djLo^ W^\l ^ lij 


: ^l:i]| (j^ Authentication -S' c3^' - 


Password Authentication Protocol (PAP) 

^1 4-1^ 6 djbl^V' ci-^ (1 p^ ^u' S"^ djbl^j A-Aac- ^ 

J ^ User Name and Passowrd 

C 5 ^ Jli<i 4 Authentication ^ jl ^ 

1 x>g nj SajjjJ A^jui ^ jjj'jj A^jui ^ jjjlj (j'jJj'j c-J^jlL ^Lo^lic. tAli 

^j qj kk] ^3?jj}a\l djLo^^Lt^l PPP -S' 

_5l ajL^ju aAc* ^u^ djLo^^LtAI ^ ^ 

J ^jii^LuAI ^J ^lAI cijUI^I aJ JjL aA^ ^J Authentication 

c:iil£ lA ^iaAl Ujbuj 4 User Name and Passowrd jjj^ 

^ ajV aA^IAI djLo^^LtAI ^ djLo^^LtAI 

^lA' jlij'^' (. j\}aj c^AI JjV' JJj'j^' ^jA 

aA^j ^..l^JLudAl ^xjujI ^^^lAl AjAct AjI ^Axj jI ^ ^ j ; Ik^ ^ ^ ^ A 

. j:^J Clear Text j^^ lS^ jS L^JA ^ jjj^' 


rAA 





















Challenge Handshake Authentication Protocol (CHAP) 


_Y 


‘ '^L. JLui^L Ia^ (_^a1 I diLa^' /^ ^'^r■- 

User Name and Passowrd jj>^' ^XJUjI djLd 

{JjuJjJ J jVI ^ (j) ^1 (. J^kJj 4 <judij C^^)Jl!1]Ij JJ jI^I j)^Vn V ^1 

L-jIL ^Uj) J^ijaLill 4 ^^ (^5^ ^)ijaui j 

j^Liull ^Lkb 6 j:ii^ 4 User Name and Passowrd -S' 

.MD5 -S' 


PPP Authentication Protocols 


Central-site router 

PAP 

2-Way Handshake 

Remote Router 

V 3 r 

Username: R1 

Password: cisco123 
-► 

Accept/Reject 

<- 



Central-site Router 

CHAP 

3-Way Handshake 

Remote Router 

& 

^ Challenge 

Username: R1 

Password: cisco123 
-► 

Accept/Reject 

^ - 

A 


A (Jj) \\]^ JLujjLj A-iL^ju lSjV' Ja^^U 

L<u^ 4 djLti^ jS^*t ^Luj^l djLd ^^Ll^Ij 

a^iL^xj ^ 3^^^' ^ jS^* t Cj^ JLujjU ^jij ^ 

djLdCjUall 


: Leased Line Configuration -Ji j ^ oVl i-ijfcu*- 


rA'i 



























Leased Line Configuration 

Router > enable 

Router # config t 

Router (config) # hostname R1 

Router (config) # interface Serial 1/0 

Router (config-it) # ip address 223.255.255.254 255.255.255.0 
Router (config-if) # encapsulation ppp 
Router (config-if) # ppp authentication chap or pap 
Router (config-if) # exit 

Router (config) # username R2 Password ciscol23 



^j£.a •' f J°'' ‘" CLiLI^VI (. 5^ AxJ 4- 


Serial Cable ‘ 

• La^ (JljJJjaJI ~jg'■ ■’ VjU 


^ Routerl I ■=! 1^ ^ I 

Physical [ Config j| CLI| 


1 NM-2W 1 

r 

1 NM-4A/S 1 

ll 

1 NM-4E 1 

1 NM-8A/S 1 

1 NM-8AM 1 

NM-Cover 

|M-ESW-16| 

1 

1 HWIC-2T 1 

llWIC-4ESVj 

1 HWIC-8A 1 

^IC-AP-AGj 

1 WIC-IAM 1 

|«ic-ienet| 

1 WIC-IT 

1 WIC-2AM 

WIC-2T^ 

^/VlC-Covei] 



Physical Device View 


Original Size 







Customize 
Icon in 
Physical View 


Customize 
Icon in 
Logical View 


The dual-serial port WAN interface cards (WICs) feature Cisco's new, compact, high-density Smart Serial connector to support a wide variety of electrical interfaces when used vlTfTOFSPPTOl)riate^ 
transition cable. Two cables are required to support the two ports on the WIC. Each port on a WIC is a different physical interface and can support different protocols such as Poit|-to-Point protocol 
(PPP) or Frame Relay and Data Terminal Equipment/Data Communications Equipment (DTE/DCE). 
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^lijuaj C-blLU LL<i3 ^1 .bu (jVli (jUj^LuJl ^IjLiaj JJjl^l jW^ cJ:^*-^ 

VI uij Aj ^^^JjujJ (^tj^^^jmll dj^^ C^ 1^ i)>i\ CjIj^.^Ij ^j^Vuj>i 

^ ^ 4 (^^^Vl ^-^•^^1 ^ ^^^JjujJ (^>^1 (,JlLd (^Jijuj) 

(^Ij^^Jjudll dj^^ 4 a 1 i >>1 \ *^x>^ ^ ^J^JUdll l«^^ ^ V i ^.^.joill A^\ ^tjuLd L^ 

^jii ^1 ^ Uj^iVi Vj i ^^(jl ^ (J^J 

. (^'-^' JJj'j^' C5^ ^^>]all 

^Idll ci^l l3:^^>^ L)^ O^ ^ ^ 

cJ^-^ ^ 


I 


Se 0/3/0 


r 


Se 0/3/0 


Z^l 

]u^rl 


2i 
Ro 

fO/0 

I 

192.168.1.1/24 


223.255.255.253 


PPP 


223.255.255.254 




2 

Ro 


|1 

Jrer2 


fO/0 

I 

192,168,2,1/24 




fl, 

PC-PT 

PCI 


g. 

PC-PT 
PC 2 


Lg Jaj^pjuj (^5^1 4-Sjjud]| ^1 ^aijtJ ^1 I^J 4j^uJalj A ^ uVi\lj ^ 1^ 

PPP -5' Jj^jJjjJ 223.255.255.0 u'^ c^' 

(JllLaj]*-a]t (J^L^ cr^ 

R1 Jj'^^ cs^ ^jAjjuij t4^Jjulll (_^lc. (_^la3i]| ^vt ^jijju) 

• 4^1jl]| diLl^yi f J^J 

Router > enable 

Router # config t 

Router (eonfig) # hostname R1 

Router (config) # interface Serial 0/3/0 

















Router (config-it) # ip address 223.255.255.253 255.255.255.0 
Router (config-if) # encapsulation ppp 
Router (config-if) # ppp authentication chap 

Router (config-if) # exit 

Router (config) # username R2 Password ciscol23 

RX cJjVl A jllMI 


^ Routerl 

Physical | Config J CLI 




lOS Command Line Interface 


press KhTUKN Lo g&z scarteai 


Router>enable 
Router#config t 

Enter configuration commands^ one per line. End with CNTL/Z. 
Router(config)#hostname R1 
R1(config)#interface sO/3/0 

R1(config-if)#ip address 223.255.255.253 255.255.255.0 
R1(config-if)#no shutdow 

%LINK-5-CHANGED: Interface SerialO/3/Q^ changed state to down 


R1(config-if)# 


R1(config-if)#encapsulation ppp 
R1(config-if)#ppp authentication chap 


R1(config-if)#exit 


R1(config)#username R2 Password ciscol23 
R1 (config) 

%LINK-5-CHANGED: Interface SerialO/3/0, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO/3/0, changed state to up 


R1(config) • 


^ Copy Paste 


R1 # copy running-config startup-config 


Rl#copY running-config startup-config 


Destination filename [startup-config]? 
Building configuration... 

[OK] 

Rl#| 






































• f R2 (.5^ (jVI ^jiloj 

Router > enable 

Router # config t 

Router (config) # hostname R2 

Router (config) # interface Serial 0/3/0 

Router (config-it) # ip address 223.255.255.254 255.255.255.0 

Router (config-if) # encapsulation ppp 

Router (config-if) # ppp authentication chap 

Router (config-if) # exit 

Router (config) # username R1 Password ciscol23 


Ip Router2 [ i=i | ll | j 

Physical | Config | CLI | 

lOS Command Line Interface 

— W-LLil UJ-ULXWll U.LU.LUtJ 1 - [ ^ ^ .J / iiUJ . iiU 


Press RETURN to get started! 


Router>enable 
Routerfconfig t 

Enter configuration commands, one per line. End with CNTL/Z. 
Router(config)Ihostname R2 
R2(config)linterface sO/3/0 

R2(config-if)#ip address 223.255.255.254 255.255.255.0 
R2 (config-if)#no shutdown 

R2(config-if)# 

%LINK-5-CHANGED: Interface SerialO/3/0, changed state to up 


R2(config-if)^encapsulation ppp 
R2(config-if)#ppp authentication chap 

R2(config)#username R1 password ciscol23 
R2(config)# 

%LINEPR0T0-5-UPD0WN: Line protocol on Interface SerialO/3/0, changed state to up 

L L J 


R2 # copy running-config startup-config 

r'lr 




































Frame Relay Protocol 

CjUjkAll jial JjSjJjjJ 

DTE 
Router 2 


DTE 
Router 3 

‘Packet Switchii^ -S' c> iFraine Relay 

J^judJ C5^ A '^\\ kk)\\ j^l ^ s IIaS 

6.1^ ^^^-AjuaJ C5^ CJ-3^ A^Jjudil L^tjuJjj ^JJ (^5^1 (1)^ (Jg 

a-iL^ 4JIjl!I 4-c*^)jud]|j 4jVqMI 4 Frftiiic 

L<i 4jVqMI ^ jjuj ^jlj j UJ^J Cj^ ^ 

\jhj J:^! ^L*ill djli cijLui!l]| ^ :i*jj ^ 45 kbps j 56 kbps 

^ djUl^l jll] 1^ ^-WijudJ a 31 dili Lgil ^1 ^Ljaj J djUl^l ^S±i 

: Frame Relay -S' ^ J^ <^' ‘-iiUajil ^1 

JIjSiLujVIj JIjujjVI ajL^ 1^1^ 1^1^ a31jl!I <c.^)juJI djli 

1^ ^jii^ Lijl£jjai]l L<i a-Aac* 

.X.25 -S' Jj^jjjjj (i:JjSa tjc. ^_pJl JjL^ ^ -T 
CCITT/ITU J ANSI ei* diljLw-a ^jc. JjjjuiaII -£ 

djU^i sjl^ jAj Frame Relay Forum ij^ <^1 

. Frame Relay j o^ 

i-ii<'.T,ll La -SaJjJ 1^ A£.^)jaj ^.jloC- 6.^ A^LujV' ^ 

.WAN ^'jS' uJj^ 

ejiA ^jt Connection-Oriented -S' <^>*S' ^-^jj A^Laill ei* Ja*:! _^ 

Permanent Virtual (PVC) ^jaS-S^ cLbt^j Jac^ ^ 

. (Jj£Luia 1I 6 j^lj (Jjul^>A]t 6 j^' Circuit 

^ -v Aaa diljl^l (JLuijI ‘ j'jbAAll L)C- PVC L '''^'' 

.Frame Relay -S' (> J j''i''“'^S I jl^ 

















: Frame Relay -i' 

j (JJ^ djIjLoi^l Q^UdJ djUl^l jll] lI^j) 

,^j^^)ia]| A*q^.Vlx>\l djUl^U ^UaJ (^ 5 ^ A-lii!l]| 

lIjIjI^I ^Lla^l ^UaJ V -V^ 

Ja j ISDN A^\kI] j\ ^ ^^jV^Ml -£ 

S^)^llLu>ui]| 

lIjIjLujVI ^ 1^1 ^a jLllI ^ 

Lg-Lkb Sj cijliUai]| ^lillll ^jjllllj ^ -1 

: Frame Relay cjI £^1 ^U 2 aj cjljlal 

<Sjjud]| SjIjLj ^L)^ dlL^Jjadll AiLjaj 

s^l^l ^jl^l J DLCI clh^j^"^ 

. Frame Relay -i' ^ JU. ^ 4 jiaVI jil 

^J Frame Relay aLj^ ^Vnui JLujjU ^I L<iAic. -V 

P\^C^ ^ ^U)>i^ 1 ^ ic> 11 C 5 ^^ )a\i O'n 1 1 Ji)>i A^jjuili 

** 2l£^1 j jl^ djUl^l Jii 

(Jjuj^)^l (jl^Ljaj ^allLuJ (JJjlic- ^Ljaj ^xIIjuj -£ 

^aJLujjI ^Vnui Frame j^j cJ^ C 5 ^ (JiiiaiA]| 

JlVjl 4 Switch ^^^aklill A djIjLlaVI ^ 

jl g ^k \l ^ J ^Jiilui^l jLg-^l ^ i)>iJ DLCI-^t (jtC 5 ^ 

u' Jill ^LlaVi 4 ^ ^ A^Luj \\ k k\ ^Lula ^Jjuj^^^I 



c**iunl aS\ djljLLVl lilLu -n 

^llllUj jLuJjVI cJ^ jljui-<illi JaliL ^JaLLi 4.^Jj djl jl jS (^\ tilLlA 

(3f^ L<^ ^Ljjj ^j£J J ^tLilui^l djUl^l ^J^juLd (^\ C^Ll^ C** lul ll 


L \ 


(^\ cilLiA (jjj^ A^jjoill djljLui^l .1^) ^ J 4jVqMI ^jJalJ 

*A K uix>ll 6^ lI^J ^ djIjLm^ ^1 djUl^l jJ SjLc^V ^^>ia 
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iFrame Relay 

jUaVI 1^ ^LiJj ^ailjuj J^LuLg jI jLlaVI ^Uail ^ jLlaVI (J^ ^JJ -) 

.C3*J» Cy^ u^ l)^ Cy 1 ^JqjI ^xij -Y 

^J A-^ (3^ <Luj^)^l djUl^l 3^ ^ ^ jUaVI ^Lijj ^ -V 

J A ^ u*Ml ^Vnui ^L^l dIa 

:3 j^ 4^4 Frame Relay -i' 
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j^liuL« PVC‘lI^^ f Temiiiiatioii Equipment (CTE) 
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^^.juuujy^ ^^i A \^\a a ^JLjujI^ A^JjuJ ^jud^i -Y 


‘ Frame Relay -^' j o^ ^jU^' j* :CTE 
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Ajjflj ^Ia^^LojI ‘ '0 *'^^' t6.iC.t..iLa ^j^Lai 

Lat Ist-a ^j^l ia_jixk sjaic- jLa-±Luit lia Ajti Frame Relay 

i-jjalj ^ja J£ iajjl jjjutfsa Ixk jU^Huit ja La Frame Relay ^tj^kiuiL 

. Frame Relay j>» 
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Lg -laj^ C5^^ U*Ml \ a\\\ V -laSa ^^)jai]| UJ^ C5^^ 

(jLuJjl^ ^^^2 Luj (^5^1 ^ -laiJi \ g \a *1uix>\l A^^jjulSl A^^yjuiA Ij^ 

Frame ^^ ^^ uVi\l ^jjj.Vig a c. 5 ^^ djl^^^lx^l ^jx>^ 
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Jajjll j Uaj*jj Frame Relay -i' c 5 ^ u^' 

^ cll^ ^j-a ^j£-a <£ajjo (J-a*J ^jaiui iaJ^I J ^ 

t_aj*j ^jt (■ j-Nj j i Frame Relay ^j-a ciiKu^ill ei* ^jaiuij 

iLk^^>A]| LiiKu’rill JL^I Frame Relay (J^ JaJ^l AjIajlj ^ 

^ji^ljjjJL^VI V J iaia Frame Relay 

jli Jj£jlij^ ^ ^ L? ^ cJ^I^ 

(Jjxili] Liil 1 ^ 4 A£jjai]| jl A^jLiJl A^Jjaill L_fl^)jtJjuj 

dIa ^ ^Ij (^1 RIPv2 , EIGRP , OSPF -^1 
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: JjVl jjjljil cjblJC'l 

IP Address Private Network fO/0 192.168.1.1/24 

IP Address Serial 0/0/0.103 172.20.3.1 

IP Address Serial 0/0/0.102 172.20.1.1 

Serial 0/0/0.103 

Serial 0/0/0.102 

DLCI 102 

DLCI 103 

(R2) 

IP Address Private Network fO/0 192.168.3.1/24 

IP Address Serial 0/0/0.201 172.20.1.1 

IP Address Serial 0/0/0.203 172.20.2.1 

Serial 0/0/0.201 

Serial 0/0/0.203 

DLCI 201 

DLCI 203 

(R3) 

IP Address Private Network fO/0 192.168.2.1/24 

IP Address Serial 0/0/0.301 172.20.1.1 

IP Address Serial 0/0/0.302 172.20.2.1 

Serial 0/0/0. 301 

Serial 0/0/0. 302 

DLCI 301 

DLCI 302 




^jaIuj ijj^\ a 1 ^1 II diH^yi 

•^Ij]1 (Ja*j ^j^j 

R1 

Router > enable 

Router # config t 

Router (config) # hostname R1 

R1 (config) # interface serial 0/0/0 

R1 (config-if) # encapsulation frame-relay 

R1 (config-if) # interface serial 0/0/0.102 point-to-point 

R1 (config-subit) # frame-relay interface-did 102 

R1 (config-subif) # ip address 172.20.1.1 255.255.255.252 

R1 (config-subif) # interface serial 0/0/0.103 point-to-point 

R1 (config-subif) # frame-relay interface-did 103 

R1 (config-subif) # ip address 172.20.3.2 255.255.255.252 

R1 (config-subif) # interface serial 0/0/0 

R1 (config-if) # no shutdown 

R1 (config-if) # exit 

R1 (config) # interface fastethemet 0/0 

R1 (config-if) # ip address 192.168.1.1 255.255.255.0 

R1 (config-if) # no shutdown 

R1 (config-if) # exit 

R1 (config) # router rip 

R1 (config-router) # version 2 

R1 (config-router) # network 192.168.1.0 

R1 (config-router) # network 172.20.1.1 

R1 (config-router) # network 172.20.3.2 

R1 (config-router) # end 

R1 # copy running-config startup-config 

i . . 





^jj^LlsJI I_S^H^I ^A dll^l.lC-VI (_>^ 

R2 

Router > enable 

Router # config t 

Router (config) # hostname R2 

R2 (config) # interface serial 0/0/0 

R2 (config-it) # encapsulation frame-relay 

R2 (config-if) # interface serial 0/0/0.201 point-to-point 

R2 (config-subit) # frame-relay interface-did 201 

R2 (config-subit) # ip address 172.20.1.1 255.255.255.252 

R2 (config-subif) # interface serial 0/0/0.203 point-to-point 

R2 (config-subif) # frame-relay interface-did 203 

R2 (config-subif) # ip address 172.20.2.2 255.255.255.252 

R2 (config-subif) # interface serial 0/0/0 

R2 (config-if) # no shutdown 

R2 (config-if) # exit 

R2 (config) # interface fastethemet 0/0 

R2 (config-if) # ip address 192.168.3.1 255.255.255.0 

R2 (config-if) # no shutdown 

R2 (config-if) # exit 

R2 (config) # router rip 

R2 (config-router) # version 2 

R2 (config-router) # network 192.168.3.0 

R2 (config-router) # network 172.20.1.1 

R2 (config-router) # network 172.20.2.2 

R2 (config-router) # end 

R2 # copy runnii^-config startup-config 

i . 





J^jaLoj ( R2 djbl^l ti'^'-J (j^ 

^jj^LlsJI f^J^OJLJ t _S^H^I dll^l.^VI lI'®^ ^ 

R3 

Router > enable 

Router # config t 

Router (config) # hostname R3 

R3 (config) # interface serial 0/0/0 

R3 (config-it) # encapsulation frame-relay 

R3 (config-if) # interface serial 0/0/0.301 point-to-point 

R3 (config-subit) # frame-relay interface-did 301 

R3 (config-subit) # ip address 172.20.3.1 255.255.255.252 

R3 (config-subif) # interface serial 0/0/0.302 point-to-point 

R3 (config-subif) # frame-relay interface-did 302 

R3 (config-subif) # ip address 172.20.2.2 255.255.255.252 

R3 (config-subif) # interface serial 0/0/0 

R3 (config-if) # no shutdown 

R3 (config-if) # exit 

R3 (config) # interface fastethemet 0/0 

R3 (config-if) # ip address 192.168.2.1 255.255.255.0 

R3 (config-if) # no shutdown 

R3 (config-if) # exit 

R3 (config) # router rip 

R3 (config-router) # version 2 

R3 (config-router) # network 192.168.2.0 

R3 (config-router) # network 172.20.3.1 

R3 (config-router) # network 172.20.2.2 

R3 (config-router) # end 

R3 # copy runnii^-config startup-config 

i .T 
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^ (Jx^aiii l1jKu*MI ^j)^un\ Lg-j <jL^LiJI dibljic-VI ^ Frame Relay 
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The PT-CLOUD-NM-IAM card features dual RJ-11 connectors, which are used for basic telephone service connections. The WIC-IAM uses one port for connection to a standard telephone line, and the 
other port can be connected to a basic analog telephone for use when the modem is idle. 
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.^LLq ^DLOI f jliuj sjjjb^l La£ 
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. aJUII sjj^I ^ 


dP Cloudl 


I PhysicaTl Confix 





MTERFAC 


DSL 


Cable 


SerialO 


Seriall 


Serial2 


Serials 


Modem4 


Modems 


Ethernets 


Coaxial? 


Frame Relay 


Port 


Sublink 


From Port Sublink To Port 

1 SerialO R1-R2 Seriall R2-R1 

2 SerialO R1-R3 Serial2 R3-R1 

3 Seriall R2-R3 Serial2 R3-R2 


^ UJ^ J£jai]| 1.^ Add ‘ C5^ S 

L**tK u*r^\\ jUlkl ^jii Lljl£jjai]| djbl^j 

4 jLiiil 6 V 1 g ;>Jo 3 g u Wiun 

A-lii.1^1 A£jjai]| jLlli.1 ^L<i 


A\k \l PftCkctS l)^j) l3:^^>^ Cj^ jl n^yi <aL^ ^jViui 

JL^Vl djljjjlj]! jl l4A Successful fj J'^ 44.^1 

Lg (JLl^I V ^1 (^5^ C5"^ Fftill ^ (j^j ^ 1 g i^Jogg 

djbl^VI ^ ^ KU 1 X> ^Jj j Lljl£jjal]| 
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Multi Protocol Label Switching (MPLS) 



\yAN ^-*-^1 Lijl£jjai]| ^ (J-<«jj djUl^l Jill (iF' *OW^ I MPLS 

A^Jjudll \\\ \ ^ L>>* l**^K u*:^\l JaJj 4 Qj ^ L** n-%. 4 

6^j Frame Relay -5' MPLS -J' c?^ uj^ jUi&Vi o^lj <j«^Ij1I 

^aixJ ^1 (. J^kJj 4 jir ;>^l (JJ^ djUl^l -l2>Aj ^ Jjuj) (J^j^ djUl^l ^ MPLS 
V C5^ OSI Lfty6rs Al±la A^l^l A-^aJI ^ (J-<^ ^-uiili 

TP -II (^5^1 <ii]a]| V AilJa]! TP -51 (jl^'**^^*^ 

jUaj (J^JUJ djUl^l A^Ull Aiiia]! ^ I x> nj 4 PackctS (^5^ UJ^ J 

.L>"j-^' j:?^' u'C 5 ^ j'-^V' Frame 

JLg ^ j5^ ^aJJ jl ' j5ri. IVIPLS -51 ^ J*^*^*^ 

l..!^ ill ' ^ djl^ judll Jjj -5aJ^ ^ j2i ^^^1 lIjVIj^^VI ^Jj^j dujliVI 

^lIjVIj^^VI V) A.-iiii5l L>^ (1)5":^^^ L_iiol ^ UJ^ L_iJjud]l 
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MPLS S-bLlA]! diV JjJ^>^t ^aJuoLi 

dlki±Lll]| dLi^ J <^ljJaVI dlj^l jli dujliVI 


luU 


Frame Relay, ATM, or Ethernet. cijjjijVl cijVj^jjjjj 
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UaaIu 31]| dldij Ai^l l^\ AiLdVU (CR-LDP) J RSVP 3^ Vjk SddAll 
sajac* dlA^3*^ ^"$3 C5^ <3^^ ^jjd]| Jaj|jj J 4 a^a^I s 3^^^ 3 Cisco ^jdj 

fiAA ^jc- 


: MPLS-SI - 


.ISP (/-ij>» tijl£^ .i^ljjj jL^l |jiA iProvider Router (P) - ^ 

®0“ j'd' :Provider Edge (PE) 

^dLudjjudllJ dl3^4^AiJl j 3^ *^3^^’ J ^j-iAAidjdA]| 


(^a]| 33^' 3^ J (_>aUJI :Customer Edg (CE) 

.WAN ji'^ LAN ^ 3^31 dl£.d]| ^3:^ 
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: Label-51 MPLS-51 ^ 

Vaj CAIjI^I (jLujjl 4 j\^C> y (_ 3 ^! 1 a 1 I Label -5' cs^ (Ja*j MPLS -5' ^ 4 ^ 
f u'-^ ^'-iW5' c> j J^j:? u'-^ Header -5' j) ^ u' 

dlLjL^I ‘ “ ^1 ^jc.^ (_]jaJ^>^^ dlljL^I 4x. J ^ 

^Luaj ^_gJc. jLaJC. VI ^ 1 La^jc- t<LLui]l (JJOJJ^I Ia LLaS dlLajis-alt 

(Jkb y jii yi\j Label -5' l 3 :!j^ ^jUI^I JLuijj y MPLS -5' 

Routing -5' <Jb jjjLkJt ji ^jjjU*il :Lal*j V 1^1 ‘-li^ MPLS -5' ^ 4 ^^ 
_lt (_g-lc' 'bS jLajc-Vl <_I*44 'bl t’’u■^■ t Lgjij<a^j ^jj Table 

J1j ^ ^j Jbai^VtJ J-ui jVI Ajlac. y ^ j^\ dj^ MPLS Label 

. di£Ul y Label 

i^Ull djUUJI U Label -5' 4 - 4 ^jj ^ Label -5' jjj^ l 3 :!j^ j^' j*^ 

Layer 2 Header [MPLS Header] IP Packets 

uj%“j l>5j djjb jj%uij 32 bits MPLS Header -5' uj%“j 


MPLS Header: 32 Bits (4 Bytes) 
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Layer 2 Header 


MPLS Header 


IP Packet 


• ^ysus^ C5^ UJ^ CJ’ 4 lAiLg^^Ll^ 

A^Ai LgJljiLujIj LgJLujjj U’ (J’ ^, ^7^ J 

^aixJ jl 4 ISP A-1 J^)JjVI 

ykyxJ ^1 j) ^JaJjudJ JljilLujVI j) 

J Wuiij ^ A ^ uVi\l Aijuj^)^l lAiIjI^I 

^A^ 4^AiJl j3^ 4 6^^)*J ^1 

^1 ^jWumJ V (j£Jj 4 ^1 ^)j <AL ^J^LiJl djIjLud^l 

lAiIjI^I <^yxj 

ljj^)ij ^1 4^AiJl ^jWuiij (Jj V (J^l (JiiAud^lj V 1^ 

Aja] jilaal C *^^^\\ Aj^L^I jljuA-<i cJrij^Aj ^JaSs j 4 ^lLuj^)^I AjUI^I 

IaA Ia^ 4** y^yyu j AjISjju 1]| A^l 

Lg-j) ^ kk]\\ ^y AjVI I ^14 A \\ AS^^^juj aJ ^yik^A y^' 
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^VPN A^^ ^1 jli.1 ^ L_Uul]| 1.^ L^UilujI J 1 g W uljj ^ djUl^l J^ 

^Aijuj^)^l djUl^l (Jill S^)ijkle SUS ^j2i Lg-iV djUl^l QjS^ 
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• CjIjIjC'I J.49U A^iJalj^VI CjUjLa Lijjull • 

Vj 1-1^ a^LujVI j^^I 4 uJoljllaVI A^jjaiil .ixiliju ^^^1 lIjUj^^I 

^ Cj^ j^jAuill j) ^jLkJl J ^.iklLud^l j) ^ 1 ^ A^Jjalil 4 1^1 Lg-ic« ^UilLujVI 

A^jjuj l1jI^^)j.ui]| ^I VPN -^1 AjL^liJI lIjIjI^ic-VI 

Lg (jl£^ ^ jl c**ni\l ^ JL<i ^Jj^l (jUaJ ^jLi. (JJ^ ^jWuMj\ dujliVI 

I^A ^3?ui \ a ^ um\I djI^^jJjuJl JljL^ajVI Wiunl 4 

^Liii.1^1 4 ^um\I JLl^VI ^jWiun\ djbl^j ^Vnui <j1 

^^)jjud]l IIa (J^I^ ^LuIjLj ^ VPN 1^^ U^ 

-II ^l)^ j^^l^JLud^l ^Ldjuj) ^ 

VPN 

I^A lIujIIjVI JLl^I ^llaJjuJ UjI ^aixj 4 4^U*M| .bU ^Vl 

2-ikL^ dijjiiVI ^ IP Public ^1 ^I.lkjjuj| ^1 


.J^' 


j) 4**1J l\l 4 ^^)jal]| ^J^LiJl U*Ml (JLl^VI 


i * ^ 















(^\ J VPN 4 uJol jllaVI A^Jjaill ^ djUl^l (jLujjj ^ 

Ljajl Gat6^Vay djUl^l cJIjujj) ^ 4 JiLi cJ^j) 

uj^j Target Network -^- 1 ^ 

Clients a]| ^ 1 A-iL^ Lg djl^^^Lt^l 

(JLujjVI (JLl^jVI A-iLojtj (^^1 


\ \ ^j-li£.^ j) J’ AjjJal^psVI A ^ U*Ml 

^L^iu ^ j 1V1 c^ J cJ^’ A^UllI du^jIliVI A ^u*l\ 

Lg JljL^ajVI ^Lulij A-iL^ C5^ ^** 1J^ C5^ 1 g \^C> 

(Tunneling) (>' j'-^ j^cijUI^IJSU ^jujI ^OaJjuJ^ A^JjuJ (J^l^ 

(^J^jujJ ^^ ^ dh^ ^LulaII ^JJ ^** 


0 

VPN Server 


< 


VPN Tunnel 



Internet / 

LAN traffic not encrypted 
LAN ) r LAN 




0 


VPN Server 



La ^ o^)LLaj 41^1 diLajLt-a ^jc. ojL^ jA iVPN T innipling 

dLa^^lx^l Ajc.^ ^ ‘‘‘' c3:j.J^ O^ ^ '^■» 'tl 1 . ^■» ^jjL.alLa]| (2 ?' ^' 

,^.l^JLjd.all L^.jJa^)C> J dlLa^^lx^l ^jc> ^ja.V,‘'\l ‘. ^ U 


I^La^l ^Llkj ^Lb^all^^ LaA^ (J^ ‘‘^\' dlLL^I AjLaxJ 

Point - T - Point Tunneling Protocol (PPTP) 

Layer Two Tunneling Protocol (L2TP) 

(J^l ^Aac, ^ dlUl^t J;}i»jjj J O^l-aLi ^ ^ ^\1 di*^ j£6^ 

Secure Socket Tunneling Protocol (SSTP) 

VPN, Security Protocol (IPSec) 


i) . 
































^ CjUL^t Jill ^ ^ VPN Aj^Sft CjlijJallt 

. ^j) VPN-S* J^» SUfl 

jj^ jl o j\u^"x>\ I U Authentication 

JiilLaIA]| ^ JjuJ^)^l Lg 

a !aa 1 ^ A\ djUl^l Jii ^uL^c. ^UjI Data Integrity JaU^I -Y 

\ ^ ^O’ ^ \kk\\ \\\ L-Jj)\)^^\i ^L^.^11 L^j) C5~^^ (J^l^ J^juJj djL^taJI ^ \c> 

V 6 cUl£ 4iii^ uj^ Confidentiality _v 

acjdjljl^l 6^ U' lS^ ^j 

Jailjud^l lIjLq(3^ 

jUiaj^l^ ^ 4 u^l-s\l ^IjLkluil ^ Anti — Reply Q J^jujjVI SjLc-I -£ 

.bu V) l)^ j) C^ ^L^l i .1^1 djUl^l 

^ ^ dla^l ^1 ^lall ^^JJ^ ^ 

: VPN-S»^ 


JIg I c-iKii V Lgjli VPN ^.ikiLaij I Liik. Cost Saving ^ ^ 

VPN tiljJjoiJ diVlj^^VI -la 

. IP Public u'^ j ^ii^l 

JL^Vl blla ^ ^ JL^VI Remotely Connection c> Jj^' -''' 

. VPN -S' 

A£jjai]| -^j- 1 ^ Scalability jii ^aiaiLuij -V 

(^Ludll ^LjaLj ^^1 


Jjjaai (jL<i) j j ^'-^'-r^' uj^ Security ^'-^'-r^ j u'-^' j^' 

^j£jj 4 djV'-J^^ajV' ^-^^)JUJ Jaj)^^ djljl^l ^)^lJuaJ ^1 yV^} 

J£j^ <-_i^)ia]|J ^.Iklui^l Li SLS ^ djUl^l jAuiJ VPN -S' 

^a£j^ Li lIjLI^I Jiaa Ljii^ J (Ji.^ (^j jjoiL^ 


t ^ ^ 






















^ j cJ^ 1 ^nj 4 ^1 j^\ ^jJ VPN ^^jui ^ 

I Lg_^^jjujj ^1 ^^ (J:^^ diljl^^yi Aij^)ia c_b^lliil 

: VPN -S» 


1- Dial-up VPN 

2- Point to point VPN (IP VPN) 

3- Site to Site VPN 

4- Site to Multi Site VPN (DM VPN) 

5- MPLS VPN 

Dial-up VPN 

b)^ 4.^ (JC^ ^ Cljl£jjal]| ^ ^A\'\ki)A VPN ^^1 1^ 

A£^jjud]| A ^ uVi I 

4^um\I djLi^.ikiui^l ^jjIj ^j Dial — up VPN cijbl^j ^ 

A^jjuj ^aJoILuo^ ^liI^IaII 



Point to point VPN (IP VPN) 

^j£jj VPN L<i JLl^I VPN 

^ >!■» a\1 1 ^ . '^9 \ djlSjjudll (JljL^ajI ^^iJalluu] 4^..liJl j) djVb-ajVI 












































































1 ft \\(^^ / 


MPLS VPN 


\ g VPN ^ C5^^J IVIPLS ^ J A ^ 1ui\l dIa 

(J^J cJ^-^ 


MPLS 




«Vn 


tcJ^ — 

fo/o fo/i 


ai 



192.168.101.1 
10/0 



a2 


192.168.101.2 
10/0 




MPLS BACKBONE 



i U 

































Level ( 5 ) 


Networks Security 



416. 


422. 


424. 

.Authentication Methods J^l Jjia 

425. 


427. 



i ) 0 









^^ ^ ^jii (^5^ ; ACL 

(J^Li. ciilij (JL^ ^yi-Sl Lljl£jjal]|J 4 (JL^ Lljl£jjal]| j) 

<j) (.^n^ 4 JjjL^j]| j) ^ (jJjUc^ j) Cljl£jjai]| ^jUc« (Jj^k un 


^L<ijud]| j ^ j\^3r 1 ^I L<i.lic« j^] ^^JjD^iIi J (jL<i) J^l A£jjai]| (JJ^ 1.^ 


: ACL J - 

^ jjL^a^ Ul ^jJ j S j-lij^^l j S j-i^l L ^ u .n -'I 


.L$^)^’ A^jjJil] JLgJ 
dij^pjVI A^jjkl] (J^1 ^ ^ ^ ^ u*r^ ^A ^lA JLg (J^1 (3^ A^jjudil -Y 

CJJ^I ^^^jljudll 

^1 djUl^l *^j3LAj ^ jSi] lIjUL^ Filtering ci-^ ACL ^ALaiLuij -V 

V ^1 ^cJ^J (Jj^^aJjuj ^1 

A OSI Lnyer ^ jV^MI -£ 

JJ:^ ^ djLuJ JJ^I ^ (J^ A^\kl\\\ ^1 ^aiju ^1 (. j-sj 

.ACL -SI (> 

.^Jjjjud^^lj ^l^)IliVI AjL^ l)j^I-^I (J^ C5^^ ^ ^1 ' ^aixj ^1 ^J -1 


.<£^1 ^ J.^1 

0^*1 J A.CL ^1 ^^^*^1 ^ ^ \c> x>*ic> VI ^lij -A 

.Aj ^):^l (J^^ 

fiiA ^jlLui Preniit , Deny ^ ^^^1 (> jI^^j ACL -SI 

(JaxJ C QJ^ ^-kg (Jjk^qMU ^1 ^Vl 

.A£jjkl]| jS-gj^ (J£j AjL^LiJl ^jLi*]! ^^)Ja ^^lialLudJ -) ^ 


t n 






























. ACL -SI ^ ^ Wildcard Mask -11 ^ ^ ^ 

: ACL -5' ^ - 

1-Standerd , 2- Extended , 3- Name ACL 

cJ^J ACL 

^1 JjjL^j]| ^ Lg-K ^ <^l.ikjjuj| ^ ! Standerd 

1 g K^\^\ A ^ um\I A ^ iui\l 4 UJ^ L>^ \jl1j^ A 

(J^ uij (JjjL^^I ^ <J) ^ 13? x>J A£jjai]| ^1 ^jl^l 

A^>liJj c jjJ 

. 1-99 (> ‘ Source IP Address 



J1 Jla A nr <\ 4-a.laJ Jj]l ^^j-a Jl^ 4-al.li-laj| i^ ^ jill IIa ; Exteuded 

(J,a*j .laiJt ^jj ^.ikiji<a]l (Jj£jjj^l ^ ^jjll 1^ 4 <jLj La ji Web SeiTer 

^jiiaiuij QM jA ^_jjSI 1^ Telnet -SI cJj^j^j^ ji http cJj^j^j^ cJ^ ^Akil \ g jlc . 

(JjiluixJl ^jj^ljc>j (Jjai^)^l ^jj^ljc> ^_^l 6^ (dlLaA^I ^xLa 

. Destination IP Address , Source IP Address 

^_ylc. Xajxj ^_jjSI l-i^ cs^j'^l ^IjjVl La L»u > i j]l jA ^_jjSI ILa ; Nauie ACL 

^j-a ^.^Jjaill jXLa ^^^1 J 'La.liJl 

: ACL -SI ^L4*J) j ^1a11 j - 

A. B . C . D Address to match 172.16.10.0 0.0.0.255 LjIjjc^ ^ 
Any Any Source Host Any A£^) S ^ 


Host A Single Host Address host 172.16.10.5 0 ^ Jl^^ 
Deny J>^jS) ^ jj>j 
Premit J^jSI ja \ 

(_].aa-J LLaS 131 Aj| ~L 'i ^ ^ ^Lajoj ^1 ^xLa ci^asj I ' ■" ^ ■* 


V (^^l <^fiuaiS Premit cJ-a^S L)I ‘ LjlSfiud]! ^_gJc. ^ialt ^ia 

^ f^La (J.aC> 



i W 


































ACL Configuration 
ACL -Si 

Standard / Extended ACL Configuration 



Standard 
Router > enable 
Router # config t 

Router (config) # access-list 1 deny host 172.16.10.5 
Router (config) # access-list 1 permit any 
Router (config) # interface fastetherent 0/0 
Router (config-if) # ip access-group 1 out 
Router (config-if) # exit 


Standard Name ACL 
Router > enable 
Router # config t 

Router (config) # ip access-list standard internet 
Router (config-std-nacl) # deny host 172.16.10.5 
Router (config-std-nacl) # permit any 
Router (config) # exit 

Router (config) # interface fastethemet 0/0 
Router (config-if) # ip access-group internet out 
Router (config-if) # exit 

i U 







Extended 
Router > enable 
Router # config t 

Router (config) # access-list 10 deny host 172.16.10.5 host 
192.168.1.1 eq http 

Router (config) # access-list 10 pennit ip any any 
Router (config) # interface faste the rent 0/0 
Router (config-if) # ip access-group 10 in 
Router (config-if) # exit 


Extended Name ACL 
Router > enable 
Router # config t 

Router (config) # ip access-list extended http 

Router (config-std-nacl) # deny tcp host 172.16.10.5 host 

192.168.1.1 eq http 

Router (config-std-nacl) # permit ip any any 
Router (config) # exit 

Router (config) # interface faste the met 0/0 
Router (config-il) # ip access-group 100 in 
Router (config-if) # exit 

in 





sj j-a]t cijt^^)jjuiSt (Jjjy^^djlSjjuiSt .i^i (.s^ ACL 

•t-'i '<w'\l diljl^l t 'aj»-'''w' <jlic. (_3;lfiajllj ^jaiui j-<u]t ^ 


•(. 


djbl^l 


. djtjaj^t ^ 192.168.1.0/24 u'>^ JjVl 

,(jja]aj.all <£jjJaJ ^ ^1 172.16.1.0/16 U^<£jjill -\ 

V ^ 4 U:jk ACL -S' lU 10.0.0.0/8 u'>s> 

Clll^^}Jjbu]| (jLb^VI 

'U-'ll (J^iuu ^jliuj C5^S-^S -i 










Serv 

pr-PT 





Set' 

erl 





1 

1 





295|)-24 

Swi Jch3 





192.168.1.0/24 





1 

1 



1 

A 

172.16.1.0/16 

10.0.0.0/8 

A- . 

4ZI 


r 


f 

r 

=?. 

PC-PT 

PCI 

2950-24 
Switch 1 

2811 

Routerl 

2950-24 

Switch2 

PC-PT 

PC2 


• 4^11111 dll^l^V' (J.aC. j JJj'^i j'-g-?' (.5^ lS^ jVuii (jVI 

Router > enable 
Router # config t 

Router (eonfig) # access-list 101 deny ip host 10.0.0.2 
192.168.1.2 0.0.0.255 

Router (config) # access-list 101 permit ip any any 
Router (config) # interface fastEthemet 0/1 
Router (config) # ip access-group 101 in 
Router (config) # exit 

Router # copy running-config startup-config 


iT . 























^£^1 jxIaj LLoS i Extended-^' dn® ACL lU*-^ cijbl^yi jVt 

^jt jiu '^d'.' '^-^fuo ^_yij (Jjjk^jll ^j-a 10.0.0.0/8 

Jjj^jlt j JL^Vt ^-liaijjj 192.168.1.0/24 


10.0.0.0/8 ^1 <£jjai]| ^ Ja ^lln] jUlkl ^jli (jl 

jLuJjU ^V ^1 djI^J^LuJl <SjjalJ (JLl^VI jl l1 


Fire Last Status Source Destination Type Color Time (sec) Periodic Num 
m Failed PC2 Serverl ICMP ■ 0.000 N 0 


aSl^ 10*0*0.0/8 aJLojjI ^ diiSJI Ja^V 

ji JL^V) ^iki^ . 192.168.1.0/24 

(j^j 6 ACL ^jUa ^ Jj]| 

l)^ 172.16.1.0/16 

Cy cJ^jl l 3:^^>^ (J^ ^lln] V 


Fire Last Status 

Source 

Destination 

Type 

Color 

Time(sec) Periodic 

Num 

^ Successful 

PCI 

Serverl 

ICMP 

■ 

0.000 N 

0 


ASyl ^1 172.16.1.0/16 l>^ jj ^ Ja^V • 

^<£jjal]| ^1 1^ (.** n^L^I cJJJ ^ ^ j 6 djIj^jAuJl 

djbl^ 1 ^ ^ (jl ^ j>jj i cJ^-^ ^^)ui ^1 (JLgJ 

10.0.0.0/8 ACL -S' 

djl J^J^Ludll ^1 


Web Server: 
209.165^00225 

B 




































Switch Security 





^j^l Jl<ij <jV i^i^\ jl : Switch Security 

1 g ibJogg \ ^ Lljl£jjai]| ^ j A-ll^^l A ^ U*M\ 

^46^1^1 j <Ja^ ^)jujL^ cJ^-^ ^JjL^alLi J J 

A-iLoC- ^1 cJ^-^ U’ J L-iJjuJl \^1^ cJ^-^ 

L3^)^ C5^ A-iL^ j) ^l^)Ilil 

• ^j^jjj^l J^-^ Cjtjlak • 

(J^uij djlj)^^\l C5^ C—flj3rVlui jLg-^l ^L<l^ l3^>^ j CLl\ .1^Jj 

.^J)$ (J£judj ^1 g ^\l Wlui 

A^jLuJI A^lL^xJl 6^ ^^)jklj LL^ ^ ^^^)iajli!l]| A^Aj^ ^LxJj (_1^ -) 


^A^tjudll 

? (jlajli^t AjLoC' j ^jij 

Trucking Dynamic Protocol (TDP) 

Ia^jj <1[^ lA^S-^c-j!)UI jLgj^ ^U’ iS^ 

t^lLoll L_ijud£j ^jUlJjjuJl (JjL^alLG ^(^5^ cJ^ cJA^J 

_ll >'^Vlx>\l J^lilLujI ^aJJ ^1 1 ;>Jojl ^j£^j 4 ^jSjjjuJI jLg-^ a\\ (JJJJ-^I 

5JU. ^ Broad Cast >^4^1 ^1 cAy^' j4^ u' Hub 

L^lgJl jLg-^j Hub j4^ cA) 4j cAyj^^ jj^U^I d-iJI 

^jLixJlj djl^jjkill djLd^ 4 -^^ 4 

C** 1 j\x>3r \l (J^ J 4^liL^lj C ll g \l ui\l (J^ 4 \yq*U)>ix>\lj 

(j^ajLilll <A<^ J ^ ^LL<JI tiljj J Lg-3^lij 4-1^ 


lYY 














Switch (config) # interface fastetherent 0/1 

A \\cl \ A ^ ^ ^Q ^^ Ill 1^ 

Switch (config) # interface fastetherent 0/1-10 

^LL^I 4,c> a wM 

Switch (config-if-range) # switchport mode trunk 

^ \yt A\ Trunk C 5 ^ ^ j\x>c> 

V laia Trunk V laia Trunk -S' 

; (JiLi diVL^I j 

Switch (config-if-range) # switchport mode access 
Switch (config-if-range) # switchport nonegotiate 



^j2Ljjud]i 

^ ^LiaIIj ^ 

cilLJI ^1 ^jij ^1 (jjILjjudll ^ iaLL<JI ^jWumj 

. Port Security cr^ <^4^' j ^ jW^W 

Switch (config) # interface faste the met 0/10 
Switch (config-if) # switchport port-security maximum 1 

1 gj\c:> ^\ A^W iaLL<Jl 

Switch (config-if) # switchport port-security mac-address ? 

^sLL^I 

Switch (config-if) # switchport port-security violation ? 


^ V ^^ 5 ^ ^cLtLci j^ Vlan j L^-SL^^jCLujI ^ ^ ^Ll<i]| ^ j>j -V 

JjlLg M\a I 6A£jju1]| ^A-iL^ iiLL^I J^lilLujI 

c-j^UI ls^ U’ 

Ajc- Lg ^1 ^lxl\ 4 ^ 

4^Lc. C5^ djLal^ ^(J) ^ ^ ^ 7 -J -t 


tvr 
















jLtki ^ LgjV t Vlan 1 

(^J.A9LJ (1)'^ 1 ^ x>i.'^^*Uj>ii 4 Uj>i 1 A^Jjuj 

Sj^VI ^L-blj ^ ji.1 Vlan 


C5^ Vlan -S' C5^ (^jj^ j Vlan^^f^ lU*^ ^ 

^LiaU Vlan ^cj'' 4^^ A^jjudll Lujud^ 

^^XoxAjud^ Vlan -S' (4) ^S-^' lS^j ' aIaslIuuq 


Authentication Methods Jjia 



(> j' ^44^W (j 4^^' (> c3^^' <4^ 6^ j4^ c4 : Authentication 

aSjjuISI (JLl^jV' ^' A^jjudllj (JLl^jV' ^' tA^jjulSlj (JLl^jV' 

(Ja ^44 ^ j' ^Llaj 1^1^ lA^buj Ajudij c_ij^)*Ii]lj ^^1 Lljl^^)jjud]| JILg 
L g-3^)xj ^1 ^ ^ 1^1^ ^ c4^ ^ 4*^ l)^ 


A^jjulll ^4' cJ^^>*^S\ L^ ^j^ulaII LljLd4^^-^' c4^ ^3:^ 4 cUi^i 4- ^ 


. Something You Know 


44 djl^^L^j djLji4*^ aSjjoiIIj (JLl^V' UJ^ u' 

. Something You have ^^4iS 

J^judJ ^Jj^ (JJ^ SjI g ui\l J A-1^4' g ui\l 4^ ^L<uc« V' 4^ Lljl£jjal]| ^ -V 

. Certifcate Authority ^4^' ^j^j j'^j 4^^ uj^j J:4 


chap -S' lS,3^4-J^)^ lS^ 4 \1 4^7^^ 4 ^ 

< _fijjJa^l j) 4^):^^' (J:^^ S-^ 4'"^^^^^' a4^ (J^ S-^ uiMl 4 j\x>3g i 


tY t 
















IjV jjjjJI Kerberos -SI Jj^j^: i^jj 

ai^ (J£J Tickets I^ 4 qj 1^j 4 

L-jIL ^Vnul ^J^LuJU Jla^VI I L<i.li*i ^J-lJUd]| ^ S^illl 

(Ja j^j^Ludll ^1 (. i\l^\l JLujjU Kerberos -SI Jj^j^Sj^iill 

^1 l*^ 

WqA ^^^^judil <_QJ* ^ ^ (J1^ PAP -SI l)S- jJaJ) ^ -1 

I^A ^)-liju^ lSI^)^^! lS^-^I (J^ ^I ^ ^ J ^^liJLud^l ^ajujl 

. Kerberos -SI l>^ c5^ (> 




Network security 



^ ^ u*r^ djLd^^L l^I (Jij (jl I 

^^^1 djLji^^LtaJI 4-5^1 (j-<i lS*-Sj l-s-^l lS^ c^I-^I SI l^x-^l 

J4 ; ^L^l jk^ytW ^ ^1 Jjj cJl^ 1-^J Ijja^aC* dbujlc^ 

jij L>^ cji-^')?i ^jujiiiii (j^)^i (^, ^sij ^i^)^u c *Q^ '^^sij l_lj£Ji 

J4 a_^L^I ^ ^ 1^*1VI dj^)^Ja Lj^)^l dj|j ^ 'j^Sia djLd^^L l^I 

djjj-JaJ ^ ^ i^lAsu djliLuiai ^>^4 l-jdaJ) L_l]aLkj]| ^llllUj 4 Idl djj^^Sl 

,AJL^I L^jja^ ^ L**^^ y^\ ^1 UjajdS Ud Lljl£jjal]| 


^1 x>^Sl ^^x>J ^^5^1 dj|^l^)^VI (J^ 4,C> JX>^ A *CjL4^^Ix^| 4**it *1 

(^jj^ ^ djl£jjud]| dljl^lj dLd j^^qSI 

j\ A-jiil^l ^1^1 A. a\1 lIjLg ^^Lt^l ^j' S ^ ^j^LSI ^Luj^Ij dlj^VI ^ 


,A-i^jLiJl 


CjLajLlaII ^Iji^ 

^^)IaJ I g jSc. J jjL^a^l ^ dlai! djL<i^^LtaJl C ^1^)^ 

dLijLtaJi ^>jaiJJ dlaijLtaJi dil^juiS dliljlkVI c3:^^>Sa 


tYo 






















^ lIjLq^ djLc'Lk^yi ^ 

C** IcrLkiy I 4 ^l.'^\ l\i ^LxJi ^Xmli \ C djl.*^^ 13 ^ a\\ uiVlj 

^c** ll 3r x>1^ a\\ A \}\}\\ djl^l^jj ^L^VI (jiajtJ (^jC> 
^jJajij j^j^)Il]| t.**^l jt^fL ^ 1^ j\ JjLujj ^l.lkjjuj| ^ 

djULm^ A-1^ j\\ ^jjL^a^l dll1 ^J"^ j C_b^ 

^c_ijljL^a^l c**ll^u*ri ^l^)Iii.l ^^)]a ^jC. ^1 

A^jjujL^I ^**C 5 ^^ djUiLac* ^ L^ (Jl^ ,djLd 

^A-Aj^VI ^Cjaull VdJ ^1 JJUjVI ^^JUJJ ^ C^^j A-Ax^VI 

• (jjj^jljLA^t CjI£^ CjU jLa 

djl^lj^VI ^ lUi^ J : Data Confidentiality Ajj^ 

^^^)juJl dL 1 gjW L5f^ djLijLt^l ^ ^j!iUl J^ldlllJ 

A^jj Ijt-^j idjl^^^Lt^l aj^jjujj (J^W ^ tAjujLui^l djl^^^Lt^l j) 

(yAj iAjudij A n \ \a\\ AjujUluJI ( 3 ^j (J^-^ (J^ c djL^^^Lt^l Aj^jjuJI 

AjjL^n^uud]| djLc^^ 1 x ^1 ]L^JJ^)JUJ ^ ^ C 5 ^^ djLc^^ 1 x ^1 AJLdl 

JiLLJl jA j^Vl ^1 (jj^ V 11 1 >1 11^ ^ : Data Integrity 

^IxJ ^jjxMlj djl^^^ix^l A^^Luj Jal q^ll djL^^^ix^l Aj^jjuj 

4 ng 11 ^jxaid j) aJLg djl^^^ix^ i^jc^ 1 -^ Lg-i^lc*j 

j] ^^aax 1A\ A-La^^ diLc^^ix^l (jl-J A^^ljudil Jali^l C 5 ^^ 1 ^ J 

(JIajj (J^ax-U j^Q-^ll ^LgjujI qc> d il X x>L^I jl diljl^^l dlli aJLgI (^j^j 

^Lgjuj) ^jJajj ^Lgjuj) C VWj 1 -§^ j ^JjxMl AjJa A^^^ U’ 

AJLcJI djLijix^jJl AJjouIIj IjdaJ) J 6 l 1 jIjuJjuJ^^^ A^dj^^ui^l j (. JJulJ L< 1 ^ 1 -^ J:^ 

jjLoii. ^ A^ C-JJJJJ La] IIa j 1000000 C 5 ^) 100 C> <^ 1 -^ 2 : 4 ^ J:^^ 

J' ^Vi ^ 

jl c_bj*j jl ^^^ILoaII ^ a]*] :Availability ^UjIxaJI Jj^jJl jUJa 

djl-A^^ix^l (JljL^ajj C ^JjjLujVI djl-A^^ix^l A^LLl^J dj|^l^)^j 

Aj^^ Jali^l ^li ^LllUj 6 l^Ua]| djSj]| ^ ^jjuil iaII ^j^Lkj^Vl ^) djUl^lj 
^^ 1 A i*r^^l ^JoILluj ^ IjI L 1 ^ ^ 1 *^:^ ^jj**^ll L^Ha^Luj ^LajJsj lIjIa^^ 1 x ^1 

j] l^IlLiIL^I L-uL^I AjaA) (^Li IdA J l)^^'^^ 1 ' J’ -^11 

^^;>^a 1 I (^J^\ ^ dVI C ** l l A ^^LlaII ^l-AjJa C** ll A^^LlaII (J^I djlj^^£^ 

di]j Aju^)juJIj AjaVI (JjLuj^Ij djl^^^l cJ^l^ (J^ 

^.'^j^UmaII (^5-L^ (JjLuj^ aII l^L^I idjl-A^^LtAJl 

Aa^L^^ C 5 ^^ J’ (J^ djlA^^LtAll JIa djlA^^LtAll 

J) lIjIa^^LlaII 


tvn 


















jA 6 c 5 jUll L>^ ^) j'A^: Firewall 

A sIj) 6l^jjujL^I lIjI ^\ki\ L^ JjL^osj jVj 

A^Jjudilj C5^^ dlLilA^Jl ^C5^ J’ 

^ ^ I LaJa 0^1 j^ Jaid 0>GjaiJ j 1 j 

®j^aVI 0^ ^jj (>» j^l ^JJ j AjUaJi jiAa S j^i J^ ^jSj jLd^ LiajI ^ US j 

^ ^J)^U A1 tiAit ^ Jj^iH Aljm *1 4 Ad^ ^\\ 

? Li jxU] 

A^jjudll A^^^ ( 3 ^^ (^,) ^A^^LujVI ^luL^I 3!^!^ A \)^j * AjI a‘\\\ A^^3 

1^ C5^ aJIL^VI Cy^J /^JAsuL^I ^ij L^jjujL^I lIjI ^Jui 3:^ 

4 Aij dili <;iii.|j a£^ LjaJlj -L^ l3J^3^ 3:^ ^3^^ 

L3J^3^1 A-lii.1^1 A^Jjudllj dujIljVI (J^ 4<JajujjiLi A^J jluua dili <klaixij 

^<C. S^Lc- 

^ LJ^jIi ^ ljI^ 1 ^1 AjLoui jA A£jjai]| ^\ A^W jl^ J 

(J(JJaju A^l^l ^L^l iAjL^LiJl <Sjjud]| ^l^)Iiil (JaxJjluJ 

^3^ jl ^ q b 1 a 

djLujjLo^ /i^lill (3jLi]| ^ u^j Lg LJLc* AjLs (Jj^ (J^ 

^^ojuoJ aJ^L^ 4^1 X>^\l ^ J’ 4,C> JX>^ A \ L^ 

j ^ \1 ^LJjud^i ^ ^ ^ (^J£jjilj L^ ^j^.AjlU^I A^JjullI lIj^Ll^^ 


\\ 1 aW A^^^Ul Jalijj A^jjulll djLininll] ^^^iLudJ 1^ 

^Lcjudll*^ ^ 

^lajjuuG ^A^Ij Sj.w a (J^ ^ (jl A^jjud]! djljl^l cJ^ 0^^^^ aJ^L^ 


tvv 

















: Packet Filters Sj^l 


(DEC)c>* ' L»Aic. ( 1988 Cin\S jUll jl- 1^1 ^ l)J» 

46^ ^UaJ 

Clj|^)JLii^ ^dlJ^pjVI (J^l ^ a]^\\ 

Ijj^^j djl^^jli djL^VI AjuIILu C 9J1u1 j ciLjJ^ ^li AT&T 

. JjVI J:^ 2 l 4^VI Jill ^ 6A^3L^ ALdLC' A^uuJj 

a^LujVI jil l)^ 4^1 (packets) L>^ lIjISj^ (J-^ 

^ (^jUaj 6 l 1 uI£ lij ^dujUjVI 4 -yjuj| 4 j^ djUl^l Jill a ^\1 

^J 1 g 4j^\^1j) J1 6 J^Uaill ^li 4 6 c**ll 

^ jAjL^a^ SjLujI jLujjU 

dlLc( 3 ^ ^^ 3 ^ C 5 ^) ^ djL^uuj^)^ ^Uilll liA 

JljL^ajVI (JC- lIiLgU 3 ^ ^ 


L^liJI 1 g 64 ^ a \\ djLji^Lij djl^joj^ <jLa 3^lL<Jljj 

^\1 li^)^l 4^^IL^I 4^31 6^AjL^n^ Ai3 ^ ^^i^JLuoj 

.dAijiuvi lUI>5 ^ lU^ l 5 ^' (TCP) (UDP) 3 


dj|^ ^ 4 ^) C 5 ^t ^dkiuLi sjUJI ^ (UDP) J (TCP) 

Jl^) dj |^1 ^Vl J 4 ji 4 j^^ Sj^ 4 jJi 4 jj^)-<JI 

lij V) 4djLaL^I JLuj^j 4^^j^)j£Jyi ^^>31 JLujjj 4(^d^l 6^ii*-JI <c*L3a]| 4^1 

,^jLliC.| ^yiJl (Jjjii ^L<i.lidjuaJ 64 . 5 ^ l 1 ijI£ 

4 ^ J ^1 ^U:JI jld^ Ua : Stateful Filters j^ 

(jL^I ^ C-ajJ^ ]^a\\ ^ L^ 6 ^)JaLlA]| 4 JL^jlijj 4 ^JJJ^JVI j^)Ja^l 

djUjliVI a \A yA\ Adjj£Jyi ^ Ua (jLiJudllj 4<judij 

^3^ ^ 43 ^^^ 4 . 5 ^^ c_ijjLIa^l 4-L^)c. 4_iL^ 

l^U cilj£jai]| L<i^ 4<d<i 1 ^ 3 ^ diuij\J (jLiJuJI ^ djc« jj L^l 4J3 j I^a 3 ^ ; 6 ^l 

LgJjuoj) C—Lj3 J’ AjJjuj^ 0^1^ 

: (Application Layer Firewall) cjlli^l cM^ 

dj|^y*i^ A 3 ^ ajl^L^ 3 ^ (Ihf^ djIjjjuiL^I 

3^ l^lj ^3^ c**i^^)juj ^ 3 O J ^AT&T 

jl^U Uiajl Ljjc.J t (Application Layer Firewall) cijliiAkjJl cjU^ jUll 
jIIUjI jli J ^j£jU J (Proxy server) jUll 

SEAL dlaJj ^tllall (_ 3 ^UaU DEC ^tlLa]t ^Li-uU (Jjl 


iTA 















Level ( 6 ) (j-ijLuJt ^jiuLaJt 


Troubleshooting j (jSLur^l ciluHuil 

A ^ (JSLuliAil C^LuuStiLuil (jdujLutij 

430.AjLill ^ 14 !^ j jSUiAll cilu i Slu i l Troubleshooting 

434 .IPv4 / IPv 6 ^ 

435 .Access List ACL -Ji j JSLIa 

^36.......................................^ (J£Lwl 4 I al i.t ^ jt Aft 

437.Simple Network Management Protocol SNMP 

440 .Syslog 

441 .(jiuj-yJ) (jk CjULJI diljUa) ^ ^Aijla 

442 .Router Ways With Packets 

443 .Vlans Allowed in Trunked Interface 

444 .Software - Defined Networking SDN 

446.Virtualization A^ljjflVl 

450.Cloud Technology 

457.Quality of service 

461.Wireless LAN ^1 




















T roubleshooting 

A Xi’^M ^ j at i^iKAi ..t 




^jjj.V^g x> C—fll A * AjLuJt \ ^ W ^ ^j^LuLA^t L^Lui£!Lujt 

J A j\^ 3 g\l j 4 A^u*MI ^ A K ui^ djjA^ ^ A^u*MI 

A^jjud]| ^jjjAi^ U’ ^^ ’ L>^ J 4 K i^^tl (Jjj^^)J^Ai]| 

U^ L_L^J 4 ^JJ^I ^ j\ ^ A-^ (^5^1 A^luiW Al^l L^ 

^1 jl (JjjL^lij ^1 c_fl^)*j V LgI A^jjudll (JjjL^lij (J£j A-LgIS c5^ 

Jia*]l j) C^Lud^lLujI A jlx^y 1 ^ C QJ^ U’ <. JTWJ A£jjai]| CljL<i 

lAjIjI^I jLuJ jI j S jUL<i^ j C5^ U’ A ^ U*Ml 

(JjIa^ C-bLud^JjujI i C5^ U^ J A K U1^\I Wluij\ OSI 

L>^ Show l)^ a-LLuJI ^jja]| Lg-^^)jaij diA^ ^^5^1 J 

J) A^ C5^ U’ ^ ^lia^VI C-bLud^lLujI A-lLoC* A^AiJLud^l ^1 

^JjJalA^4 A^Jjudll ^Llo^VI A^iL^xJ ^^llL^ 

C^tjud^JjujI A.jL^C' ^ 


C5^ U’ J A^jjudll ^jjjAi^ UJ^ (J 


IjLg AAiia J JljL^ajVI aIaL^ C5^ U’ ^>J OSI 

(JjjL^oAillj \ Lg AAiJa J Aj 

. OSI -Si (> J^t ^ ^ TCP/IP 

J dibljlC-VI aAx^ ^ ^ QJ^ J ^ QJ^ J lIjV J 

A-i^^^l ^ k^A. 

Lg lAjL^^^Ll^I j J!Lg ^IaJI Lg a (ji ^>j 

A-C*^)judJ ^j£^gIu] 4 aJ^juL^I Aj^A^ 

JLg 4 A^Jju1!I A-^1^)^ b ^ cJ^-^ J cJ^i-^ ^ilal (jl A-Sjjud]! ^jjjAi^ C5^ ^ ^ ^ 7 -J 

r' bA. \1 ^jl aJ£ju1a]| AjjA^ Lg 
(^ 5 ^i 0 ^i^>A^i J-axJl J A-LgI^ C 5 ^ UJ^ U’ 

• A^l!l]| 0^1^ (J!La 0^1jl^VI A-Aac* 

Backup 5 SNMP , Syslog , Wire shark , NetFlow 


tr* 


















OSI AjIoP ci jajj ( 2 )Sft f 

^Laj ^jj L^ j j <J j \\ Ajl.^ <j j$u(^ I djliiia 

(JjjL^^I djLaAJa]| (Jj^^ ^IaiLuj 4 (Jjuj^)^l (j^ dul^ lil cJ^-^ Ija]| 

J£jud]| JijujI IjaII ^Lij (JiiluLA]| (3^ LgI 4 AiiaJI 

^ qjl^ ^1 c_i^)jtj c *Qj^ diLa^Ja]! A^l ^J£jd ^ l)^ Ija]| 

<d^)xll]| ^IAiIjuJ 4 AjUjuJI dLlla^l 6^ 


POTS T1,T3 

Services ^ 

T1, T1C, T3 SONET / SDH 

ADSL Ethernet 

Elect, and Opt. ’ ’’’* 

SONET/SDH ^ „™ 

ctnernet Ethernet 

VoIP 

IPTV 

Ethernet 

Cellular Voice 

SMS, MMS 

Ethernet 






Application 

TABS 



CMIP, CMISE 
ACSE, ROSE 
SMASE, FTAM 

SNMP 

DNS 

FTP 

LDAP 

LMP 


TBOS 

TL1 



NTP 

Presentation 

Other 



BER, ASN.1 

SSH, rLogin, Telnet 
CORBA 

PKI, PKCS (RSA) 
SIP 

SOAP 

Session 




Session V.2 











ITOT 


Transport 



TP4 


TCP, UDP, RIP, BGP 

Network 


PLP 

(X.25} 

TARP 

CLNS, SNDCF 
ES-IS, IS-IS 
NSAP 

IPv4, IPv6, IPSec 
ICMP, OSPF 


HTTP 

DHCP 

OpenVPN 

SMTP, POP3. IMAP, MIME 
TLS {SSL 
WAE/WAP 


CM 


BSTM 

RRM 


MAP 


GMPLS RSVP-TE 


MPLS, LDP 
GMPLS CR-LDP 


SCCP 

NSP 

MTP 


(SS71 


Data Link 


Physrcall 


ITU-T OSI Model 


LAP 

SLIP 


LAPB 

PPP 


DSO thro 5 
EO thru 5 
SF. ESF; ISDN 
3-wire TR, ADSL 
RS-232, RS-422 
Modem {Belli, 


HDLC, LAPD 
CSMA/CD 


VT-n, C-n VC-n 
TU-n, TUG-n 
STS-n, AU-n 
OC-n, STM-n 
SDCC, LDCC 
LAN 


GFP, FEC 


ODUO, 1,2, 2e 
OTU1.2, 2e, 3,4 
GCC, MP 
SONET, SDH 
Ethernet, FC 


PDH SONET / SDH OTN / ASON / ASTN 

—V--V- 

Legacy Metro Core fii Long Haul - Backbone 


ATM Adaption 
[AAL 1, 3M, S) 
ATM Layer 

ATM PHY 

UN1,NNI 
PDH, SONET 
SDH, Ethernet 
xDSL, 2-wire TR 

ATM 


LLG, CSMA/CD, ARP, RARP 
RSTP, MSTP, L2TP, VLAN 
LAPD, PPP, PPPOE 
MAC 


UlNI, N NI, 

LAN-PHY,WAN-PHY 
lOBase-T, lOOBase^TX 
1000Ba5e-T lOOOBase-X 


WEP 

WPA 


Wi-Fi 


LAPD, LAP Dm 


GPRS, UMTS, HSPA 


MPLS/T-MPLS 


-Y- 

Metro Edge & Metro Core - Access 


Ethernet 

_A_ 


GSM, LTE 
A, Abis, UM 


Cellular 


-Y- 

Wireless Access 




L> 

^LlaLudJ 

4 dlliflaii]| j ^si ^ j Application AifL ^ j ^juLuJI <iJa!i 
Ail Uji^j j Remote Control -SI ^ JL^VI jj ^ Ids j] Jl<i 

(jL^dVI AjuLuiII AdJall ^J^judll dl ^aid ^ ^ j ^ 

Id lJ^I j A^Jjud]! fid 

Id dlii^ L \\a dl (jIdS J A \u^\\ ^llill J 


ir\ 






















jULuII 


^j Presentation <afla]| -Y 


dujIljVI CljliLi]| ^1 ^jii L<i.iic« (JiLi J djUl^l \ ^ 

^ <j| ^ J£jaj (JJ^ J ^ali^ (J^J ^Uaill aJ^ .W lui 

^1 .Wlui 0^1 j^)^I (JLu^I .lie. ^j£JJ 4 dujliVI 

J U JU. J t (j£judJ L^ Cj^ ^ ^ ^ 7 -J C 5 ^^ AijjL^I ^ 


Jaj^ djl^^ j JljL^ajVI (j^ 4 Session 4 -T 

^ai*J ^1 c-^\j\c> I^J JljL^ajVI A-iL^ cJ^aC* jl ^Lla^ j 4 

djljLui^ J lIjI^^ ^jc- ^jjjud^l ajI ^ Session aI^ a Kuix>\I 

<iiia]| lIjS^ ^Leslie. JIa 4 

J JLl^VI a_iL^ 


I Q / Oj U )>1 Vi 1 ^ Q^ 


L^ ^aju J IjI:i]| Jii] AuL^ajL^i^l A-afla]| Transport Aqi)^\l -£ 

^ dj^ TCP , UDP Jl<i Jiill lIjVj^jJjjj 

^ AjuI^I a ^ ^UaiJl ^1 ^1 c J-SJ J 0 -<iUI^ JiL ^j 2 i j) dujliVI 

FTP , L>^ ' (S**^^**^ j <^iL<iC. ^JC- ^jjjaLAll AJI 

, Jiill (>i J:^! J TFTP 


^ A^umII JL^I j l 1 jKu*MI ^jc. <1 j^^joi^l <afla]| ^ J Network a -O 

dll^L uiaII ^1^1 jJ AJI (JL^ J 4 dl jLuia]| Lg d£Jl J i\l LgdaxJ 

^ A-a±Ia]| ^ J (Jjlsd ^Id ^1 4-1^ U^J dS^I j) 

A£jd]| dV(3^*^ ^ cJ^ J dl£jjai]| ^JC. ^Jjjud^l AJI 


jl ^ai*j jl L_L^ J jUaVI ji ^j^l (If ^jjjud^l J Data Link ^l^l Ai^l .1 

^ ^Id (. j^kj (jjjj^l iilLJI ^ jl A^iui\l dj^ ^ ^1 j\ ^LLxkl ^1 

. Ai^j]l ^ ^ AJl ^ Data Link -S' 


dUl^l Jij lU*j ^ J Physical ^S-r^J:^' Aifla]| ^ J ^jVi Aqil^\l -V 

Lcdc* J 3^1SJ| dljl^l (jLuJjl ^dljuj A_adJa]| ^^1 uij 

Jajlj {Jjl AJI J 3^lSJl ^l^d ^1 i^j 4 (JljiLujI ^1 j) jLujjl ^1 V ' 


(J_^^ (jl ^ ^ 7 -J L^Luo^ILujI j J^LuIaII 34 ^ ^ ^ ^1 (jVi 

^^AA d3j ^^)JUJ) J£ju1a]| C—flLuJj^) ^jWlulM ^JjJ Aj1^1^)A j a qi)^\l jUlAA 


trv 





















i£jjulll ^ (JUaC-VI C5^ U’ 


• ^ J ^bj^t 

JI4 J^LulaI) ciLu^luit AjIaP ^ ^jXA L)J^ cl)"^ ^J:i 

. J CjtjJjtjit ^JJLA 

Router # show controllers serial 0/0/0 

C_aL<^l Jj^)Jjud]| isLLG djljl^^j c \\a ^yct] Ha 

Jj^JJjudll M\a \ 

Router # show ip interface brief 

j (J^ kl)\ ^LL^I lIjIjI^^I 

Router # show running-config 

j dibl^ VI <^—ab ^>-<iVI 1^ 

^ b*j 1^1^ djbl^^VI j lIjLq^^1x^1 c5^ ^ q\^\ 1 I^ ^j j aj3j^I 

^jl^l (J-OXJ ^^5^1 djbl^VI (JC* 

: Vlan Problems A^ljiaVl JSLIa • 

uijAjluj A^iAitjll 4^utilt J£Lul 4 uiLu^lujI ^ ^.^Vu^iAlt j-AljVt biajt 

Switch # show van 

^ (J-al£ (J^j>ij (jjjjjjjuill (Ji.b A^j2j L^J£ Vlan ^_^J»1 ^Vt 1^ 

^ ^''"" (Jjjb^Lsj 


Switch # show interfaces trunk 

(Jjjb^lijll ^_)Ja^)C. ^<a Xrunk-^^ ^l^-J (J-asCi iaLLall ^)-aVI 1^ 

Switch # show vtp status 

C1j1j1.1c.VI _5 dlLa^jist-all (Jjb-aa.a (JSCoJ VTP cJ ^ya^\ 1JA 

Switch (config) # no spanning-tree vlan 1,2,3,4 

STP-SI Jj^j:ijj^ A-lbxJ ^^1 j dlS ^1 j 

. Man -5' Ua bi 

Switch (config) # interface faste the rent 0/5 


trr 













Switch (config-if) # spaiming-tree portfast 

. AjIc. Portfast J U:?*-* 

Switch # show spanning-tree 


STP -S' J>j:Sj 


^ (J£IA4 

IPv4 / IPv6 


A 



^kk )^ (j£judJ W 

J jIaaH lya jjjU*]| ^ jlj <- UtJj'-^' ^jjk f f 

J yji y^\ (jlJ (J’ 

c-flj3rViui ^jU*JI L<i J (jjjUxil ^ <<^\ ^ 

A K VM^\I 6^ 


^IAiLuj ^IAj ^yjLj^ (J!Lg (J-ftJtJl ^IaJI Lg ^(J’ ^ 

. OJjS-^' ^J*-a J a£^ 1 ^ ^xJaiuLiJ jj| ^1 J jj| 

J ^jljL^aIl]| C5^ A£jjai]| A^l^1 ^jIjjlSI jl^)£jj V (jl 

C5^ ^ (Ihf^ ^ A^Jjudll 

^1 1^ ^1 l)^L uJJ A^Jju1!| ^ LgAjC* -V 

A^Jjud]! L>^ ^AiJLud^ 

^ Q^^1 ^ ^L-LIs y^\ y A^JjullI ^jjjAI^ AjI <£jjulll ^jinxJ A ^y -£ 

^jjoiij J A£jju1]| (J-u^ ^j-llx^allA ^ai*-!l 6 C 

^1 (Jj^ UJ^ SjLc^I (. J-SJj C ^1 J^\ (JJ^ (J^J jW^ 

^1 C J-NJ ^jU*Jl ^JjlL ^jij J A£jjai]| -kJuiVlJ ^jij I LiAic^ (JL<i ^UaiJl A£jjai]| -kJuiVl 

Subnet l>^ u' l>^ c^' 5 ^^ uj^ 

^ L^jja^j ^ (3<«j (jV ^liill (jjoii ^ ^ ^ Mask 


trt 




















bjb*Jl I^A . 


^ jJ ^1 j!ic^ (JJ^ cJ’ ^ 

ikU (J^b ^ Sj^VI 2^:1^ (jj^ (j\ 4-1^ 192.168.1.1 u'^ 

dujliVI 

^J£jaui DHCP j cJ^-^ (j:^j^“^^ -V 

: u' 

<j| ^jU*]l jUj AK ui^ DHCP sjj^l J^LouJI • 

1 g \"*k J ^ ^1 4-1^ J <l£jaui 4 ^L^l cJ^ ^ 

j\ Pool U’ ^ui^\l (j’ cJj^ j 

<£jjud]| A^ lil] J jjL^ ^y^\ bA J A£jjai]| ^ C5^ ^ 

^\ djljl^j A^jjud]| ^jjj.Vig x> QjS^ b’ Cy^ ® 

4 \13r ^ A^IjlII ji A£jjai]| ^.Vig x> J DHCP ^bj A-b^ 

b^ ^ bl DHCP C^Lud^lLujI Aj\x>C> j 4 1^ 

. ^ ^l£ S j±k ^4^^ 

A^uVi J A^jui bhD Lg b’ A^u*Ml 1^1^ S^jJ^LuLbl b^ • 

^)jujL 41 blibl (^5^ DHCP C5^ J^buLbl b^ ^ 

bV ^)jujl.4t b-ibl ^J 

b^^xbalLudj bJ^ ^ J bJ^ a 4^ ^b^ A^^iiJl ^jb* 


lJUjJ 


4^*-^ b^ DHCP bl A-^^liJl b^ b:^jb*-!l i\b 

Jl ^jiiJ baia jjbL4l b-ibl 1 J 4 DHCP Realy Agent 

. a£ 4]| b:^jU*]| ^jjii DHCP 

tblij bhijlibl b^ DHCP bl A^.^ (JjL^a^ ^5^1 b^baubl ^ \ b^ 

J DHCP bl b^ b^^^^ (Jl^^^l j) ^jjj L^VI bW^ b^ Sb^-^i 

1 g ngg^ 1 g3rjbj^ 4^ b^J ^ b^C5^ J C-jAbi 


ciUli] 


dIa b^ J A Kui^\l 4^ 1^*1 ^baJjudb C5^ U’ ^^ u*bl ^jjj.Vig x> 

J b^bW"^^ Lg^Hc. bb^ ^Sb^-^VI ^b’ ^b£juLbl 

bl4*^^ b^L^^ILi b^ g >J c^^b b-^j C5^ ^ J 

. c> ^ jj^ f Pool -i' C 5 ^ 


ACL - Access List j j£Li« 

Router # show access-lists / Router # show ip access-lists 
Router # show ip interface 

tro 


























A (jl i., (.5^^ ^)-atjVI ^1 (j-a A^lxull ^)-aljVI 

, ^J^joball ‘- ^'y ■’ J dlljl.^Vt j A(~^T / ^_)ia^)C' ^AiaAui^ 



: NAT CjlJlJC-l J ^Ua&i I_al ui^Ij nj j-alji - 

Router # show miuiing-config 
Router # show ip nat translations 

: Static Routing tHJlJfr l fUal) j^lj) - 

Router # show ip route 
Router # show ipv6 route 
Router # pii^ 

Router # trace route 

: Dynamic Routing cjbljc.) ^Uali ja\j\ 

RIP Troble shooting 
Router # show ip route 


Router # show ipv6 route 
Router # show running-config 
Router # pii^ 

Router # trace route 


in 








Router # show ip route 

OSPF Troble shooting 
Router # show ip route 

Router # show ipv6 route 

Router # show ip ospf database 

Router # show ipv6 ospf database 

Router # show ip ospf neighbor 

Router # show ipv6 ospf neighbor 

Router # show running-config 

Router # ping 

Router # trace route 

EIGRP Troble shooting 
Router # show ip route 
Router # show ipv6 route 
Router # show ip eigrp database 
Router # show ipv6 eigrp database 
Router # show ipv6 eigrp neighbor 
Router # show running-config 
Router # pii^ 

Router # trace route 


Single Network Management Protocol (SNMP) 


trv 









S N ivi P 


^ C5^ _5 ^^Lc- ^ A^JjaiSl \ S1VTVTP 

j 4 cJ^^ A£jjai]l ^jWuii 1Jj£jjj^>JI 1^ Cy^ '^.Sjjilt 6 jIjI 

_ C_kjUaj <^^>Ijj j-aJ (Jj£jJj^>^t lift 

1- SNMP Manager , 2- SNMP Agent , 3- Management Info Base 


.SNTP -51 Jj^jjjjj "^5£^ lU*:J jW^' uj^ : SNMP Manager 

j ^ 6 (,s-Sc. I gjlt: - Jjij (jjilt ^Vi ; SNMP Agent 

.SNTP -5' lp» 5-s^' <^' 

jj£j ^^1 djUl^l b^\l ^J\ ji J siA : Management Info Base 
^_gJc. (3i5aJ J ^LiJat ^JJ ^ -^5' dlLa^ji*-all (_J£ j SNTP -55 

.Object ID (OID) 



: SNMP -51 jl^l (> j^i ^jj - 

1- SNMPvl , 2- SNMPv2c , 3-SNMPv2u , 4-SNMPv3 

^r^ 































































































: SNMP -J* >»'j' J - 

1- GET , 2- Respinse , 3- Get Next, 4- Set, 5- Traps , 6- Infonn 

SNMP SNMP Manager -S' c> JL-jV) ; GET 

djLajix^all ‘ ^ Agent 

(J^l£ (J^j^ cllLap.UaC.t j Cjlia]! ^_gJc. Jjll 4 jloC. ; ReSplnSe 

cjHa]) i^jc- 4^Ljal ‘ ^ '. Get Next 

cjbt^j ijj^ J SNMP Manager -5' (> J : Set 

^)^V1 djLa_ji*-a]t ^j-a j | P _ll (JlLa 

^Loj^ ^i - u-N. 1 . 1 ^ 1 , 1 ^ (AiiLa^ I Traps 

. 

‘ ^ (JSj^ ciiLajLt-Jl J djUl^l ^_gic. Iaa ; Infomi 


<■ 

Network 
Management 

Station Managed Device 

161 ^J IkU J UDP -S' Jj^jj jjj lU*:? SNMP -S' Jj^ jJj jj - 

., 162 


ir‘\ 



















Syslog 



Network Devices 


Administrators 
check for Syslog 
messages. 
Troubleshooting/ 
monitoring 



Syslog 
Messages Sent | 
to Syslog Server 



140 


Syslog Server 


Syslog server 
sends alerts to 
administrators 


^ (Ja*j 6 jl (jjiajj ^jc. Sjbc. jA ; Syslog 

cllljpjljJl J djLjjjJjJjaJt J t -'' U\l J J J t 'Jw'l jaJt (Jl<» i 

(. lull ull p.l^)^Vl (.5^ (j.a (Jjljj)J.uba (.5^ tillij j 

. Action 


. Port 514 ^J J UDP -i' 0 ^ ^ - 

.(Spluck , Kwi Syslog) Syslog -S' f - 


i i . 












































































Syslog Event Levels 

IjILg jLuJJ Vlul 

EMERG 

most critical 

it 

ALERT 


GRIT 


ERR 


WARNING 


NOTICE 

INFO 

DEBUG 

▼ 

least critical 


1- Emergencies L 5 jj^' 

2- Alerts j 

3- Critical ^-Usukil ^ o jj^ uj^ <^1 diljia^Vt ^Loi j 

4- Error ^jj <jl j ^Lajj 

5- AVarning <— j ^<. 5 ^ <— ij^ Aic. <-iil ^Lojj 

6- Notifications 

7- Informational ^UJl djUjkAll (jc, 

8- Debugging ^IjUJ^ 

Switch Ways With Frames 

(j^JJJ.ui]t ^ CjUL^t CjtjUst ^ 


ii) 















A store-and-forward switch receives 
the entire frame, and computes the 
CRC. If the CRC is valid, the switch 
looks up the destination address, 
which determines the outgoing 
interface. The frame is then 
forwarded out the correct port. 


A cut-thrcxjgh switch forwards the 
frame before it is entirely received. 

At a minimum, the destination address 
of the frame must be read before the 
frame can be forwarded. 


1- Cut-Through 

V ^ g ^ (jLuJjl J 

LgJj) A ^ ^ 

2- Store and Forward 


. l^l JU ^ 4 <:iuudJ 

3- Fragment-Free 

j ^ajuoS Jjl ^ Aijljud]| 

L)^ * *0W^ C5^ 

• J:^ J ^ 64 C> UJ^ 

Router Ways With Packets 

j\ jjjtjlt CjUL^t ^ J^bult AAjjia 

1- Process Switching 

<j| Aiu3^)^l djUl^l j ^ ^ fi^A 

4-1^ jLui^ dlS^I J 4 jllll l)j^ C5^ ^ 


AJia 


2- Fast Switching 


i iY 












‘ “ ‘ “ (_>^ U ' ^.jLoxJI 

clLajls«-aJl ^Ljal ~''J ■ ‘' jjjoLi<» (J^j^ ‘ '"'^' ‘’j ^ ^j^j i A^jjlt (Jjl^ 

a /vj Va\l cHiLo^^lat^l cr^ ''J ''•^'' 


IP address: 2.17 169.198 
MAC address: 01:53:aa:f9:d2:6c 


IP address: 2.17.169.1 
MAC address: 35:a0:b1:00;57;c2 


IP address: 203.19.3.58 
MAC address: 35:a0:b1:72:01:19 


IP address: 203.19.3.57 
MAC address: 28:18:78;5a:f5;96 


IP address: 195.15 16.1 
MAC address: 28:18:78:5a:f4:c7 

IP address: 195.15.16.11 
MAC address: 00:1f:19:ba:20:39 


A 


Web Server 

IP-adress: 2.17.169.198 
Subnet Mask: 255.255.255.0 
Gateway: 2.17.169.1 


Source IP; 195.15.16.11 
Destination IP: 2.17.169.198 
Source MAC: 35;a0;b1:00:57:c2 
Destination MAC: 01:53:aa;f9:d2;6c 


Router 


Source IP: 195.15.16.11 
Destination IP; 2.17.169.198 
Source MAC: 28:18;78:5a;f5;96 
Destination MAC: 35:a0;b1:72:01;19 


Router 


Source IP: 195.15.16.11 
Destination IP; 2.17.169.198 
Source MAC: 00:1f;19;ba:20:39 
Destination MAC: 28:18;78:5a:f4:c7 


Computer 

IP address: 195.15.16.11 
Subnet Mask: 255.255.255.0 
Gateway: 195.15.16.1 


nr 


































































Vlans Allowed in Trunked Interface 



^ j ^Ic. ajLuJI ftjiA : Mans Allowed 

A 'u» Alan ^1-^ 1-^ Alan 

(jiijjjjui ftjiA (JIaj ia^ (.li^ Trunk Interface -J' ct^ 

Alan ciill^ ^jl lij^ ^jj j] Jl« 4 Trunk Interface aJ^jj ^ (j j^\ 

(jjoJJjjuJt <Sljjojt ^_gic. ^)^V1 ^AaJjj ^jaiui ^jJJ^Aiuo (Jallj ^jl ia^ J 

. >VI 


Switch (config) # interface fastethemet 0/1 

Switch (config-if) # switchport trunk allowed vlan 1-2 


10.0.10.13/24 10.0.10.14/24 



Partial VLANs on inter-switch trunk - No primary VLAN 10 on the trunk 

Hi 
















































































Software Defined Networking 




jjujL^I uVi J’ 

A ^ \qui\l c** il A^jjud]! JjjL^lij *^^yus^ (^jC^ \ Aij^)IaJ A ^ u*Ml 


jILud^ ] ^jjjj^ILui^ l ljl£jjal]l J ^ cJ^J^ AjuLuJI 

jl^l ^ ^j ^ jA\ s^jll ^ 6 jUc jA j The control plane 

^jLajJaj ^aJiuuJl ^jt jL^ VU ikVl ^ dlUl^t JJ^ A^LutS jLuuJt 

The Data ls jIuuj <. 3 -*^^ <£fiud]t ^ ^ jj-all diUl^t ciit^j ^j-a s^ljl 

. ^ Ujj^ ^ 1 J plane 


JL^Vi ^jjjoiiii] OpenFlow cLJli. 

. Data planes (jJ^ j Control plane 


: SDN-Sl^fj^ 

J SjIjI ^Lc. J^judJ <£jjal]| ^ l):M-J^ Lg-C^ljlkl ^ SDN 

^SDN C5^ a\c> VI ^ J 4 A£jjai]| ^ j 

Lg-Li <£jjal]| ^.Vlg ^l£ J£ljaui]| cJ^ ^ ^ J L>^J’ J 

^)jj£j ci^juol A ^ u*MI SjIjI ^ u^Ij ^J^LouJI (J^ ^ A-uil]| dIa ^l^)lii.l L<ij I j 

^ ^JalLuaJ A^Jjaill ^.Vlg x> ^1 


^j£j (. J^kJ SND c.5^ ^ (jx>3rVl LljUlialL<i]| ^jJ 

(jl a£jju 1 !I C 5 ^ ^ ^ ^ 7 -J 4 (JiLg lIjLgc 5 ^ 

J) j) liL^ JIa Ajl! 

4 0^l^)JI A^jjud]! ^Lc* C5^ U’ ^J J A^jjud]! 

0J Wluij\ JsVI (^5^ x>\I U’ ^JjJ.Vlg x> 

LljLlnJaIl]| ^ J 1 V 1 J Ajjl^L^ 4_juj| J C5^ 1 (J ’ ^ 

. virtualization 


i io 



















Ljajl JjujL^ ^ j 4 JjujL^ 

4** 1J^ (J^-^ (J^ (J^uiJ A^Jjudll A^Jjudll ^jjj.Vlg A WumJ 

SDN ^ J*lV^ Jaj^jjuj ^1 J (J^-^ (J^ ^Lijl^ j j 

Ja^^^^julll A^Jjudll ^** 4 A^JjullI 

^ (il^ljUll ^jjli j jllll A^U A^Jjalll ^ djUl^l jLuJjl <AaC« ^J^Lud^ 

A^JjullI 

AjI ^** 4 ^ ^XJUJ^I ^J^JUdJ A^jjudll ^ A^jjudll ^tjjL^ - 

. <£^1 ^ 

^j£jJ AjjJal jllal a£^ ^jWiui 1 <j| (.^ n^ A£jjai]| J:^ J:^ 

ua UJ^ U’ L>^ cJ^-^l J ^ J7^ <AjJaljjal u*r^ ^1 j \\i 

A^U jj J diS^1 ^ ^4 ^1 ^1 SJ ^ 

. GMPLS , MPLS L^ - 

i.^ ^ ^ ^ ^ (^J^jujj AjI ul (.J^ A^Jjalll A^Jjudll X> ^1 


UjujJ 


SA^jjaiil (J(jl (JJ A^jjaiil ^.Vig x> J n^\l (Jg un 

. C5%^ 

i^^AC> A£jjud]| ^^iJnllJuiJ ^** 4 (3^VI J ^L^^l djlj^^Ilul^ (^ 5-^1 L>^ ^L^^l 


. ^Ij Ljajl A^ J A£jjai]| (3:^"^ J ^ c^-^’ 



c 

o 

u 


Expose Instrumentation, 
statistics and events up 
^ Translate req's down ^ 


Enforce Behavior 
Low-level Ctrl 
Capability Discovery 
Stats and Faults 


SDN Application'^ 


SDN App Logic 


NBI Driver 


SDN Application"^ 


SDN App Logic 


NBI Driver 


Contracts 

o 


i 
\ 

— SDN Northbound Interfaces (NBIs) 


SDN Controller 


VHr- 

\i/ 



NBI Agent 


SDN Control Logic 


CDPI Driver 


Multiple NBIs at 
varying latitudes 
and longitudes. 




Configure Policy 
Monitor Performance 




/ \ 


SDN Control-Data-Plane Interface (CDPI) 


Network Elemenf^ 


SDN Datapath"^ ' 


CDPI Agent 


Forwarding Engine"^ / 
Processing Function* 


Network Element'*^ 


SDN Datapath"^ ' 


CDPI Agent 


Forwarding Engine'*' / 
Processing Function* 


Element 


indicates one or more instances | * indicates zero or more instances 


c 

E 

■D 

< 

o3 

A-> 

c 

O) 

E 

(U 

CUO 


ii\ 























































































J ^ 4jVqMl ^ 4jVqMl ^Lix-kaljIlaVI 

(Jjxjuoj ^UaJ cJ:^*-^ (J^ C5^^ C^ J cJ^-^ ^ 

^lijaiJ ^^lalLuaJ Cll^ ^.lkjjaiA]| (J^ ^ jjujL^I C5^ 

^IaIIxJ j 4 dlS^1 (JJ^ j (Jjo^ C5^ j ^jjjSjJI j (JILg ^LlaJ 

AjLJI (.**i 1 djli JJjJ jIA (.^ n^ L-JjjujL^I jLgJ^ (.**lU ;>^jJi ^ 

j^l ^Jj <j| Iju^il c_b^)*J ^1 (. J-NJJ 4 djS j\\ ^ l):^*-^ ^UaJ J^’ 

L>^ cJ^j Citrix J j Vin J l)^ l>^ 

aA Lljl^^)Jk^l 6^ 

^JJUJ ^1 ^aixj ^1 4 J-NJ ^ uJoIjIlaVI ^ JJU^^ ^ ^Lc« cJ^-^ (3-<^*Il]| ^ ^1 (J^ 

J cs^'J^' j^'j J JiLg (J^uiJ 4 \/^MI 1 

A-ixialjjaVI ^ ^(J^J ^ ^ '^■^j' A-ljJal jlisl A£^ j jUsI ^jjILjjuj jLg-^ 

6.1^ j£jua^ A^jjoi ^ LA..^<^\\ di^^l ^^ijnlLudJ Ij^^bU J ' ^^lc> (J^J^ 

jjud£^ 

. A^lj2flVl 

; l^j^ J lJtj£^ ^^Luj A^Js\J^^\ jji 


Paravirtualization , Binary Translation , Emulation 

: Emulation 

(jjWiJ ^LijjaljjaVI ^juLoJI ^iLull j^l ^ Emulation 

l):^*-^ (J^ (Jl^l ^.liJiuiA]| <jjSi!| 4 l^IjlIVI cJ^-^ C5^ 

45 !)Ij ^ ^1 jjJi^j J:ii^l ^Lkb Super Nintendo 

c^j ^j^' L>^j Atari 2600 ls j Playstation oA^ 

J Sl£La^ Xic^ ^UoaLJI ^IIjl^I <. (Ih^ L>^ ^ 

t>Vl J 


i iV 



























































^ '.ij'jia VU) PV : Para virtualization 

1 g Jin dulc^l Sun L>^ ^JJOl^ ^1 JJUJ ^ Cljl£jjal]|j ^J^.lkjjud^l 

UalJj ^jJj <JjJal jllal LgJ) ^LjaJjoi^l Jji. juHll 4 11 ^gg 

L—luolii VJ xBSD J l)^ jjljL^a^l (JjiLjaLl]| 4 il PV J:^J g 

.JJ'^J 

Paravirtualization 

Apps Apps Apps Apps Apps Apps 


Guest Guest Guest Guest Guest Guest 

OS OS OS OS OS OS 

Modification Modification Modification Modification Modification Modification 


Hypervisor 
Host OS 



J ^jUJI Uoajj ^tjVi ^ BT lU*:! : Binary Translation 

'yCV7i ^ (Jj» ui'ill (J^L^ I i t(J£LubQ c3-^ ^ _sjjJa^l 

^j<a V_J BT (j£Luba ‘ ^ ^ 

(,5^ *_c1H®3^W ^‘''' 


Ring 3 


Ring 2 


Ring 1 

Guest OS 

Ring 0 




Direct 
Execution 
of User 
Requests 

Binary 
Translation 
of OS 
Requests 


i A 


Host Computer 
System Hardware 























: ^1 jSaVl SjbV' 

^ ^ 2;juj|j (jUaJ ^Llx-kaljli^VI jLolIjI ^1 djlsL^jJ 

a jVqMI *A^LujLo^ djlCrUa^l (^1 

1 ^ 1 Lljl^^)jk^l ^lioB L)^ AjjJal^p^VI 

SjbVI ^JJ L>^ ^ ^^3^ cJ^-^ 

SjIjVI ^UaJ (J^^ ^1 g jW Llj^.bL!l]| ^l^)^jj (^5^ 

0-<il^)3l ^LiJjj J’ J S-^jjujL^I 4x. j^)jaui]| 

3jiLjuIi]| ^UaJ c** il ii\A\ duxil ^j^^liJLui^l ^1^1 u)J ^ a\\ 

djLujj^j^l ^ JL^I 4x.jjudJj aJIAiLujIj ^Uaill ^li-!j 

Virtual Machine Manager J^j j .^ juu^-^M I jJIj 

^ ji 4 ^c** il -s \13? ^ ^ VT ^ ^jU*^ j:f^ VIVIM 

1^ c_ajL^al]| ^ ^jj^l Igj^jWiui ”.liiiiL<iJuj” -J L-j^ (.** il 7k \1 gg 

^u]| 


• Aj^tjjdVt 



^I^^^JjujI^ dul^ j^\j^ t AjljujJ L^ijudallui^ ^Luajj C ^ 1 

^UaJ 1 a \ c > djllJl ^jx^Tk (J^-^ (^) VIVIPTLRD 

6^1^ 3,^* (J^^LjuaJ C5^ L^Da 4 q!^ 1 a\ 1 ^y Jjxju^I 

jl g 7k\I j ^(jSLoui A-^ljJ Vj 

. VMResume j VMLaunch 


^-^^"*k*n\ S^)^li]| A c_ij^)*j V1VIR0SU1116 

^L q 1 i i a\1 (JjXJUJJ ^Ll^liJ 

jiiiVI jLgj^U Liuj ajI V) ^\-^\ VMLaunch - 


^jikJl ^Lg^l ^ dj^ Virtual Machine Control Structure 

LcUaJj 4-C*^)juj A >jVl\l 4,C> 

4^)^] ^LlijJ (3^*11 jLaliVlj 1^ (J^ijuallll ^LlaJ ^ *QJ^ ^ 

IjjJ VIVICS Aj,jJal^)jaVI A^ BitniapS A-lIaii!l JaL<uVl ^ 13? \\ 

(jii A.1 i3l^ A-^o^ ' g cJ^ 32 (J^ JaL^VI ,IjA 

VMResume ^lJS jiill ^ILx-aII jl^i^ 

.2li*^I AlllU Jj ^Lkill >VI J) 


ii^ 




















• AjLujtj CjtjL^ 

kk\\ 4j^j^UjJ ^bt-i±L dili A-ijJaljjaVI 

A-uial jllal ^Ludjj ^lL<i ^j£^<i^l dlljLlk ^jjjJj (dlLa^^ls^l ^Llai 

^UilH liA iJ^ jLiii.1 ]W\\ (J-<il£ cJ*-^ L>^ 

A-^ Jalui^ cJ^-^ C5^ AjjJal^jIiSVI AJL^Al 

ljuil(j^ c ^.liJLuj^l ^j 0^1^)^! 


• A^^tjjdVt A^Sft Jjl^t 

A.^LlJ| 0^1^)^! Q*^ AjLa^I 1 ^ 13 ^ U^ A^Ls AjjJal^^VI ^ 3,^^' ^^ 

Um ^SI^ 0^x^aJJ 3^ $ > L5^ W4^3^ L)^JJ 1 g jW C_b^)jL!l]|j 

3^ g > 3^lc*j (3^ 0^x^all]| A-iL^ (^jC^ djl^^^Lt^ 1 ^Uaill C1 ij3^^^ 

l^)]ajA^jl^l l1jI^)^I 0.ajL^alL^I JjijujJ jLu^VI djljujj^)^l ^^^jJal3^VI 

djULl^Lkill 





Isolation 


Limits securitjf exposure 
Reduces spread of risks 



Abstraction 


Quickly recover from security breaches 


Limited direct access to hardware 


Portability 


Deployment 


Backups and disaster recovery 
Can switch to "standby"VMs 

Ability to divide workloads 
Custom Guest OS security settings 




dlS j\\ (J^aju ^ kyiAUk )J A\a\ WaW c**i 1 jVqMl ^ A-ijJaljjaVI Al^l A-liij .bu 
LgJ ^ J AjVqMl oIa jLolIjI c_iSjli] Al^l 0.^ A c jjuil j^\ (^5^ 

^A^..l^JLud^l djLli^nllll qViA. a\I 3iiLjuaj]| A 

J 0>qI^ l1jI^^)juj 0 ^ LgXdLxJ (J^ aJjJox^I 0 ^ L—il^ cJ-^j ^ 


A^3aj| j 0^l^)3l ^ \3»J» A^3aj| J C5^ ^LoIiC-VI 3j^ ^ 

(Ji^l AjLl^I 0l!ljl^ AjL^ajL^o^Ji^l LljlS^)jkl]| AiLjaj A jVqMl 0 ^ 3:iiLjuIi]| 

3^ O (jiaLikjl 1 g x>^l c**ll jj\ui ^ A-ljJaljjaVI Al^l ^Iju tJBM 

AjI V) 6AJaAl3l L^3l£ll]| ^1 AiLjaj ^UaJ ^ j^l l):^3^ ^jjujL^I (J^j 

^Aai^I ' g ^ ^*Q 1 A^L^VI ljl3^) l^Lul^ djUniuJl 0 ^ 


t o * 




























Cloud Technology 



S J \jUI 

<1A ^'\a\\ ^jjujL^I CljL<i.lk]| ^ jJ ^jWlun j <Sjjai]| L_llla]| 

dijl^l Jjllilli 4^.lklLud^l ^ ^ 

^ a \\ 4 \1 * ^ djl ^cjuullj 

ASjj11[j .lie. ^.iklLud^l ^JalLuaJj 6.bu ^X-UJallj I 

Uk^ J* 

diLiLajiilj (JjjL^Lilll ^Jajjuij ^ 

2ukl^l 


j^uijui <S^)juj ^1 C5^ U’' ^^ ^7-J' ^1 j 

_1| A-iiSj U^JJ^ J:^ J J A-uSill 

c-bjxH] ^Liii!i]| ^jc. ^Lc. JSoiij ^^(j^ J ^ Cloud Tech 

^ j^l c_b^)3L!l]| J (3^<^*Ii]| lit (j^J ^^^LujI jiJ Lg-j UJ^ J ^ g 

4 jVqMI ^jc« Aju 11 <i]| j ^aLiLluj ^ jVqMI 



Servers 



io) 






















: Cloud Technology -i' 

(J^ 6L_1jujLLg Lg ^L^uuj I 

^^1^1 ^ (J^-^ ^LudjV TP JHaII cJrifJUJ 

Jj ^ DNS ^^LLaill ^LuujI ^UaJ diLi^ djlilLujVI 

^ A dL^^liJl 4,c> A 

^Aj AjL^LiJl A j\^ ^\l AliiJ ^l^liJLujI aJ^jujIjJ A^^jjoij 
^ 1 tilli j\[j ^jij AjI Vj ^1 ^ j\j\[j ^V 

j’j session id lU*^I a uil-s ^ja JjjL^a^l ^ 

^ ^ c5^lj C^J^' 2^' 

4x> A A^j Ld \ j\l c> A.^.AjL^aJ^ C5^ d^Lu^ 

dL^Ij]| ^ ^.Ikjjui^l 0^1^)^! (JjxjolL (ilii dujliVI A^\kI) dLi^ji. j 

(S^lill dl^)ij L**^l 0-^7-^ L^I^i^JLujI (^5^) A^ilcrli!!]! 

aIsjujI^ tilli .bu ^IjVI jjuiqi ^ tdlilAll ^**^1 jt^r^ 

(il]j ^ a qV^A ^\1 Cljl_dlall]| ^dldLi^ AlajujI jJ ' ^ ^ A£d 

tdiilAll ^^5^ jl dUl^l ^1 jS Lg-c«djjjuj| j) dL<i 

dUl^l ^1 Ja^!>U ^1 Ulj A,.2kijL^ ^.ikiui^l ^1 ^Lg-i]| ^ c^vWj 

^j^^djjui^l ^LdJuJI c V’^g \ ^LxJI cJ_^ Adl^^ILd A^ld^l 

lIjLg^^L tdl 0^J ^ 

^\SL (^\ uj^ V O^J ‘C}^ ^■ua.iLyraA A^j^\ L4 dUjli^ 

^UJI 4dijl” ^ sjU^ ^ (Autonomic Computing) c-j^l j^A] 

. L^li Sjbl SjjUII 

j^jll ^^ j^ (Client-server model) ddaki ^ 

(dLd^l) iS ^^^ ^jljujIj S 


c ^ ^ A^ i^jj^ i^jC^ SjIjc» A-i£jjul!l c ^ IJull^^^Jl 

L^jjujL^I 4x> a j j) ^Jj 1x>^ LiA c**n^ 4 4-C* 

A^djJa \ju^ ^dljJ c.5^^J AjJaL^jJaB Ijl^ AdldliAll 

■Ij^j 

dUdkikl LujLujI ^^dioLi 4-JJjujd QC^ S S^)-ij£Jl null 

dUL^ 4 7k \k x> SjL^ UJ^ ^ SjLc« j dliifkllU <— 

dldljL^a^Vlj a c^l *u^\l 4 ^Idudll dbl^lxJ (Jlkll (Jjy C 5 ^ C 5 ^^J A^djJall 

Transaction ^kll dXiU^I a^W^a j idLuJJUJ^^^I Jjl JA bjUA*1 4 A^!)I^ILujVI 

. processing 


toY 
































ajUaJIII cS '' ^. ..tl ^ j"'^"'!! AaI^I diLo^ ^Jj^^jj 

jiial <1^ ^jj£j U LJlii ^ L^tjaJI ^ Infrastructure as a Service 
t.\j^ V:iJ (hardware virtualization) c> 

^ 6l1jIjI^I j) A£jjal]| j 6LljLla^^)^l idjLci^LJl 

c^Uj I ^^ \ ^LxILujVI c^Uj 

I^I^I^ILujI ^ AJj^ ^JjjLujV L^LC' jk 

a jil^ .aWa A^il^l lIjLq^ j ^j)*umx> 6 jLc' ^a qK*^\1 ^ (J^^} 

4 n^Ml A-iiJl djl^^li Lg LJLcr dlijjlj Llj^)^Ja 

AjuI^I l1jL<ul)>3 ^ ^L^uudil 


: Cloud ai Ifi ^jii (^1 iijlii^l 

LjL^ ijk jlL<^l A^jjujL^I djLl^^)^ A£jjai]| ^lill JJJL^j]| j ^AjL^alill 

\ ^Uu>i j L^jIj) 

(J^ U^ U^ AJajoijVI 

^CLnjflk^\ a£.^ L)^ djLlnialiil (J(J^ ^ 

4 ^.btU ^1J ^1 4-JjS) (jj^ L<i L^Li J Lljlaa±Lll]| cJrix^jJ 

iA-liJi ^^^).tfajljL^a^ Aa^GjJalLG ^1^1 j ^)^Ijjuj^I SJAxILq A-^ 

^l^)jal]| 4 Aii^lil jl ^)JLJud]| 

^djlL^iaJiSI j\ a ^\1 djLoijLJI ^1 A-^L^I ^ ^ ^*^^**^ 

4 ^ La^ fijiiaj jV Cloud 4 ^ 0:^3^ - 

3^1"^ 4^ <S^)jai]| 

1 3^1^ Jaxjul^ 4.5~^ J J ^ djliLd 0^^ Wi 


LlJUJj 


. Cloud -S' 

' 43a*JI J ^)^11jujIj ^^1 ^aiaJjLuJ A^3aj| j 0^1^ ..1 ^^ J 


tor 



















Accessed entirely 
through internet 


Public 

Cloud 


Q . Insourced or 

rriVStG Outsourced 


Cloud 


Datacenter 


Hybrid 

Cloud 


Flexibility of choice 




Iujuj jLkSI ^Lauud]| jl ^L*JI ^L^juJI c I Public Cloud 

^LujV J J^l jli ^ 4^uUJj (^.1^ A^L^uuJI 

c_b^)ia djLlnJaJ iCLnjfll^\ A 

^Luj) djliiillj ^^^jC. 1-1^ Cllllj 



djL^ioI^I (^Jj^ ^L^uuj ^Lk^j I^JJ^ * A£^^lLuL4]t 

^1 jillJ ^IjL^a^l c Q.^gj 4 n^Ml ^jLoui ^1 j ^LlLj 

(Js) ^\AA\*\Kk\A 4 qKMI ^\ uiVil ^A^L^uud]! (j^ 

^jJ Aj£Jj Aii^ jl VI tilli ^ U^J 4 ^.1^1 J ^)^llul^ (J^j) ^I-*J| ^L^JuJl 

'* (^5^ AJLtiVI (J^J (JIjIaVI A-jujL^ j) j (J-^VI 4A.JjL^jik^^\l (^5^1 

.Gov Cloud ^<^Lc. ^Lauud ^jiLouJl 


-L^uudJ 


^ajudl \ju^ La^l^)ILudlj ^ ^j^L^uud U^ ^jl^VI (J^ * a i\^i ntj 

j\ J ^S it -V ii^\l Aj^ yA^^y^ A \\ -V 

^Ijl^ 1^ ui c** il cJ^I^ (J^ ^"k)^3r x>\ 

u^j I x> nj A^LxJI ^L^uuJl c**il (Jj^Ml A j\^c> ^jg ^1*1 ."^Vn^ unx>\l Wui.n 

Paynient ^Uaj a£.Ll^ c>^i ^^3^) 3^ Uljuka^l c ^jjjli 

.Card Industry Data Security Standard 

tot 












A^L^uudll ^\ uiVil ^A qV*i^ a\\ djLd^i^l ^JjjL^^ djUd^^lx^l ^xjud^ 

(JjjL^^ ^IaIII ^Lud^l i^j <j| Aij^j ^1 j*iK 4^1 jl1I^ 

Ajj ^V ^ilajL^a^l ^ u^l 6 JjLLjJI ^.lililll (JjjuJl djl^^liJl 

4 _n^l ^u^l ^Jc. hybrid cloud confuting ^ u> ( S^ ' ^U^l 

jj' ‘ibm ‘bp J JW-^' U:J:f^J^' ^4^' (> liilij J^' 

4^1 jVI a-iL^ ^J£ju1a c 5^ ^ ^ ^\44\\ 4 (^V]VIwftr6)^ 

^lilll djl^^li (JjjL^^ l 3^)^ -laii C5^^J C**ll A-^VI C-fljl ^ a\\ 

4jL^LiJl c j"*k ui A Wg ^\l ^L^uuj LaA j 

^Cjoull ^Laijjj AijoJjVI C—fljUa j\ a Wg a\\ U1 L<i LJLc. j ^^IjlIIj 


^L^UUJ 4^1jl1| lIjIjI^I ^CjuUJ 0>dJuaJ 


LjJJ^I c ^l.lkjjuj| Aj\ ^ ui\I ^ C** ll jLolIjI (J^>^^1 C** ll g -N J J 

^ sjU^ ^ ajI^jiII a^I jj^ dj^ 4 Hybrid Web Hosting c>^' 

Lc' 1^ 6^1 S ^\1 ^L^uudll ^ Q J ^ >> ^ 

o^'jcs^ i^UjA C5^ ■^' (>=" J4^ ^^Ij 4Jjj]| Jjijc. (> ' jUjlj 

^^L^uudll C5^ aIa^u^ ^aJJ 

di^ ^4jL^Lk]| ^: Private Cloud 

^LlaS <S^)JUJ JILg 4 ^L^uuJl J A^Jjud]! U’ C5"*"^^ 

C^^)lLuaJ ^1^1 V ^Jo^l 1^ Aj^ld J ^lioB jl 

4^LxJI ^L^uuJI I^qW AjL^ld Aj£1^ S it -V ia\l J Joid ^Llo^l VI 

^Ull L^ ciljILoij 

Adidjj^^L^uudll ^^d^l •Cloudengineering ^^^ 

4juj|^pll ^1 ^LjaVd 4A^L^uud]| A.^_^^l ^ J' ^J A^iL^ 4^jjl^ A^U^ A^d^l^ 

L^uJaU LqU^ C5^ ,^L^uud]| ^1 4^d^l (3:lfLaJ (Jlxi 4(J^.d]| (illll dl^^lj 

l) ji^l J ^c3:Jj^ 4A-idj 4 jJ^^iali 4 (Jjg un\ l^lj 

Ai^2 l^i^i 2u.d^i jl L^ j]j^i LUij J) 

:^\^\ A^^l 2u.dA l^L 

ojjiJ ^jUj ^1 ijc, ^U-uJI o:jji:ill : cloud storage L«j^' 

l1jLq.'^^x>\I d^btSl dUl^l ^ dn^ A^uu\l A^jjujL^I dUl^l 

L^LjalujI ^ ^ Vd 4dlllj <^^>ia ci^ Cj^ L^LjalujI ^ Li Li jj^ ^^1 j 4^LljJal jli^VI 

^VyAj d^l*il (JjijuallJ ^LjaJjujVI dlS^jjuj ^^j|C5^ 

L** ^1 Wi^\ \_^ Ajljuj ^^^)^IjjujJ ^LjalLujI 

LSj AjjJal^pBl (J*-^ tAjiliJl 4 dLl^l ^^1^)^ I^^lijud ^1-^ J 

^L^l Wuj>n ^^5^1 J i AjjJal^p^VI dL^iLlI d^btSl ^-^g j\c> c** il j\WL\ 

jl jd^a^l .VLj A-^L]| ^^a-^jud^L L^jLl ^VL*Jl J) 


too 





























]| Jui : Cloud computing security 

ULjasSI c** ij^ ^ ^ ^Loi^ ^ ui\l djl^^i^ 

^LxJi )^^\\ (^>^1 A lultjuj) ^ Ul\i 4 Uj> 1J)'N \i ^ ^ ^ I3g ^\i 

^ SjL^I 2L^li ^ Sj'^V' 

L^i ^LxJI ^j^Uakll ^1 jjuj (A^L^uud]! A.yji djLd^i^l 

L** ^1 ^.^-v l)^ ■11 A^jLkll Sjbyi 

djLc^lkil AjjS AjLix^j Aj^j) (3^ C5^ A^Liuudll 

3 > ^ JjjaS) 3^ijjud^ A^j^UI ^)^ljt^l c V'^g \ djL^iiL^I ^jjj^Ij ^ 

L_alL^” JlL<i]| ^iijuj L**^l (J-^J .A^L^^Judll A^yjij^\ djLji^li. 

jij^ di^b A^j j^ LJii^ ^^Ij (Cloud Security Alliance) 

^A^L^uudll (jL<iJutfa]| djLujjLo^l ^l^liJLujI AjjJaS 

• A^j^i 3-^i 

djUl^l AjL<l^ -Laj|jdall j dlljVAllI J djLualjjudll AjljujIj A^^<jIj <ij^)*J 

^ AajL^uuJI ^ j^ll Aj^^£^I j L^ ^ 4 11 \\ \ J s\ Qy Wil l J s^jjuIiiaII 

4 1VI ^j^l J djlSjjuill ^j^l djl^^^Lt^l ^j^l djVl-^^ L_iiol 

C5^ J djLiniallll j 

;^j-iAjua3 ^1 A^L^uudll ^ q 1* *^-^11 A-iL<iVI djlj^l^JllI ^^ ^^Ij 

A\\\ ^ uill A^yjij^\ A^^ J j 3^ C5^^ A-il<iVI djlj.wMl J L^l k^aW 

^ A\\\ ^ Uill A^^ ^■Iklui^ Jj A-lLiVi djU^ladll J L-JC«ljL^a^l 

• A^l^uilt A^jjaJ^\ ^La^ j ^jj-^ 

^jjj^ii^ ^1 ^ ^ J ^ A^L^uudll 4 -iijujIAjL^^ j ^ 

^^Ijuj j djLd^i^l ^ Qj^ Ai^)x^^ J Ai^)x^ C5^ d !^i\l ^ j] A^jjudll 

J aj-.^ uj^ Data protection 

U’ J cJ^-^ U’ J ^j^-liduiAll -la^lll^VI (J^ AjLl^o^ j AJjjL^ai^ 

l^j dllS^ C5^) (3^ (3^^ 3^ dj UJ^ 

,jj^unll dlljVAi 3"iaa) 3^J S^)ijaui djUl^l 

L-fljLja^1 J djL^I^1 3^1^) J ^^11 3'^^^' ^ ^ J * Cjlj^t^t 

3 ^jill J Ax^jli J A^i jJl£ djUjkk jl (>daj (segregation of duties) 

j] Ajlj^ ■^Iju lLiIIj c_b^)ia J) J) djL^^liJl (3^ duLSi 

^i_^jj 1^*^ ^ ^ ^ 3 ^q1 i l ^ 1 l a *\ ^ «^IjV (_^>^L3tJl ~ ''A''.../v\l ^jc, ^LiLaj Aj>^ j 

^L^jJal 3^1^^ 


tol 





























W\\\ j j ^ *1VI cJ^ (jl (^5-^ ^^liJiui^l djL^Lii^V 

cA^] ^\jj^ ^Aixjuilh A , A\\ \ (Identity management) j'^) 
.federation services^'^V' ^ ji.1 ^ jl 


l1]|.1jl/i]| j (jl 4-1^ ! CjIJXa]! J ^ jLoil (2)^V1 

^Llaij ixikj^ ^ 6 JLSjujVI (J^ ^ c_bL^ jSjudJ Aaj^\ 

a]L^ S ^ J .He* aA (3^^^ J 

/Ll^L^JI lIjIjL^VI 

jl djLQ."^^ W C5^ 1 <_bjjuj ^j^.liJlui^l ^1 ^j^cijJaJ 4.^.liJl I 

3£Hdj <jL^LiJi cijiii3aii]i j A 1 VIJ djUi^i ^13 jjL^ j]i A^ii (^^>^1 SjjA^ 

^c-iajj (^\ <^.iiJI ij^ J 

a ^U*1 J (Jljl.^j3nll]| J ^1 .H V 3 (^)a\ 

J dj|^l^)^VI J Lljljujljjud]| 3:i3aJ j djIjLiiiVI 

\\ Q lUtl SJA^lILq 

J 3£j djljLiJl ^.^Ulll ^^)jud]| i^Ak^\ ^1 ajV 

^^.ikjjLU^I 3^ a\\ ^ ui^U V) ^LgjuJI 


• ^■^Vua14 3j^ 

• ^l^j isHlit ^ Ajldt^t CjU^J-ULoit J (JJ^ 


4.jl^L^I lHIjI^I 6^)lnjjuJI J L^l.i^Hjujj J 4 -i^L^I (3^^ 

J j 4-Hil!l djLjil^^VI (J-<uHaJJ ^.liJl jlLud^ 3^^ C5^ JjA^a^l 3^^ 

. 3^UJI 


^jL^I djUL^l ^ j^j^ (^1 cij!^.'^3rM\ jL^VI J jl JUiLujj ^ 3^^ 

' Qy WiA jl 4 jiVi\l J 3^^ 

^.^.1^1 ^SLs^ djLAlnlL^I 3^^ 

\3» C5^^ A-AaC* 4_jujL^ j Lljl^l^)^j 3^^ 

^AoAl J l1jLi^.^^)AI djLAloiL^ J Q^' AAyjoi^ 








toy 
























Quality of service 


Line Rate 
1Gbps 




Customa^ 

iiOaMhps 


Ciustemer-2 

20OMbp5 


Customer-3 

aooWbps 


QOS 

S cj\J\ J\ jjjJI j 42 l^:nU 1 j ^ cIjU jkJI 

C5^ jA C5^ 

lS ^L<uJa] j) 6 l1jIjL^ (3^-^ jl 

ciiLa^LajJa 6 JHaII cJrifJuj ^djljl^l 

^)±1*J djLa^^Lt^^ Ua^l jl JjLuj^I JaLLujj 4JLaIl^l 6(JljuJjVI jl^Sluil 

l^Sll ^UjouIU <jL^Li.J 6^^1£ j^ A£jjai]| Sj^ dulS lit ^Ia SJdiULcijuka 

idujliVI Jj^ l)^ J JajLujj]| dili Cljlki±kll]| 

La LJLd fi^A jJj^J 

^)±1*J Lj^ Lljl£jjal]| Lj^ L>^J ^ ^-JujLud^ C5^J 4 l 1 jIjI^I (3^^ dulj L ^ ^\Ut^ 

JJ ^L^ ^ CIjVLl^VI ^ JHall l):^ ibSj^l 

SJ y^ c**il jti 3 n^rl 4^^ u*Ml 

3J3^I C5^ dlLa^liJl SJ3^ ^J’ ^ ^ ua\l ^1 

4^151 ^1^3^ (J^l^ JIaaII C5^ 4 A^Jju 1 !| ..liC' ^ r^Lii^^l Sj^lj LljLia^3^l (3^n]aJ 

(J^btA JlLall cJrifJuj 4*633^1 (yyiuual IAjl^ 3 3^^ 3) 3^x>j ^^^3 .djljjoll 

^3ij ^3 ^<Sjjai]| .lie. ^ ^ < 3 iJ^ O^ 1 j^jx>l \p 3 43 ^l!l]|3 djUUJI 

^1^3^ A-iLii^VI 63^1 (je. 

^..^13^ 6.lixA djl^V 6.13^ ^Sl 3I Aa. 1^1 3I A^AjuIU *-1^-^ (JjJoBI ^^ilnlijuaj V3 

3 £j 5^^ Jal33VI (J^ (^JjJaSl .Ig ^ A ^ uVi 3 ^ Jjl^I 3I1]| 3^ ^.A.liJl 6^3^ 

/i33^1 333 a]| <£3^ ^3II] Lj 3 ^ J 63.1^11 

dj^b^aJ^U ^^3.1]! l.§ij3*j ^ ^AdiJl SJ3^3 ^ djVb^ajVI (jl^l^ 

3A 3^1 3) ^^13] dl3ijuJI 6^3^! c**il j\Wix> 3A 4 x>3^^ 

^LaJLujI JIa 4 JIa^I l^I 3^ dll (Jajoij 3J /’l1jUjI£JI 

^Ladjujl 4LljljtJaliA]| 43 Ajl ^3 4CjJd^l 3^ 4 6.ljJa3da]| AauiJ ^1 S3Lajj ^^Ajl j dji j\\ 
3^A^LgJl AAdiJi SJ3^ 3A A^3i^-C.3A^.A ,13^ (^^3 3631^-^ djlj3lLudA3 4 JJ 3 li]| 


ioA 













^ ^j^GjJaJ JlL^I cJ:!^ C5^ tA^Jjud]! 

SJjlLud^ ^1 6^^JaLll^VI ^ ^1 SjLujVI 

jl ^bVI jLc* )^\^J Lg 4-^^liJl S^lijjl S^L^jJa (^\ 

^baiJl jL^Il^l C5^ 

. J:^' 

Cljb^nJnIl]| CljLQ.lk]| C5^ ^ ^ ^.iklLudJ 4^.lk]| 6^ 

^ ji) ClLaJiajL^a^ /6^)±iJl ^ ji ^-:^b jJ ^‘ J ^ g dj^b^VI 

^)iajj 4^^1 y\\\ VI ^jg ^“r^l^ (QoE) ^^>^^1 ^ ^\l 4JjLa^ 

.C^l^l -laLSj Jajuj^^lL^ j\ ^Vl^^*-Jud]l ^Ij^I 4 *^^^liJLud^ ^l^jVI (3^ i^-bVI 

^^^1 4-JJ:^! liljlLaul]| ^l^jl ^.liJl SJ4(jLlJud]| 1^ 

.5^:i^l ^ 

: QOS-SI ^jSUi 4 

^.liJl SJjJ Sj^l ^1 jiiij Lgi) V) lSI 

Ajb ^AjjUJ^^^ll ^LuUQ 4 b\ i a\i AJ^I^I djbt^dJudnll 

^VIjj du ^(ilUA Clul£ jl i^LdaljJ^VI 

(3^V da J ^ dlllJl ^Lgi^Ld ^ ^j£J J i^Lujj (J^ ^ L>^ jjL^dJl dj ”<ja±jujVI” 

^ j^ ji^ C 5 ^)j ^(^bll ls jdi^l^ ^jj^l Jaliill DiffServer s^Lc.) 

,A^.l^l djjIljVI (^5^ diial Jajlj^l 


^j£^ ^^^ 1 J iAilld^ (J^ljlild ^.liJl SJ 4 dl£^ dVA.^ ^ (.^ n I L<idc« 

^l^)aljujVI I ^^)julJI (^}j ^\^^*il ^ jVq*i\1^^ J (J^l^^*il ^^1' g 

4A^^_^^l ! Adall (J^l^^*il ^^^lidud^l dL^4^)-^lll]|j idL^^liJl ^1 ^ 

‘ ^^1 Ldj 4^^..1^l ^^l^l < Sjl^IJ \\ \ i ^\1 (A^Utillj (A^^dllj 

J^LuLoII ^^1 L<i-g id^aL^I ^^1 Ludi^l ^^)ijuj ^-b^l ^3^ ^** V W^ ^1 ^^x>J 6^)^^ ^-l-d) 

(J^ ^^iaJ A^-^j lS^ a j\lMl 

• Aiai^d^l f^J^I 

jldJl I I x>.VlC> 1^1-^ bj ^^)^l } JaLLujI (Jjid ^ dl jLui^l 

iA^Jjul!! C5^ 3^ 1^J idjJaidjI ^ ^^^^1 3^ j\ 4 V 4^jd3tJ 

biJj 4dL(i^^L l^I <C>bl ^ ^ ^ d*i\l bi (Jj^dui]| 


,^L*JI (Jaill ^ dAj^l j^l!i]| dVI^ 


^ nun 


to^ 
























j^lllil ^^x>j tdjVLaJI ^jiaju ^)jujL^ 

dujIljVI L_l*ill j) dujliVI l)lIjVIj^^VI (JlLi (jAliaJ (J*^ (jl 

^ JLoaIjuj^U 


: ^JaJl LjJaP 

^ c ^3^ tilljA J l1jI^)^Ij ^ (^) jAjL^a^l ^3^^ 

4AjL^aL<Jlj jAjL^a^l jUaluVI 

j\ diC5^ ^3:^ U’ 6^1^1 3^^ ^ C5^ ^ ^ u>>^ 


; JIa^) uilla 

a qVa-v ^ ^3^ idj^pjVI A£d 331 ^ ' (2 ^ aIjl^I dli ^3^^ (3^ j-^7^ I L<idc. 

^3^1 3U’ ^ >3*^^'J C5^) 3^ ^a qVi-^ ^ dljLud^ 

<jL^ld]| AjSdaVI dV jjj^)3l ^ ^ ^3 a K i*:^^\l ^L^Lujjj A.^ dulS L<ic. ^ qV^a ^ L^djii 

3jLd 3’ ^^Lsj 3^’ (3^ ^3^^ c3^ (3^ 

3 ^^ U^ J J ^ 3 ^-^ ,1 gig 7k J 

. isochronicity-ij^j j u><^' c> cJ^ 

: UaiJI 

^ ^ 3 "*^ ^dtlil ^jJa^)jU j) j) 4! g x> ^ 3 ^^ 

^Ajudij ^^axJ 3’ (3^ ^ ;jilaJ 1^ ^ Qi**^**^^j I Lddc. J ,3:j^)]a]| 

;3^3^l C5^ iA^jjud]! J 3 ^ Adt^ ^I *Aj 3 ^ SJ 

Jgj\c> Ai^La^lj 3 ^ Ak^\ A^^ldVI Aj^^^da^ i\Wn ^ SJAstdll JojLuj^I 

^j3^ (3^ C5 ^^3^^^ Cli3l 

^ ^ ^tUTi ..iSiijliVI 3^J) dujli^l 3djl^all 

J AjJaiad c uJod c jlWn ^ ig x>\l L^jdll Cjjld 

^^)jud]| Ad jIajVI 3W^ 43^-^-<^I C5^ * 0 ^) 

^ A^^yui SlAljJa^ AjL^ajL^aa^ aAx^j 

^L-ljJaiJl J ^)dla]| 


tn' 


























J ^^ ^J j^ui^ ^ ^ ^ (JLg 4 (j^nJalill ^^^Lui] 

CljL<i.liJl SJ y^ Lc^J 


L>^ ' 


jLi^j iiyAJU^ yj$^ ^ SjLc* j 4^)jiIlA]l dllj^j) L_li^ ^ ^Uaill Jjjjola 


JaL^jl C5^ 




C5^ ^JJ 


^1 /iLdjJo] 




^ dja j]| ^ '^LXJyxji J^iJudJ Sl£La^l JL<i idujliVI L-jL*JV) 

\i ^ SJ y^ 

daj]| <j£LJl / dujjjj (JiLi ^Uc>l u^\l dVJjJ^>^l 

dVbU 


yj^ ^ 1^1 ' ^ (yyXuij^ ^ ^ L^i yj^ ^1 

a \\9 A ^ a\ ^ ^ 1^1 j y\ ]^\\\ y^yc> 

V) (^^^^)Il]l (jUaill y^yC^ yj^ S^lidVI ^** ^' (J^^ 4t^i y^ 

Lg y<^ 0 ^^^ C 5 ^ dll*j (^ 5^1 dLlniaIl]| ^ . 0 ^-^ jl 

• SJ Ji^ 

^IdudJ 0 )^ ^ ^ dJdl^V (JjA^ 

i jC 5 ^ S ^) .Vnuij c** n^ \ dj^^l A ^ uVi 
0 )^^j ^dLlniaIl]| 0 )^ dAxIl (y\ ]^A j/iMl 0 )^^j dl^Jjudll 

^Uaill y^yC^ dli^llliVI (J^ ^jiaJ^^Jtllllj L^UaJ y] 0 )^x>j (^ 5 ^! dLlnJalill 0)1 

(JlL<JI cJrifJuJ (J^l ^ LJLc' c^^J 0 j' ^ C 5 ^ 0 ^ 

, jjJ^I 


Sj(.^ n^ 0^ ^dlilll dli^JI dLi^ ^ ^daiaUj 0j^ L<i LJLi ^LaKlL ^jL^I dLi^iiJI 

J0d| JL^jljjujVI ^ SjLc* dl^VI 0^ C5^ 

dLc^ djjliVI l)(JLl^VIj djjliVI ^ J^J ^..lkIiuiA]| 

dJJ^^I ^ jjAd 4tii]i 0-^J Jajjjoj did dlJ0ljVI 

dljjJalj^l J^^Juj) yJ^ Lg ^1 ^gj)j\^ \\ <djL^I du0LjVI 

dUlldll 0^ d^btSl <dljLjJa) AjU j) ^A (^J^ljLl]| 0i^^ S ^A A ^ Uu\l 0) y^^ 

yy^ 0jd<i S.la.1 j SJ0l lj"*k SJdjd u>>6> c** il j\Wix> ^A 

2l^1 a£^| Sl£l^ J:nU, ^ 2u^^| ^uaLdVl dlJ^l 0^ Z 60 u' UJ>b lU^J:^ 

A-Iaiad dldal^lal (JJa 

Jd* ^j)\l^x>\l A j\^l^l Jaj| AJlIL^I 

0^ 0^ ^ 0^^^ O 0jx>.'^^1uix>\l 0^ 

0l 0^x>j Jal^VI 0l cJrdd jLd^l tilljA 40jx>.'^^1ui^\l 

In. y\ 1 ^ \ k ^ \ I \ A. \ in. ^ q\^*i \ 


i^) 






















Wireless LAN 



dlLcA^ jjujL^I djl£jjud]| ^^ ^\ ^iN tj 

^aJaJ ^A S^Lc* l1jLSjju 1]| (j) C^I^LujVI ^l^li^luil (J^ S^xl\ 

^l^iiJLujI djl^^^Lt^ (Jii 

,(iifjai]| ^Uj^l 4 ^ SjLc. ^ ^liiiill 1^ J ^djLijLt^l SjLujV 


: Networks Wireless AjSl^!iUl cjI£^ 1 ^UJl 

J CLjISjjoJIj ^^^^(ijuaj L<i ^l.liJLuj| ^1 S^)^Vl ^jVI jjujL^I ^\ a \ c > 

c> J (Local Area Network) 'jL^^ikl LAN 

(JjlsIIjj A^Jjklil ^ J**^**^ C5^^ L>^ LS S^lill liili 

jllll ^ J^A-V*ua^\ djLd^l^l Lljl£jjud]| 6^ dj^j 

^LjaVLj djLlnJallllj SjlilujVlj L3i^)^ L^ \ 

\ ^j)g 1^ (J^ 4 -^^)JjuLg djljl^ ^ 1^ 

{jdJ (3j| jxl\ ^1 ^1 djl£jjal]| ^Idkiull ^LuojI djlAj 


cJ*^ dulj .liLi ^1 jLg-^l (^5^ 4-^ ^1 

A^l^j (J^“^ ^ d^JLui^l ^Ldaj idjL^I A^Jjul]| .V^y \l 

WLAN l)I U^ L-LujI^^^JI ^jujI^I jLolIjVI ^) ^Ijdaj 

<jj^l L_llla]| djj| ^ dj|^)£iA]|j ^ J A-v ^\1 

^ ^L*J| jlij dn^ L^j^l (J^ilui^l ^ jjJ^Jyi 1 ^ LilA Ijj-^ C JgrVlui J 

^ uJol ^\l JJ^l ^ ^Uaill JIAiLujI ^1 dn.w\l j;>^3r\l 


J Wide Area Network WAN J' o^ lS:)6^^\ s jLiVI ja^ 

djliL^ J) j]| d^U lU> 5 J Wireless LAN WLAN 

^A^Lc. <iKj djli AjI^ A^ ^1 1 g 1 -sLa> ^Ldaj (jiaikA<i djUl^ A 

(J^ (JljL^ajVI SjLc^Ij a ^ Um\I (J^ 


tnv 
























dj^t ^ ^1 ^A qKMI Lg j 

^^^llij ^** ' (2 C5^) Ia^)Xjuj ^lijjlj djlSjjudll ^Ludjj ^ 

Wireless Lljl£jjai]| ^Idkjjujl ^1 Jj]| \l^ ^Uj 6 jjL^a*]| ^ 

^dike.! dn^ 4<j£ijuJI diKjui\l Lg-L<i d-uLc. J^LuLJI Jd-u^ j LAN 

dj^ a ^ 1ui\I ^IjJaj A-iL^ S^)-^ 

1^4 A£jju1]| a\\ ^1 g ^ \l ^A Jillll <dl^j ^ 4A-i£ljal]| 

AiKlI jl^VI c>u 


2lal.:)Ui 


^Idjjdj) C-flJjJU 


(^1 (Jill]| ^j^aidall ^1 £^Lj (jVI ^ U^i (WLAN) 4 j\"\x>\l djl£jjai]| 

(LjJ^ LjjV)lJ^ _5’ LjJjuj^L^I jLg^ 

<LiL^ d-UjliVI ^dx^alill J ^jjj£Jj (^1 jl ci^J:^ (jl dl!iljuj) 

djI^Ua ^jlLa 2004 l):^^’ L>^ cJj^I 

ij$kJ d-ujliVU J^Idkjjujl ^juALVI dj^)^ dj!>L^^I a^LJI 

WLAN wireless locsl ^ djKj/MI ^ j s^a^I ^jVqMI cidaL IIa 

radio j'^j ^j^V' ^-dxdj area network 

^ ^>j4^ ^AkLuJI Jaliill Ul JIj^VI (>i Vaj frequency RF 

Jaliill ^1 ^d-UjliVLj -laJ^I A-liSj ^lAadjujI (j^aiuai]| ^AlaJjudJ ^j£L<iVl 

Jai^l 4 jVq^ Ad*J Y % % O ^Lc, J ^IjlSI ^LaJl C_bVVI djld^ AA^LuJI 

; ^j-yjLudj <AA.IjuJI 

uj^ ^J (wireless computer cards) l^UJI djliLkj - i 

AiUa^l fiAA Ailda^ 4-LLa ji JjLg-^lj 

<ALuj!)UI djU^I Jx^ ^1 (access point) aJ^sj - 2 

(J^1 aJo^ AKJi xi <AA.Ijuj Jalij (^5^ (^5^1 djI^Uall AjjaulU L<il ^d-UjIljVI 

JjSijujI c** i ]^^A A^Jjudilj ^ix^aJ ^Ll^LA A^IAx^ jL^Ij Jad^)^ S^Lla]| ^ jLa 

<jjJajl 

0*i A^Uil dd ;^U]| djVU^VI ^ IJ:^ IJJ^ 2 l^:nU 1 djl£^l d^ 

jladl Sauu djliLui^ djL<iJLujjl 4<j£iu3!)UI djl£jjai]| ^IaAILujI 

LgJ ^ U^lj cJ^dd A-i^luj^iUl djl£jjai]| djj^^JaJ idja^1 dlli Ad Jkl JjA- iIaC- 4 <ig-uj 

;LgA^ ^)£Aj 4^LxjujIj djVl-^^ 6^)^^ djLdlAalLujI 


Lg^lAadxxl ^LxJl ^d^AuJa ^ il 

^^LxJI 4:.LaJ) ^^^)xaLadu) 


tnr 







































^jjL^i AjLJujLk^ djliLud^ lIjLq 

A^l u^\l 

^I^i^jLujIj di^^jjL^I - <ia^)jkl]| ^1^1 - aI^LxJI 

2lau:>ui cj<^\ 


^^)JUJ JLl^I jll] Lljl£jjal]| ^l.liJLuj| ^ 1 JJUJ . 1 ^ C. 5 ^ Lljl£^)jal]| j (jl^U ^ U^l 

j) djliLol^ tilli ^l£ 

djJjJjVlj ^JUJJUJJ 4 k^\\j l^l.lkjjuj| jA <j£ijuj!A]| Cljl£jjal]| ^1 jk 

(JL^I jA ^ij(Lu^ 4 ^Lnj L^ ^jli V (3iaLL<Jl ^ 

^"k}^3r A 

^j<ti i>i tj l**A \ A 1 li^ CjL^l^jj 

• Aj^luilt J:^ ^ 1 g 4 Ai 

fi^A (^^jj A-i^luJI l1jKu*MI ^ j^i ^1 js A-i£iuj!>UI djKjuiW (wirelessiiess) ^ 

^ CJJ^ ^^^£iu 3 !)Ul L-JjjujL^I j jjJI^I CIjL^ jji ij <J 

,Clm^ ^jAxjiSA^] (jUaJ (J^-^ C5’ 

^iC'Lud^ 0^1 j^ (JL^xlLuoVI^ 4 i^\ia^i\l djL^jjjiill 

L-LujI c^IUa j Aj^LujV CIjVIj^I L-JJj ciLuJ^I jl (Jliill L-JjjujL^I jjg j 

^^^^)Injuo AiUaJl ^ ^ 

^ jjujVI ^ UUA. a (jI ^ ^ ^7-J A-i£ijuJ^Ulj <j£ljud]| Lljl£jjud]| ^1 

A-iLoC- ^ cJ*-^ A-i£ljud]| Lljl£jjkl]| 

AjUjU LgJ (. J-NJ ^(JjlLjJUJi l1j!>IjI£^ A-i£ijuJl Cljl£jjal]| diUj£^ ^1 <j 1 U^\l 

^1 l1^-^' c5^ aj^Luj^ui l ■J<, u %\\ Ul 

AuLlsII (jLoiKAuiVI JaLajV dll^Jjai]| 

jdjLiLill L)^ ^ A-i^ijuj^UI <Sjju 1!I I (j^-^ 

<j£1juj A^Jui UJx.jL^a]| J' Ldld A..^LLd djl^Jjud]! d^A 

^A ^j.Vq\l dljUJl dadll JL<i 

(jl (J^J AJ-d (jl (J^X>X> L ljl£d ;AJld]| 

^jjojuj^VI JL^xiujI dc* c \it \ ^1 ^bVlj (><i 

dKj A^:>ui PCI -SI ^Uaj dji£ aA\±. dji£ A^:>ui dii^i jU^l ji; jU-u^Vi 

jUjjVI jl liA J Jaia JJJJ 30 ‘-^ Clia.^1 2004 J 200 JJJi 100 

,l1jj^I ^ J:^^! jl^^l Aj^\ui!^l c**iKjui\l ^1J aJLc. (.**iun\ ^Vl 

;Lg.^^l (J^LuIaII ^ A-i£Ijuj^Ul dl^jjulSI ^La 4^1 


tn t 













































^ ^1 ^ jl LgjJaxJ 

Ethernet ^j^V' 


A^iioiu 3 > ^ ^j-^o^uuj (^] ^L(l^ c** n^ L-kxjJa) Aj£1juj^UI ClA ^ u*Ml 

,1^Jj 4A KU1^\I dIa cJ^’ (J^ ^A^jjal]! ^4 A-i£ljujV Um 

Wired l**^k u^w ^lix^JL< i a j<\w^m\i l**^k u*:^\\ l>^j^ 

Wi-S' j djii^ ^l£]l ^U:J1 ^ 3 j ^ ^1 Equivalent Privact WAP 

^ djliljikVI 2 :i<i ^ UUj dj^1 Fi Protected Access WPA 

^L^jkjLuj 

• ^ cijl^ 

(Jj A-i£iuJ^I Lljl£jjai]| c_i j\ \ ^\l djjljjl 4S^)^Vl ^jVI 

dIa 4 ^ C** \\U AjtJali 4 J x J I^LUl^ 

^ Lake head Ajt^L^ l>^j l>^j l):^ c 5 ^ dj|^Lc.bVI 

A-ijuj^lji-^j^)^^l (J^)dlj ^1 (J^-jujI ^ ^ Ajl^L^I Aj^LujV 

(j£judJ ^JjjjAj ^ ^ djljLla^)juJj (^5^ ^LlSiuJ^Ul djl^Jjul!l (^JC> 

, jdl!i]| IIa (^d<i ci^ 

: IEEE 802.11 Jj^j^jjJl 
IEEE 802.11 ^1 

•^b]| djLii2i]| SjLc. 

Infrared IR AjtdVl 

Frequency Hopping Spread Spectrum FHSS 

Direct Sequence Spread Spectrum DSSS >^4^' j^ 

4 j\^C> qC> ^ C5^W ^ ^JJOJUJ^ 

^djUl^l (Jij jL^V C_liaLkj]| 

I—a^)*J A^jJa ]VIA.Cl Aifl^ 

Distributed Coordination Function ^ cJ:^^' 

MAC Layer -5' u) Point Coordination Function 

■ t. j-^' CJ:^^' 
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c> ^jt (3f^ ^ 

j^\j L>^JJ^1 LS^J L5-^J 

L^U£il 1.1^ ^Ij£ du^Jlji ^ (jj^^ J 

^ A^ lIj^j ^ (jj^i (jl ^1 jLul j 

• ljU^JI j>i 

CCNA Routing and Switching ICND2 200-101 
Official Cert Guide By Wendell Odom 

CCENTCCNA ICNDl 100-101 Official Cert 
Guide By Wendell Odom 

Cisco CCNA Routing and Switching (200-120) 
Official Cert Guide Library 

Cisco CCNA Routing and Switching How to Master 












